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Introduction

North Korea is the world’s last Stalinist state
and a de facto monarchy. Ruled absolutely by the
Kim family, now in its third generation of despo-
tism, North Korea operates concentration camps,
keeps its people enslaved, and regularly threatens
the United States and its allies with nuclear annihi-
lation. An economic dwarf, North Korea engages in
large-scale counterfeiting, weapons sales, murder
for hire, and narcotics distribution.! Its convention-
al military is arelic of the Cold War and fields Soviet
equipment from the 1970s and 1980s, but it also has
amature and capable missile and nuclear force that
makes it a very significant threat both to America’s
allies in East Asia and to the American homeland.

The Threat

North Korea’s ever-expanding nuclear weapons
capability and maturing and increasingly capable
missile force constitute a formidable threat to the
United States and its forces, citizens, and bases in
the Indo-Pacific as well as its allies in the region.

Conventional Forces. North Korea’s conven-
tional capabilities—its navy, air forces, and ground
forces—largely use Cold War-era equipment and
are poorly trained. As an example, the backbone of
the North Korean Air Force, the MiG-21, first flew in
1955.2 North Korea has an army of 1.3 million men
and another 6 million men in reserve, but its T-34,
T-55, and T-62 tanks are relics of the post-Korean
War era.® The most significant conventional threat
posed by North Korea includes the thousands of
Cold War-eralong-range artillery pieces positioned
on the Kaesong Heights, that can range—and cause
significant damage to—Seoul.

North Korea has long sought and is ostensibly
building submarines that can launch both cruise

and ballistic missiles that could be armed with stra-
tegic or tactical nuclear weapons, but progress on

such efforts remains slow, and these systems do not

currently present a credible threat to the United

States or its allies. It is unclear whether North Ko-
rea is able to get any significant number of attack
submarines out to sea, much less a ballistic missile

submarine that can launch a missile without either

the missile or the submarine being destroyed.*

In a conventional conflict with the South Ko-
rean military, North Korea’s forces would be out-
matched. Pyongyang’s only asymmetric response
to South Korea relies on its enormous quantities
of Cold War-era artillery, its millions of reservists,
and its nuclear weapons.® Pyongyang’s history of
provocation and intimidation is a consistent indi-
cator of the regime’s intent to achieve its political
objectives through the threat or execution of force—
despite the fact that from a conventional perspec-
tive, it is qualitatively and decisively outgunned by
South Korea.

Assessment: Weak.

Missiles. Since the beginning of his dictatori-
al rule approximately 15 years ago, Kim Jong-un
has overseen an expansive diversification of North
Korea’s nuclear arsenal and accelerated missile de-
velopment. New weapons are more capable—and
therefore more credible—than their predecessors
and now pose a far greater threat to allied forces. In
particular, the maturation of North Korean missiles
creates ever greater challenges for existing missile
defense systems.

Pyongyang’s continuing development of nuclear
and missile programs—which include theater-range
systems, cruise missiles, and intercontinental bal-
listic missiles capable of carrying multiple nucle-
ar warheads—suggests that the regime is seeking
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an arsenal that will provide a nuclear warfighting

capability, not just a strategic deterrent capabili-
ty. This would further increase the military threat

and could incentivize North Korea, believing that

its actions were protected by a “nuclear shield,” to

engage in ever more provocative behavior.

In 2025, the U.S. Intelligence Community as-
sessed that “Pyongyang is expanding its capacity
for coercive operations and using new tactics as it
becomes more confident in its nuclear deterrent.”®
Pyongyang has repeatedly declared that it will never
abandon its nuclear arsenal and that “only fools will
entertain the delusion that we will trade our nucle-
ar deterrent for petty economic aid.””

In September 2022, Pyongyang promulgated a
law that codified long-standing nuclear doctrine but
also disturbingly lowered the threshold for its use of
nuclear weapons.® The new law affirmed a decade of
North Korean statements that threatened preemp-
tive nuclear attacks on the United States and its al-
lies in response even to perceived preparations for an
attack. North Korea has warned that “any military
conflict on the Korean Peninsula is bound to lead to
an all-out [nuclear] war” that will be an “ultra-harsh
war of reaction targeting the entire U.S. mainland.”

In January 2021, Kim Jong-un announced an
ambitious five-year strategic plan to augment and
refine North Korea’s nuclear and missile arsenals.
He directed the regime to develop solid-fueled and
multiple-warhead ICBMs, hypersonic glide war-
heads, tactical nuclear weapons, military reconnais-
sance satellites, and along-range nuclear-powered
submarine capable of launching nuclear strategic
weapons.'” North Korea is currently seeking all of
these capabilities.

ICBMs. North Korea has developed a series of
ICBMs capable of attacking the entire continental
United States. In November 2022, North Korea
conducted the first successful test of the massive
Hwasong-17, the world’s largest road-mobile ICBM.
The Hwasong-17 may be capable of carrying up to
four nuclear warheads.

In April 2023, North Korea tested the three-
stage Hwasong-18 solid-fueled ICBM, which can be
launched more quickly than liquid-fueled ICBMs."
The regime’s depiction of a subsequent Decem-
ber 2023 missile firing as the “launching drill of
an ICBM unit” indicates that Pyongyang now re-
gards the Hwasong-18 ICBM system as operation-
ally deployed.?

Liquid propellant is highly corrosive and cannot
be maintained in a missile; it can be loaded only
after deployment to the field and shortly before
launch. The fueling itself is an hours-long process.
By contrast, the Hwasong-18’s solid fuel is loaded
during manufacture, leaving the missile able to
launch quickly. This shortens the time the missile is
exposed and vulnerable to detection and targeting
by allied forces. The fact that a solid-fueled missile
does not require fuel and oxidizer trucks further re-
duces its observable signature to overhead satellites.

In October 2024, Pyongyang test-launched the
Hwasong-19, an even larger solid-fuel ICBM."® The
solid-fuel Hwasong-18 can already target all of the
United States, but a larger missile would also be
able to carry multiple warheads and possibly pen-
etration aids designed to confound missile defense
systems. The regime declared that the Hwasong-19
would operate alongside the smaller Hwasong-18'*
and, presumably, the liquid-fueled Hwasong-17."

Pyongyang has also revealed that it can indig-
enously produce large mobile ICBM transport-
er-erector-launchers. Previously, the number of
ICBMs the regime could deploy had been con-
strained by the small number of large logging vehi-
cles purchased from China and converted to carry
missiles.' In time, Pyongyang’s ability to deploy
more missiles on mobile launchers with multiple
warheads could overwhelm existing U.S. missile
defenses meant to protect the American homeland.

Hypersonic Maneuverable Warheads. Since 2021,
North Korea has tested several missile variants, par-
ticularly the Hwasong family of missiles, that are
equipped with hypersonic maneuverable warheads.
Hypersonic missiles fly at least five times the speed
of sound.”” More important than the speed, however,
is that many hypersonic missiles have detachable,
maneuverable warheads that can fly at lower alti-
tudes than standard ballistic missiles, which fol-
low a more predictable parabolic trajectory. These
characteristics make radar tracking more difficult
and enable the weapons to evade allied missile
defense interceptors. How effective and reliable
these missiles are, however, is unknown given the
unreliability of North Korean pronouncements of
advanced technology.

Pyongyang has developed the Hwasong-12
liquid-fueled and Hwasong-16 solid-fueled inter-
mediate-range ballistic missiles (IRBMs), each of
which has variants with a hypersonic wedge-shaped
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maneuverable glide vehicle and a hypersonic con-
ical maneuverable warhead. In 2024, North Korea

conducted its first test of a MIRV using the first

stage of a Hwasong-16."® In June 2024, North Korea

claimed the first successful test of MIRV technolo-
gy using the first-stage engine of a solid-fuel hyper-
sonic IRBM. Pyongyang announced that warheads

were guided to three separate targets."”

Assessment: Strong.

Nuclear Weapons. North Korea has conduct-
ed six tests of nuclear weapons over the past 20
years, including a test in 2017 of a powerful hy-
drogen bomb, but it is also seeking lower-yield
theater-range non-strategic nuclear weapons
for potential battlefield employment.?® In March
2023, Kim displayed what was reported to be 10
Hwasan-31 tactical nuclear weapons.?' A wall poster
behind Kim claimed that the weapons are compat-
ible with eight different types of delivery systems
including short-range ballistic missiles, close-range
ballistic missiles, the Haeil underwater nuclear sys-
tem, and cruise missiles.??

North Korea’s 2022 Nuclear Law indicates that,
if the command and control of nuclear weapons be-
comes vulnerable to hostile forces, a nuclear strike

“shall be launched automatically and immediately
to destroy the hostile forces including the starting
point of provocation and the command according
to the operation plan decided in advance.”* Pyong-
yang announced that an April 2024 missile exercise
included testing of the Haekbangashoe (“nuclear
trigger”) command-and-control system’s ability to
switch rapidly to a nuclear counterattack.?* North
Korea probably fields a total of 50 to 90 strategic
and non-strategic nuclear weapons.?

Assessment: Marginal.

Chemical and Biological Weapons. For de-
cades, analysts have estimated that North Korea
maintained between 2.5 and 5 metric tons of chem-
ical weapons, including nerve, choking, blister, and
blood agents, along with a suspected but never ver-
ified or otherwise substantiated biological weap-
ons capability. Whether North Korea even has an
active chemical weapons production capability is
unclear, in addition to which these estimates are
difficult and virtually impossible to confirm with
any degree of precision. Moreover, given that most
estimates assume that much of North Korea’s stock
of chemical weapons is loaded into artillery shells
and has a short lifespan, it is unlikely that North

Korea’s chemical weapons pose much of a danger
to anyone other than the North Korean military
personnel who may be handling them.2¢

Assessment: Weak.

Military Reconnaissance Satellite. In Novem-
ber 2023, North Korea launched its Malligyong-1
military reconnaissance satellite after two previous
failures. The regime announced that the satellite
surveilled U.S. military bases in Guam, including
Andersen Air Force Base, and the U.S. Naval Sta-
tion at Apra Harbor.?” While Pyongyang maintains
a capable and diverse missile magazine, it lacks a
sophisticated remote reconnaissance capability
to identify, track, and target U.S., South Korean,
and Japanese military assets. In public statements,
Kim Jong-un emphasizes the importance of having

“several reconnaissance satellites on different orbits
[for] securing real-time information about the hos-
tile forces’ military scenario and moves.”?

Assessment: Weak.

Threat to the U.S. Homeland
and Regional Allies

Pyongyang is producing a new generation of
advanced mobile missiles that supposedly, in ad-
dition to being more accurate, mobile, and difficult
to detect and target, have an enhanced ability to
evade allied missile defenses. North Korea’s evolv-
ing nuclear and missile forces increasingly provide
the regime with the ability to conduct a preemptive
first strike, retaliatory second strike, and battlefield
counterforce attacks. Pyongyang has an extensive
and diversified military force that it could employ to
attack targets in South Korea and Japan, U.S. bases
in the Pacific, and the continental United States.

Targeting the U.S. Homeland. North Korea
could use any number of its estimated ICBMs such
as the Hwasong-17, armed with one or multiple
independent warheads, to hit targets in the U.S.
homeland.® Such targets might include American
cities, nuclear bases, or conventional military bas-
es. In recent years, North Korea has expanded and
refined manufacturing facilities for fissile material,
nuclear weapons, missiles, mobile missile launchers,
and reentry vehicles.

By 2027, according to a RAND analysis, “North
Korea could have 200 nuclear weapons and several
dozen intercontinental ballistic missiles ICBMs)
and hundreds of theater missiles for delivering the
nuclear weapons.”®®* However, several additional
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tests of longer duration and higher altitude will like-
ly be needed before such capability is deployed. This

is particularly true for ICBMs loaded with multiple

independent warheads. Ensuring that an ICBM can

get close to a target and shower it with survivable

warheads that are able to detonate on target is no

small feat. Before North Korea has a credible nucle-
ar capability that can threaten the American home-
land, it will likely test multiple ICBMs loaded with

multiple dummy warheads that are able to get close

to a target.

Attacking U.S. Bases in Guam. North Ko-
rea could use the Hwasong-12 liquid-fueled and
Hwasong-16 solid-fueled IRBMs, each with two
variants of maneuverable warheads, to conduct
theater nuclear strikes against U.S. bases in Guam
to prevent the flow of forces and logistics to the
Korean Peninsula. Pyongyang could also use the
Hwasal-1/2 long-range ground-launched cruise mis-
sile and Bulwhasal-3-31 sea-launched cruise missile.

In November 2023, as noted previously, North
Korea successfully launched its first military re-
connaissance satellite after two previous failures.
Pyongyang announced that the satellite surveilled
Andersen Air Force Base, Apra Harbor, and other
major U.S. military bases in Guam.*

Targeting South Korea. To prevent the Unit-
ed States from augmenting forces in South Korea
during a conflict, North Korea could use nuclear
weapons to attack South Korean ports and airfields
to interrupt force flow. Alternatively, North Korea
could try to use or threaten to use nuclear weap-
ons against the American homeland in an attempt
to decouple the United States from South Korea.
Pyongyang could threaten South Korean leader-
ship and military targets with a nuclear attack to
coerce Seoul to surrender or abandon a counterof-
fensive attack on North Korea. U.S. bases in South
Korea—such as Osan Air Force Base and the U.S. Ar-
my’s Camp Humphreys—would likely be high-pri-
ority targets.

The United States and its allies have assessed
for a decade that North Korea has nuclear weap-
ons for short-range and medium-range Scud and
No-dong missiles that could target South Korea
and Japan. In January 2021, Kim Jong-un declared
that the regime had created “ultra-modern tacti-
cal nuclear weapons including new-type tactical
rockets.”®> While it is unlikely that North Korean
weaponeers have created unique breakthroughs

in either weapons or rocket design, it is clear that
North Korea has slowly but steadily been advancing
its non-strategic nuclear capabilities, particularly
over the past two years.**

It should be remembered that most North Kore-
an missiles would be conventionally armed to en-
able Pyongyang to saturate missile defenses with
large numbers of conventionally armed missiles
and make follow-on attacks with nuclear-tipped
missiles. North Korea has demonstrated the abil-
ity to fire a mixed salvo of several types of missiles
at once, which could overwhelm allied missile de-
fense systems.?* The regime also has deployed more
capable, longer-range artillery and multiple rocket
launchers to augment missile attacks.

Removing Japan from the Equation. Pyong-
yang could threaten nuclear attacks to intimidate
Tokyo into rejecting the use of Japanese ports, air-
fields, and bases for U.S. and U.N. Command oper-
ations against North Korea. In 2017, North Korea
threatened to “reduce the U.S. mainland into ashes
and darkness” and warned that “[t]he four islands
of the [Japanese] archipelago should be sunken into
the sea by [our] nuclear bomb.... Japan is no longer
needed to exist near us.”* North Korea also iden-
tified the Japanese cities of Tokyo, Kyoto, Nagoya,
Osaka, and Yokohama as targets.3¢

Collaboration with Russia

North Korea is fast becoming a weapons supplier
of choice for malign actors around the world and al-
most certainly sees opportunity in a closer relation-
ship with Russia. Such a relationship undoubtedly
includes hard currency, food, and raw materials in
exchange for North Korean weapons, but it could
also include technical assistance with Pyongyang’s
missile and nuclear weapons programs.

For decades, North Korea has sold military
equipment to some of the world’s most unsavory
actors, including Libya, the Palestine Liberation
Organization, Zimbabwe, Sudan, Yemen, Hamas,
and Hezbollah.?” Such exports have proved to be an
important source of hard currency that has enabled
the North Korean regime to maintain power on the
peninsula. Over the past two decades, North Korea
has expanded such exports and has become the ar-
senal of autocracies around the world. North Korea
now counts China, Iran, Russia, and Syria among its
most important trading and diplomatic partners. It
is therefore not surprising that when Russia needed
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munitions to fuel its invasion of Ukraine, North Ko-
rea was willing to provide them.?

By 2023, it had become clear that North Korean
munitions were showing up in Russia by the tens of
thousands. In February 2024, South Korean officials
asserted that North Korean support to the Russian
military had been considerable and included 6,700
containers of military equipment, which could ac-
commodate more than 3 million rounds of 152 mm
artillery shells or more than 500,000 rounds of 122
mm multiple rocket launchers.?* Such weapons may
be produced by the approximately 300 military fac-
tories in North Korea that produce a variety of mu-
nitions.*® Additional evidence suggests that North
Koreais expanding its military production lines so
that it can increase its arms sales to Russia and po-
tentially to other countries as well.* There is also
some evidence that the number of rounds North
Korea has provided to Russia for use in Ukraine
is well over 5 million.*> Such support goes to pri-
vate military contractors employed by Russia, in-
cluding the Wagner Group, in addition to Russia’s
armed forces.*?

North Korea also could be providing Russia with
large amounts of antiquated but still effective multi-
ple rocket launchers, antitank and antiaircraft mis-
siles, short-range ballistic missiles, tank artillery
rounds, and field artillery pieces.** In a sense, this
would be a strategy of compensating for a lack of
modern, high-quality weapons with large quanti-
ties of antiquated, low-quality systems from North
Korea. There is strong evidence of the low quality of
North Korean munitions, including reports that the
munitions North Korea has provided do not operate
at high levels of effectiveness. By some estimates,
only half of the munitions provided by North Korea
work according to military requirements; the other
half end up as “duds” in some shape or composition.

With little to offer for legitimate trade, North Ko-
rea’s illicit weapons allow it to acquire hard curren-
cy that it can then funnel into its own weapons pro-
grams and, most critically, that the Kim regime can
use to maintain control of North Korea. This trade
of weapons for cash further allows the regime to
expand its relationship with existing trading part-
ners, seek new clients that it can support through
expanded production lines, and gain access to re-
stricted technologies. Part of the recent Kim Jong-
un-Vladimir Putin summit occurred at a Russian
spaceport,* where Putin strongly suggested that

there would be ever greater North Korean-Russian
military cooperation and said that Kim showed a
“big interest in rocket technologies.”

In addition to the hard currency, there is some
evidence that Russia is providing raw materials
and food support to North Korea, thereby enabling
greater munitions production.*” Some reports sug-
gest that Russia is providing thousands of tons of
corn and wheat as part of a package of support for
the regime.*® Much of this support would align with
North Korea’s long-standing “second economy”
with illicit transfers of weapons and capabilities
in exchange for currency and food aid conducted
through channels that lie outside normal global
trade markets, which in many ways are cut off be-
cause of sanctions against North Korea.*

Another benefit for North Korea is diplomatic
support in the United Nations and beyond as Rus-
sia and North Korea seek not only to evade existing
sanctions and produce “sanctions-proof trade” re-
lationships, but also to provide mutual support in
various international venues with the explicit goal
of undermining existing sanctions.>® As one author
has noted, “[t]he current China-Russia-DPRK tra-
jectory, particularly as evidenced by Russia’s Panel
of Experts veto at the UN Security Council and the
Chinese abstention, indicates that coordinated op-
erations to undermine the status quo in Northeast
Asia are already well underway.”™

One of the consequences of Kim’s newfound
access to hard currency and diplomatic support is
that North Korea may no longer want or even need
improved relations with the United States, which
it may well view as a power in decline while the
autocrats in Beijing, Moscow, and Pyongyang are
on the rise. An additional consequence could be
a modernized military—especially more modern
military hardware. Pyongyang almost certainly
would like to upgrade its conventional military ca-
pabilities, which have languished since the end of
the Cold War. In many ways, North Korea’s conven-
tional military equipment is a relic of a bygone era.
Logically, therefore, Pyongyang would seek more
modern fighter aircraft, surface-to-air missiles,
and armored vehicles, as well as missile produc-
tion capabilities, in exchange for rockets, missiles,
and mortars. Put another way, Pyongyang may be
seeking to exchange older equipment in the short
term for more modern (and more effective) Russian
equipment in the longer term.

3

The Heritage Foundation | heritage.org/military 321



If the relationship between Russia and North
Korea continues to progress, the two parties con-
ceivably could sign a formalized mutual defense
treaty. Such a treaty could well strengthen military
and security cooperation between Moscow and
Pyongyang and lay the foundation for long-term
military cooperation beyond mere arms trades.>?
Such longer-term military cooperation that re-
sulted from a mutual defense treaty could include
joint military drills and exercises, potentially on the
peninsula itself.>

In this way, the Cold War relationship of Bei-
jing as the military guarantor of North Korea and
Moscow as the economic guarantor of North Ko-
rea could be reversed: “China will stay on as Pyong-
yang’s primary economic benefactor and diplomat-
ic protector, while Russia could play the part of the
North’s main military partner. Moscow will be
happy with such arole if only because it already has
little to lose with Washington, Seoul and Tokyo.”*

Of primary concern for the United States and
South Korea is the likelihood that Russia could
assist North Korea in developing the technolo-
gies it needs to advance its missile programs and
nuclear warhead efforts. Specifically, there is con-
cern that North Korea could receive technologies
that would enable it to launch large quantities of
maneuverable cruise missiles to overwhelm U.S.
and South Korean missile defenses, miniaturize
nuclear warheads to go on its ballistic or cruise
missile inventory, and thereby field capabilities to
target locations at a variety of ranges with accura-
cy and high rates of effectiveness by advancing its
ICBM and submarine-launched ballistic missile
(SLBM) programs.

Maneuverable Cruise Missiles. It is very pos-
sible that Russian assistance could include helping
North Korea to develop and produce a new genera-
tion of maneuverable cruise missiles. In particular,
Russia could provide assistance for the develop-
ment of the next generation of the Hwasal family
of “strategic” land-attack cruise missiles (LACMs).
The North Koreans tested the Hwasal-2 in 2023 and
described it as being capable of carrying “tactical
nuclear weapons.”®® The LACM is a type of missile
that, while capable of carrying small nuclear war-
heads, is itself small and can maneuver at low al-
titudes. Such capabilities augment North Korea’s
ability to target South Korea and the United States
with ballistic missiles.

Russia could help North Korea to mature its
Hwasal family of LACMs by increasing the system’s
range, speed, accuracy, and maneuverability. The
Russian SS-N-30A (Kalibr), an LACM used exten-
sively by Russia during the war in Ukraine, could
be a useful source of technology for the North Ko-
reans, as it can be launched from a surface ship or
a submarine or modified to be a ground-launched
system and has a claimed range of over 4,000
km.>® Alternatively, Russia could transfer technol-
ogy from existing SSC-8 ground-launched cruise
missiles (the system that triggered the American
withdrawal from the Intermediate Nuclear Forces
Treaty).”” In either case, Russia’s extensive and de-
cades-long history of building effective and reliable
missiles capable of carrying nuclear weapons could
help North Korea to modernize its Hwasal family of
missiles, which currently has an estimated range of
only 1,500-2,000 km.”® A North Korean version of
the Kalibr could be an additional, highly effective
means of hitting targets in South Korea and Japan
with a nuclear weapon.

Without question, South Korean and American
missile defenses have matured in recent years with
the deployment of Terminal High Altitude Area
Defense (THAAD)® to the region as well as with
South Korea’s indigenous missile defenses. The
ability to overwhelm these defenses depends in
part on North Korea’s ability to launch large sal-
vos of mixed ballistic and cruise missiles, which
means that sheer quantities of missiles are useful,
but more modern, accurate, and potentially ma-
neuverable cruise missiles could also go far toward
overcoming missile defenses stationed in South
Korea. Consequently, Russian assistance could
enable North Korea at least to make it harder for
Seoul and Washington to limit its ability to hit
targets in the region with a nuclear weapon. This
would require that the United States put more em-
phasis on the threat of retaliation to deter a North
Korean nuclear attack.

Warhead Miniaturization. The ability to min-
iaturize nuclear warheads so that they may be car-
ried by North Korean cruise or ballistic missiles is
another critical concern. There is modest evidence
that North Korea has mastered the high degree of
technical sophistication needed to miniaturize
nuclear weapons to the point where they could fit
on a missile—a breakthrough achieved by Russia
decades ago.
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According to two senior U.S. military command-
ers, General William Gortney and Admiral Cecil
Haney, there is some evidence that North Korea
may have the ability to miniaturize a nuclear weap-
on to the point at which it could be loaded onto a
rocket or missile capable of hitting a number of tar-
getsin East Asia and potentially in North America.®®
Until there is a test, an inspection, or some other,
more recent public declaration by a knowledgeable
U.S. authority, the national security community
should maintain that North Korea may possibly
have the ability to miniaturize a nuclear warhead
for placement on a missile.

In recent years, Russia has invested heavily in
producing miniaturized warheads capable of going
onto cruise missiles, modernized ballistic missiles,
and hypersonic boost glide vehicles such as the
Avangard.® In addition, Russia’s deployment of the
SSC-8 LACM in the past decade is quite troubling
and ultimately triggered the U.S. withdrawal from
the Intermediate Nuclear Forces Treaty. The SSC-
8 cruise missile, which can be fired from mobile
launchers, each of which is able to carry six mis-
siles, can carry a highly sophisticated miniaturized
warhead. If Russia were to supply North Korea with
the technology to develop and build a highly min-
iaturized warhead akin to what is carried on the
SSC-8, the long-term implications for the securi-
ty of Northeast Asia and North America would be
significant:

By itself, North Korea now has the theoretical
capacity to attempt to simultaneously deter
the US with ICBMs—a capability Pyongyang
continues to refine through continued missile
and satellite launches—while compelling South
Korea with shorter-range ballistic missiles and
tactical nuclear weapons. All that is missing is
a transformative change in the international
order capable of creating a disruption to the
US-ROK alliance—a strategic inflection point
that would alter the status quo of international
relations. This is where China and Russia come
in. Together, the three nuclear-armed coun-
tries produce an asymmetric nuclear capa-
bility—strategic depth creating a potentially
dominant position in a tit-for-tat escalation
spiral—that could stretch US hub and spoke
extended deterrence commitments with the
ROK and Japan.®?

Although North Korea has tested and fielded
increasingly reliable and accurate cruise and bal-
listic missiles in recent years, there is only modest
evidence that it has succeeded in miniaturizing nu-
clear warheads to the point at which they could fit
on top of ballistic or cruise missiles. Russia is ideally
situated to aid North Korea in this endeavor, which
would be the “crown jewel” of technology assistance
that it could provide in exchange for North Korean
munitions. Technically difficult, miniaturization
that enabled Pyongyang to put a nuclear warhead
on a modern cruise missile or multiple warheads
on an ICBM would be what North Korea most de-
sires from Russia, and Russia might not hesitate to
transfer a technology it mastered decades ago in
exchange for continued North Korean support in
the Ukraine war.

If North Korea did receive this technical know-
how from Russia, the security situation in Northeast
Asia would change fundamentally because North
Korea would be able to target sites across East Asia
and North America with salvos of nuclear-tipped
cruise and ballistic missiles. Such salvos, if initiated,
would likely come after large numbers of cheap, con-
ventionally armed ballistic and cruise missiles were
fired at targets in South Korea, Japan, and the United
States to overwhelm and exhaust allied missile de-
fenses. Once these missile defenses were exhausted,
combined salvos of nuclear-armed high-speed bal-
listic missiles and low-altitude maneuverable cruise
missiles could target—and likely hit—key sites.

In this event, the deterrence dynamic would
shift from one that is centered on deterrence by
denial (through missile defenses that can intercept
and destroy incoming missile threats) to one that is
centered on deterrence by punishment (through
offensive weapons capable of causing widespread
destruction in North Korea). Such a dynamic in
Northeast Asia might not be as stable as the one that
exists today, which could mean that crises involv-
ing North Korea could escalate more rapidly and in
more unforeseen ways than is the case today.

ICBM and SLBM Assistance. North Ko-
rea has been advancing its ICBM force in recent
years. In 2017, Pyongyang demonstrated that its
Hwasong-14 and Hwasong-15 missiles could range
the continental United States. In 2020, North Korea
revealed the massive Hwasong-17 missile, which is
assessed to have the ability to carry three to four
nuclear warheads.
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In 2023, North Korea tested the Hwasong-18, a
solid-fuel, road-mobile ballistic missile capable of
hitting targets in North America. The Hwasong-18
is a three-stage missile and large enough to car-
ry MIRVs, to include nuclear warheads.%® Over
the past several months, it has become clear that
the Hwasong-18 is a capable delivery vehicle that
would create real dilemmas for the United States
and South Korea. A road-mobile, solid-fuel mis-
sile gives North Korea a second strike capability
that can be launched with little warning and few
support vehicles, making it easy to conceal and
highly reliable. It is a significant step and could
become the backbone of North Korea’s strategic
deterrent. North Korea’s continued production
of ICBMs risks overwhelming the limited number
of U.S. missile interceptors protecting the Amer-
ican homeland.

Russia could provide North Korea with addition-
al technical assistance to build larger versions of the
Hwasong missile, one that potentially can carry up
to eight nuclear warheads to targets virtually any-
where in the Northern Hemisphere. If Russia did
assist North Korea in building heavy, large-payload
ICBMs, North Korea could credibly threaten the
United States with large-scale attack, thus escalat-
ing any crisis or conflict almost from the outset.

Some U.S officials have speculated that Moscow
could also provide North Korea with the technical
know-how to build nuclear-capable submarines—a
capability that Kim Jung-un has sought for more
than a decade.®* There is some precedent for tech-
nology-sharing when it comes to submarines and
ballistic missiles. North Korea’s Hero Kim Gun-ok
submarine, launched in 2023, is a refurbished Sovi-
et Romeo-class submarine capable of launching 10
ballistic missiles.® It is possible that Russia could
assist North Korea in building or fielding addition-
al missile submarines that could launch nucle-
ar-armed cruise or ballistic missiles.

Cybercrime. Because of North Korea’s isola-
tion and relatively small economy, its cyber pro-
gram is often underestimated, but from 2023-
2025, Pyongyang continued to punch above its
weight in cyberspace. North Korea’s cyber opera-
tions primarily serve two purposes: illicit revenue
generation and disruptive espionage. U.S. Cyber
Command (USCYBERCOM) reports that Pyong-
yang’s hackers focus heavily on cryptocurrency
theft and financial cybercrime as ways to fund the

regime’s nuclear weapons and missile programs.
This was starkly demonstrated in 2023 when
North Korean cyber thieves were implicated in
the $600 million hack of a global cryptocurrency
exchange, draining digital wallets in what cyber-
security experts called one of the largest heists on
record. Such funds directly bolster Kim Jong-un’s
strategic arsenal. North Korean hackers (often re-
ferred to as the Lazarus Group, APT38, etc.) also
have targeted banks, the Society for Worldwide In-
terbank Financial Telecommunication (SWIFT)
financial network, and even online gambling plat-
forms, showing remarkable agility in finding new
moneymaking avenues online.

North Korea has also engaged in cyberattacks
against South Korean and U.S. defense networks. In
2023, a North Korean unit attempted to breach a
major South Korean defense company’s email serv-
ers and was caught infiltrating a software supply
chain used by South Korean government agencies.
North Korea also deploys cyber for psychological
operations; for example, it has planted fake bomb
threats and hacking incidents to intimidate activ-
ists and defectors abroad.

While Pyongyang’s operations have not directly
caused damage to U.S. critical infrastructure, the
risk of escalation or miscalculation exists. A nota-
ble event occurred in 2024 when USCYBERCOM
discovered North Korean malware on the network
of a health care provider in the U.S. This discov-
ery of what was probably an unintended spillover
from a ransomware campaign triggered a rapid
interagency response to ensure patient data safety
and highlighted that even North Korea’s financially
motivated hacks can impact U.S. citizens.

Given North Korea’s extreme isolation, cyber
operations offer an attractive, deniable tool that
the regime can use to project power and earn hard
currency. The global threat environment therefore
must account for Pyongyang’s continued forays,
which USCYBERCOM counters through close col-
laboration with the FBI and Treasury to sanction
and impede the regime’s cybercrime apparatus.

U.S. Force Presence

The United States maintains 28,500 military
personnel on the peninsula in South Korea.® These
components include the U.S.-led United Nations
Command; the Combined Forces Command, which
controls U.S. and South Korean forces in times of
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war; and U.S. Forces Korea as well as smaller com-
ponents such as the 8th Army and 7th Air Force.*”
Impressive though they sound, these are primarily
headquarters components, meant to command and
control larger numbers of American forces as they
flow into theater.

The majority of personnel assigned to combat
operations are found in the 51st Fighter Wing at
Osan Air Base (location of the Combined Air Op-
erations Center) and the 8th Fighter Wing at Kun-
san Air Base.®® The U.S. 2nd Infantry/South Ko-
rean Combined Division has one brigade’s worth
of soldiers assigned to it, but its primary focus is
the elimination of North Korean weapons of mass
destruction rather than combat operations.® In
short, the U.S. Army’s Camp Humphreys and U.S.
Air Force’s Osan and Kunsan Air Bases represent
the infrastructure that can accommodate very large
numbers of American ground and air forces, but
they do not constitute large numbers of American
combat power on the peninsula.

Overall Assessment

+ Conventional Capabilities: Weak.
» Missile Capabilities: Strong.

o Nuclear Capabilities: Marginal.

o Chemical and Biological Capa-
bilities: Weak.

e Overall Behavior: Testing.
* Overall Capability: Capable.

e Threat to U.S. Vital Interests: High.

Conclusion

North Korea’s nuclear and missile forces rep-
resent its greatest military threat. Its naval and air
forces would not be expected to last long in a con-
flict with South Korea and the United States. Pyong-
yang’s ground forces, though consisting mostly of
older weapons, are extensive and forward deployed.
Thousands of artillery systems deployed near the
demilitarized zone could inflict devastating dam-
age on Seoul if the United States and South Korea
used conventional means to attrit the North Korean
artillery threat. If the long-range artillery were to
become an existential threat to South Korea, the
United States could employ nuclear weapons to de-
stroy the North Korean artillery positions on the
Kaesong Heights.

Greater North Korean nuclear capabilities and
missile threats pose an increasing challenge for the
United States and Seoul. A more survivable nuclear
force could lead North Korea to perceive that it is
immune to any international response. Pyongyang
could feel emboldened to act even more belliger-
ently and use nuclear threats to coerce Seoul into
accepting regime demands. The regime could use
threats of nuclear attack to force Tokyo to deny
U.S. forces access to Japanese bases, ports, and air-
fields during a Korean conflict. Pyongyang might
also assume that conditions for military action had
become favorable if it believed the U.S. extended de-
terrence guarantee had been undermined.

North Korea is also aggressively pursuing mili-
tary modernization along with Russian assistance,
almost certainly in exchange for North Korean sup-
port for Russia’s invasion of Ukraine. North Korea’s
missile and nuclear programs are almost certainly
maturing and could become even more robust in
the years to come.

The increasing rate and diversity of North Ko-
rea’s missile launches show that Pyongyang is
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making significant progress toward implementing
amore capable and flexible nuclear strategy that
includes preemptive strikes with strategic and
non-strategic nuclear weapons. North Korea’s
leaders, however, probably understand that more
effective missile defenses, coupled with American
nuclear weapons, would not only deny them the
benefits that they might hope to gain from such an
attack, but also result in termination of the Kim
family regime.
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