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Iran
James Phillips

Radical Islamist terrorism in its many forms 
remains the most immediate global threat to 

the safety and security of U.S. citizens at home and 
abroad, and Iran-supported terrorist groups and 
proxy militias pose some of the greatest poten-
tial threats. The Lebanon-based Hezbollah (Party 
of God) has a long history of executing terrorist 
attacks against American targets in the Middle 
East at Iran’s direction, and it could be activated 
to launch attacks inside the United States in the 
event of a conflict with Iran. Such state-sponsored 
terrorist attacks represent the greatest potential 
Iranian threats to the U.S. homeland, at least un-
til Iran develops a long-range ballistic missile ca-
pable of targeting the United States or is able to 
launch devastating cyberattacks against critical 
U.S. infrastructure.

Threats to the Homeland
Hezbollah Terrorism. Hezbollah, the radical 

Lebanon-based Shia revolutionary movement, is a 
clear terrorist threat to international security. Hez-
bollah terrorists have murdered Americans, Israelis, 
Lebanese, Europeans, and citizens of many other 
nations. Founded by Iran in 1982, this Lebanese 
group has evolved into a global terrorist network 
that is strongly backed by the regimes in Iran and 
Syria. Its political wing has dominated Lebanese 
politics and is funded by Iran and a dark web of 
charitable organizations, criminal activities, and 
front companies.

Hezbollah views terrorism not only as a tool that 
it can use to advance Iran’s revolutionary agenda, 
but also as part of the “global jihad” and therefore 
a religious duty. Hezbollah helped to introduce 
and popularize the tactic of suicide bombings in 
Lebanon in the 1980s, developed a strong guerrilla 

force and a political apparatus in the 1990s, pro-
voked a war with Israel in 2006, intervened in the 
Syrian civil war after 2011 at Iran’s direction, and 
has become a major destabilizing influence in the 
ongoing Arab–Israeli conflict. After the terrorist as-
sault on Israel by Hamas on October 7, 2023, Hez-
bollah launched multiple but limited rocket attacks 
against Israel’s northern border, and the fighting 
was gradually escalating as this book was being pre-
pared for the printer.

Before September 11, 2001, Hezbollah had mur-
dered more Americans than had been killed by any 
other terrorist group. Despite al-Qaeda’s increased 
visibility since then, Hezbollah remains bigger, bet-
ter equipped, better organized, and potentially more 
dangerous, partly because it enjoys the support of the 
world’s two chief state sponsors of terrorism: Iran 
and Syria. Hezbollah’s demonstrated capabilities led 
former Deputy Secretary of State Richard Armitage 
to characterize it as “the A-Team of Terrorists.”1

Hezbollah has expanded its operations from 
Lebanon to regional targets in the Middle East and 
far beyond the region. Today, it is a global terrorist 
threat that draws financial and logistical support 
from its Iranian patrons as well as from the Leb-
anese Shiite diaspora in the Middle East, Europe, 
Africa, Southeast Asia, North America, and South 
America. Hezbollah fundraising and equipment 
procurement cells have been detected and broken 
up in the United States and Canada, and Europe is 
believed to contain many more of these cells.

Hezbollah has been involved in numerous ter-
rorist attacks against Americans, including:

 l The April 18, 1983, suicide truck bombing of 
the U.S. embassy in Beirut, which killed 63 
people including 17 Americans;
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 l The October 23, 1983, suicide truck bombing of 
the Marine barracks at Beirut Airport, which 
killed 241 Marines and other personnel de-
ployed as part of the multinational peacekeep-
ing force in Lebanon;

 l The September 20, 1984, suicide truck 
bombing of the U.S. embassy annex in Leb-
anon, which killed 23 people including two 
Americans; and

 l The June 25, 1996, Khobar Towers bombing, 
which killed 19 American servicemen who 
were stationed in Saudi Arabia.

In addition:

 l Hezbollah operatives were later found to have 
been responsible for the 1984 murder of Amer-
ican University of Beirut President Malcolm 
Kerr and the June 14, 1985, murder of U.S. Navy 
diver Robert Stethem, who was a passenger 
on TWA Flight 847, which was hijacked and 
diverted to Beirut International Airport.

 l In March 1984, Hezbollah kidnapped William 
Buckley, the CIA station chief in Beirut, who 
died in captivity in 1985 after being tortured 
for more than a year.2

 l Hezbollah was involved in the kidnapping of 
several dozen Westerners, including 14 Ameri-
cans, who were held as hostages in Lebanon in 
the 1980s. The American hostages eventually 
became pawns that Iran used as leverage in the 
secret negotiations that led to the Iran–Contra 
a!air in the mid-1980s.

 l Hezbollah kidnapped Colonel William Higgins, 
a Marine o"cer serving with the United Na-
tions Truce Supervision Organization in Leba-
non, in February 1988 and killed him in 1989.

 l Hezbollah has launched numerous attacks 
outside of the Middle East. It perpetrated the 
two deadliest terrorist attacks in the history 
of South America: the March 1992 bombing of 
the Israeli embassy in Buenos Aires, Argentina, 
that killed 29 people and the July 1994 bomb-
ing of a Jewish community center in Buenos 

Aires that killed 96 people. The trial of those 
who were implicated in the 1994 bombing re-
vealed an extensive Hezbollah presence in Ar-
gentina and other countries in South America.

Hezbollah has escalated its terrorist attacks 
against Israeli targets in recent years as part of 
Iran’s shadow war against Israel. In 2012, Hezbol-
lah killed five Israeli tourists and a Bulgarian bus 
driver in a suicide bombing near Burgas, Bulgaria. 
Hezbollah terrorist plots against Israelis were foiled 
in Thailand and Cyprus during that same year. Hez-
bollah and Israel currently are embroiled in an es-
calating conflict along Israel’s northern border that 
was triggered by Hamas’s October 7, 2023, terrorist 
assault on Israel.

Hezbollah deployed personnel to Iraq after the 
2003 U.S. intervention to train and assist pro-Irani-
an Iraqi Shia militias that were battling the U.S.-led 
coalition; it also has deployed personnel in Yemen 
to train and assist the Iran-backed Houthi rebels. 
In 2013, Hezbollah admitted that it had deployed 
several thousand militia members to fight in Syria 
on behalf of the Assad regime. By 2015, Hezbollah 
forces had become crucial to the survival of the As-
sad regime after the Syrian army was hamstrung by 
casualties, defections, and low morale.

Although Hezbollah operates mostly in the Mid-
dle East, it has a global reach and has established 
a presence inside the United States. Cells in the 
United States generally are focused on fundraising, 
including criminal activities like the following:

In a case brought [by the U.S. Department 
of Justice] against Lebanese Canadian Bank 
(LCB), two Lebanese money exchange houses, 
a shipping company, and 30 U.S.-based car 
dealers, the Government alleged a massive 
international scheme involving the movement 
and conversion of criminal proceeds through 
Lebanon, the United States, and West Afri-
ca. The complaint alleged that from 2007 to 
2011, at least $329 million was wired from LCB 
and other overseas financial institutions to 
the United States. These funds were used to 
purchase used cars, which were then shipped 
to and sold in West Africa. Cash from the car 
sales, along with the proceeds of narcotics 
tra!cking, were then funneled to Leba-
non through Hezbollah-controlled money 



 

327The Heritage Foundation | heritage.org/Military

laundering channels. Funds were then trans-
ferred back to the United States for the pur-
chase of additional cars, repeating the cycle.3

Covert Hezbollah cells could morph into other 
forms and launch terrorist operations inside the 
United States. Given Hezbollah’s close ties to Iran 
and record of executing terrorist attacks on Teh-
ran’s behalf, there is a real danger that Hezbollah 
terrorist cells could be activated inside the United 
States in the event of a conflict between Iran and 
the U.S. or between Iran and Israel.

On June 1, 2017, two naturalized U.S. citizens 
were arrested and charged with providing materi-
al support to Hezbollah and conducting preopera-
tional surveillance of military and law enforcement 
sites in New York City and at Kennedy Airport, the 
Panama Canal, and the American and Israeli em-
bassies in Panama.4 Nicholas Rasmussen, then 
Director of the National Counterterrorism Center, 
noted that the June arrests were a “stark reminder” 
of Hezbollah’s global reach and warned that Hezbol-
lah “is determined to give itself a potential home-
land option as a critical component of its terrorism 
playbook,” which “is something that those of us in 
the counterterrorism community take very, very 
seriously.”5

On July 9, 2019, a New Jersey man who had 
served for years as a U.S.-based operative for Hez-
bollah’s terrorism-planning wing, was arrested and 
charged with providing material support to the ter-
rorist group. Alexei Saab, a 42-year-old Lebanese 
immigrant and naturalized U.S. citizen, scouted 
such New York City landmarks as the Statue of Lib-
erty and Empire State Building for possible attacks. 
When he was indicted in September 2019, he was 

“at least the third American [to have been] charged 
since 2017 with being an agent for Hezbollah.”6 In 
May 2023, Saab was sentenced to 12 years in prison 
after prosecutors said he was part of a Hezbollah 
sleeper cell waiting to be activated by Iran and had 
surveilled possible targets in New York, Boston, 
and Washington as well as in France, Turkey and 
the Czech Republic.7

In January 2020, after a series of attacks on U.S. 
military personnel and the U.S. embassy in Iraq pro-
voked a U.S. unmanned aerial vehicle (UAV) strike 
that killed Iranian General Qassem Soleimani, lead-
er of the Quds Force of Iran’s Islamic Revolution-
ary Guard Corps (IRGC), U.S. intelligence o"cials 

warned about the potential Hezbollah threat to the 
U.S. homeland.

 l The Department of Homeland Security warned 
in a January 4, 2020, bulletin that “Iran and its 
partners, such as Hizballah, have demonstrat-
ed the intent and capability to conduct opera-
tions in the United States.”8

 l Four days later, the U.S. Intelligence Commu-
nity warned that if Iran decided to carry out a 
retaliatory attack in the United States, it “could 
act directly or enlist the cooperation of proxies 
and partners, such as Lebanese Hezbollah.”9

 l Then, on January 12, Hezbollah leader Hassan 
Nasrallah publicly threatened U.S. forces in the 
Middle East: “The U.S. administration and the 
assassins will pay a heavy price, and they will 
discover their miscalculation.”10

Hezbollah also has a long history of cooperation 
with criminal networks. On May 27, 2020, U.S. pros-
ecutors announced the indictment of a former Ven-
ezuelan politician who sought to recruit terrorists 
from Hezbollah and Hamas to orchestrate attacks 
against U.S. interests. Adel El Zabayar, a Venezuelan 
citizen of Syrian descent who is a close associate of 
Venezuelan President Nicolás Maduro, traveled to 
the Middle East in 2014 to obtain weapons and re-
cruit members of Hezbollah and Hamas to train at 
hidden camps in Venezuela. The goal of this “unholy 
alliance,” according to the U.S. Attorney’s O"ce for 
the Southern District of New York, was to “create 
a large terrorist cell capable of attacking United 
States interests on behalf of the Cartel de Los Soles,” 
a criminal organization that “conspired to export 
literally tons of cocaine into the U.S.”11

Iran’s Ballistic Missile Threat. Iran has an 
extensive missile development program that has 
received key assistance from North Korea as well as 
(until the imposition of sanctions by the U.N. Secu-
rity Council) more limited support from Russia and 
China. Although the U.S. Intelligence Community 
assesses that Iran does not have an ICBM capability 
(an intercontinental ballistic missile with a range of 
5,500 kilometers or about 2,900 miles), Tehran has 
worked diligently to develop such a capability under 
the guise of its space program. Iran is not likely to 
develop missiles that can reach the United States 
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until 2025 at the earliest,12 but it has launched sev-
eral satellites with space launch vehicles that use 
similar technology, which could also be adapted to 
develop an ICBM capability.13

On April 22, 2020, Iran launched a military sat-
ellite with a new launch vehicle that included such 
new features as a light carbon fiber casing and a 
moving nozzle for flight control that is also used in 
long-range ballistic missiles—clear evidence that 
Iran continues to improve its capabilities.14 Iran 
claimed on June 6, 2023, that it had developed a hy-
personic missile that could maneuver in-flight and 
evade all anti-missile defenses.15 Tehran’s missile 
arsenal primarily threatens U.S. bases and allies in 
the Middle East, but Iran eventually could expand 
the range of its missiles to include the continental 
United States. Iran is the only country that is known 
to have developed missiles with a range of 2,000 ki-
lometers without first having nuclear weapons.16

Threat of Regional War
The Middle East region is one of the most com-

plex, lethal, and volatile threat environments faced 
by the United States and its allies. Iran, Hezbollah, 
and Iran-supported proxy groups pose actual or 
potential threats both to America’s interests and 
to those of its allies.

Iranian Threats in the Middle East. Iran is led 
by an anti-Western revolutionary regime that seeks 
to tilt the regional balance of power in its favor by 
driving out the U.S. military presence, undermining 
and overthrowing opposing governments, and estab-
lishing its hegemony over the oil-rich Persian Gulf 
region. It also seeks to radicalize Shiite communi-
ties and advance their interests against Sunni rivals. 
Iran has a long record of sponsoring terrorist attacks 
against American targets and U.S. allies in the region.

Iran’s conventional military forces, although rel-
atively weak by Western standards, are large com-
pared to those of Iran’s smaller neighbors. Iran’s 
armed forces remain dependent on major weapons 
systems and equipment that were imported from 
the U.S. before the country’s 1979 revolution, and 
Western sanctions have limited the regime’s ability 
to maintain or replace these aging weapons systems, 
many of which were depleted in the 1980–1988 
Iran–Iraq war. Iran also has not been able to import 
large numbers of modern armor, combat aircraft, 
longer-range surface-to-surface missiles, or major 
naval warships.

Tehran, however, has managed to import mod-
ern Russian and Chinese air-to-air, air-to-ground, 
air defense, anti-armor, and anti-ship missiles to 
upgrade its conventional military and asymmetric 
forces.17 It also has developed its capacity to reverse 
engineer and build its own versions of ballistic 
missiles, rockets, UAVs, minisubmarines, and oth-
er weapon systems. To compensate for its limited 
capability to project conventional military power, 
Tehran has focused on building up its asymmet-
ric warfare capabilities, proxy forces, and ballistic 
missile and cruise missile capabilities. For example, 
partly because of the limited capabilities of its air 
force, Iran developed UAVs during the Iran–Iraq 
war, including at least one armed model that carried 
up to six RPG-7 rounds in what may have been the 
world’s first use of UAVs in combat.18

The July 2015 Iran nuclear agreement—formal-
ly known as the Joint Comprehensive Plan of Ac-
tion (JCPOA)—lifted nuclear-related sanctions on 
Iran in January 2016, gave Tehran access to about 
$100 billion in restricted assets, and allowed Iran 
to expand its oil and gas exports, the chief source 
of its state revenues.19 Relief from the burden of 
sanctions helped Iran’s economy and enabled Iran 
to enhance its strategic position, military capabil-
ities, and support for surrogate networks and ter-
rorist groups.

In May 2016, Tehran announced that it was in-
creasing its military budget for 2016–2017 to $19 
billion—90 percent more than the previous year’s 
budget.20 Estimating total defense spending is dif-
ficult both because of Tehran’s opaque budget pro-
cess and because spending on some categories, in-
cluding Iran’s ballistic missile program and military 
intervention in Syria, is hidden. Nevertheless, the 
International Institute for Strategic Studies (IISS) 
has estimated that after the Trump Administration 
withdrew from the nuclear agreement and reim-
posed sanctions, Iran’s defense spending fell from 
an estimated $21.9 billion in 2018 to $17.4 billion 
in 2019.21 In 2020, according to the IISS, defense 
spending declined again to an estimated $14.1 bil-
lion.22 Although changes in Iran’s reporting system 
in 2020 complicated the comparison of year-to-year 
data, it was estimated that Iran’s defense spending 
in 2021 increased by a modest 2.4 percent over 2019 
levels because of improvements in the economy as 
Iran adapted to U.S. sanctions and exported more 
oil to China.23
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The 2015 nuclear agreement also enabled Tehran 
to emerge from diplomatic isolation and strengthen 
strategic ties with Russia.

 l Russian President Vladimir Putin traveled to 
Iran in November 2015 to meet with Supreme 
Leader Ayatollah Ali Khamenei and other 
o"cials. Both regimes called for enhanced mil-
itary cooperation, particularly in Syria where 
both had deployed military forces in support of 
President Bashir al-Assad’s brutal regime.

 l During Iranian President Hassan Rouhani’s 
visit to Russia in March 2017, Putin proclaimed 
his intention to raise bilateral relations to the 
level of a “strategic partnership.”24

 l On June 9, 2018, during the Shanghai Coop-
eration Organization (SCO) summit, Putin 
noted that Iran and Russia were “working well 
together to settle the Syrian crisis” and prom-
ised Rouhani that he would support Iran’s 
entry into the SCO.25 Membership in the SCO, 
which Iran subsequently joined in September 
2022, has enabled Tehran to escape diplomatic 
isolation and increase its cooperation with 
Russia and China.

This growing strategic relationship has strength-
ened Iran’s military capabilities. In April 2016, Teh-
ran announced that Russia had begun deliveries of 
up to five S-300 Favorit long-range surface-to-air 
missile systems, which can track as many as 100 
aircraft and engage six of them simultaneously at 
a range of 200 kilometers.26 The missile system, 
which was considered a defensive weapon and not 
included in the U.N. arms embargo on Iran, was de-
ployed and became operational in 2017, giving Iran 
a “generational improvement in capabilities over 
its other legacy air defense systems” according to 
Defense Intelligence Agency Director Lieutenant 
General Robert Ashley.27

In 2016, Iranian Defense Minister Hossein De-
hghan traveled to Moscow “to negotiate a series 
of important weapons deals with Russia” that in-
cluded the purchase of advanced Sukhoi Su-30 
Flanker fighter jets. These warplanes would signifi-
cantly improve Iran’s air defense and long-range 
strike capabilities, although under the terms of 
the 2015 Iran nuclear agreement, they could not 

be delivered until after the U.N. arms embargo ex-
pired in October 2020. It was also reported that 
Tehran was “close to finalizing a deal for purchase 
and licensed production of Russia’s modern T-90S 
main battle tank.”28

In 2019, the Defense Intelligence Agency as-
sessed that Iran was interested in buying Russian 
Su-30 fighters, Yak-130 trainers, T-90 tanks, S-400 
air defense systems, and Bastian coastal defense 
systems.29 So far, Russia and Iran have not o"cially 
announced any arms deals, but both sides likely pre-
fer to keep arms deals under the table with Tehran 
quietly providing drones to Moscow and Moscow 
reportedly agreeing to provide Su-35 fighter jets to 
Tehran.30 Moscow may be waiting to see whether 
the Iran nuclear agreement can be renegotiated, 
which would enable it to receive payments from 
Iran after U.S. financial sanctions were lifted.

In January 2022, President Ebrahim Raisi met 
with President Putin in Moscow. The two agreed 
to accelerate the construction of Russian nuclear 
reactors in Bushehr, Iran, but Putin appeared to be 
lukewarm about the draft of a strategic cooperation 
agreement that Raisi brought with him.31 Clearly, 
Iran needs Russia more than Russia needs Iran.

If Iran should succeed in reviving the lapsed 
nuclear agreement, Russian–Iranian security co-
operation could expand significantly. After the 
2015 nuclear agreement, Iran and Russia escalated 
their strategic cooperation in propping up Syria’s 
embattled Assad regime. Iran’s growing military in-
tervention in Syria was partly eclipsed by Russia’s 
military intervention and launching of an air cam-
paign against Assad’s enemies in September 2015, 
but Iran’s IRGC and surrogate militia groups have 
played the leading role in spearheading the ground 
o!ensives that have retaken territory from Syrian 
rebel groups and tilted the military balance in favor 
of Assad’s regime.

 l From 2013–2015, “Iran expanded its inter-
vention in Syria to as many as 2,000 Iranian 
military personnel…including IRGCQF, IRGC 
ground force, and even some Artesh (Iran na-
tional military) personnel.”32

 l From 2013–2017, “[t]he IRGC-QF recruited 
other Shia fighters to operat[e] under Iranian 
command in Syria…with numbers ranging 
from 24,000–80,000. These figures include not 
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only Lebanese Hezbollah fighters but also Iraqi 
militias and brigades composed of Afghan and 
Pakistani Shias.”33

 l In 2018, Iran reportedly “command[ed] up to 
80,000 fighters in Syria—all members of Shiite 
militias and paramilitary forces loyal to the 
leadership in Iran—and [had] e!ectively se-
cured a land corridor via Iraq and Syria reach-
ing Hezbollah in Lebanon.”34

Working closely with Russia, Iran expanded its 
military e!orts and helped to consolidate a costly 
victory for the Assad regime. At the height of the 
fighting in August 2016, Russia temporarily de-
ployed Tu-22M3 bombers and Su-34 strike fighters 
to an air base at Hamedan in western Iran to strike 
rebel targets in Syria.35 After the fall of Aleppo in 
December 2016, which inflicted a crushing defeat 
on the armed opposition, Tehran sought to en-
trench a permanent Iranian military presence in 
Syria, establishing an elaborate infrastructure of 
military bases, intelligence centers, UAV airfields, 
missile sites, and logistical facilities. The IRGC 
also sought to secure a logistical corridor to en-
able the movement of heavy equipment, arms, and 
matériel through Iraq and Syria to bolster Hezbol-
lah in Lebanon.

Iran’s military presence in Syria and continued 
e!orts to provide advanced weapons to Hezbol-
lah through Syria have fueled tensions with Israel, 
which has launched more than 2,000 air strikes 
against Hezbollah and Iranian forces in Syria to 
prevent both the transfer of sophisticated arms and 
the deployment of Iran-backed militias near Israel’s 
border. On February 10, 2018, Iranian forces in Syr-
ia launched an armed drone that penetrated Israeli 
airspace before being shot down. Israel responded 
with air strikes on IRGC facilities in Syria. On May 
9, 2018, Iranian forces in Syria launched a salvo of 
20 rockets against Israeli military positions in the 
Golan Heights, provoking Israel to launch ground-
to-ground missiles, artillery salvos, and air strikes 
against all known Iranian bases in Syria.36

Although Russia reportedly helped to arrange 
the withdrawal of Iranian heavy weapons to posi-
tions 85 kilometers from Israeli military positions 
in the Golan Heights, Moscow later “turned a blind 
eye” to Iranian redeployments and the threat to Is-
rael that deployment of long-range Iranian weapon 

systems in Syria represents.37 On January 13, 2019, 
Israel launched an air strike against an Iranian arms 
depot at Damascus International Airport, and the 
Israeli government revealed that it had launched 
over 2,000 missiles at various targets in Syria in 
2018.38 Israel remains determined to prevent Iran 
from establishing forward bases near its borders, 
and another clash could rapidly escalate into a re-
gional conflict.

By early 2020, Iran reportedly had reduced its 
military forces in Syria after defeating the rebel 
military challenge to the Assad regime.39 However, 
Iran continues to bolster the strength of its proxies 
and allies in Syria, particularly Hezbollah, which 
has embedded itself in the Syrian army’s 1st Corps 
and is recruiting Syrian fighters near the Golan 
Heights for future attacks on Israel.40 In January 
2021, Israel launched a series of air strikes against 
Iranian forces and proxy militias in eastern Syr-
ia, reportedly to prevent Iranian ballistic missiles, 
cruise missiles, and UAVs that have been deployed 
in western Iraq from being deployed inside Syria.41

Israel also has targeted Iranian forces and bal-
listic missiles inside Iraq.42 On March 12, 2022, the 
IRGC launched as many as 12 short-range ballistic 
missiles at a building near Erbil, Iraq, that it claimed 
was a base used by Israeli intelligence o"cers.43 
The IRGC publicly claimed responsibility for the 
attack—a rare admission that signals the intensifi-
cation of the shadow war between Iran and Israel.

Iran and Russia also have escalated their stra-
tegic cooperation in the Ukraine conflict. Russia’s 
disastrous February 2022 invasion of Ukraine was 
a pivotal event that enhanced bilateral strategic, 
military, and economic ties with Iran. In July 2022, 
Putin visited Tehran and approved a $40 billion 
agreement for Russia’s Gazprom to upgrade Iran’s 
oil and gas industries. Iranian o"cials claim that 
bilateral trade doubled in 2022 and that Russia be-
came Iran’s largest foreign investor.44

Bilateral military cooperation also has surged. 
Iran has provided artillery ammunition and hun-
dreds of drones that Russia has used to bombard 
Ukrainian targets, and “Moscow and Tehran are 
moving ahead with plans to build a new factory in 
Russia that could make at least 6,000 Iranian-de-
signed drones for the war in Ukraine” as part of a 
$1 billion agreement.45 Although the arms pipeline 
from Iran to Russia is the most immediate concern, 
particularly if it expands to include Iranian ballistic 
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missiles, the destabilizing implications of Russian 
arms exports to Iran may well be an even greater 
long-term concern. Moscow reportedly has agreed 
to provide Tehran with advanced Su-35 fighter jets 
and to step up collaboration on military training 
and weapons development.46

Iran’s Proxy Warfare. Iran has adopted a po-
litical warfare strategy that emphasizes irregular 
warfare, asymmetric tactics, and the extensive use 
of proxy forces. The Islamic Revolutionary Guard 
Corps has trained, armed, supported, and collabo-
rated with a wide variety of radical Shia and Sunni 
militant groups as well as Arab, Palestinian, Kurd-
ish, and Afghan groups that do not share its radical 
Islamist ideology. The IRGC’s elite Quds (Jerusalem) 
Force has cultivated, trained, armed, and supported 
numerous proxies, particularly the Lebanon-based 
Hezbollah; Iraqi Shia militant groups; Palestinian 
groups such as Hamas and Palestinian Islamic Jihad; 
and insurgent groups that have fought against the 
governments of Afghanistan, Bahrain, Egypt, Israel, 
Iraq, Jordan, Kuwait, Morocco, Saudi Arabia, Turkey, 
the United Arab Emirates (UAE), and Yemen.

Iran is the world’s foremost state sponsor of 
terrorism and has made extensive e!orts to export 
its radical Shia brand of Islamist revolution. It has 
established a network of powerful Shia revolution-
ary groups in Lebanon and Iraq; has cultivated links 
with Afghan Shia and Taliban militants; and has 
stirred Shia unrest in Bahrain, Iraq, Lebanon, Sau-
di Arabia, and Yemen. In recent years, naval forces 
have regularly intercepted Iranian arms shipments 
o! the coasts of Bahrain and Yemen, and Israel has 
repeatedly intercepted Iranian arms shipments, in-
cluding long-range rockets, bound for Palestinian 
militants in Gaza.

Iranian proxies have targeted U.S. troops in the 
Middle East in Lebanon in the 1980s, in Saudi Ara-
bia in the 1996 Khobar Towers bombing, in Syria in 
recent years, and in Iraq since the 2003 overthrow 
of Saddam Hussein. In April 2019, the Pentagon 
released an updated estimate of the number of U.S. 
personnel killed by Iran-backed militias in Iraq, 
revising the number upward to at least 603 dead 
between 2003 and 2011. These casualties, about 17 
percent of the American death toll in Iraq, “were the 
result of explosively formed penetrators (EFP), oth-
er improvised explosive devices (IED), improvised 
rocket-assisted munitions (IRAM), rockets, mor-
tars, rocket-propelled grenades (RPG), small-arms, 

sniper, and other attacks in Iraq” according to a 
Pentagon spokesman.47

In 2019, Tehran ratcheted up surrogate attacks 
against U.S. troops in Iraq as part of its aggressive 
campaign to push back against the U.S. “maxi-
mum pressure” sanctions campaign and block the 
negotiation of a revised nuclear agreement with 
tighter restrictions. After scores of rocket attacks 
on Iraqi military bases that hosted U.S. personnel, 
Iran-controlled Shia militias succeeded in killing 
an American contractor on December 27, 2019. The 
ensuing crisis quickly escalated. The U.S. launched 
air strikes against the Kataib Hezbollah militia that 
launched the attack; pro-Iranian militia members 
retaliated by trying to burn down the U.S. embassy 
in Baghdad; and Washington responded on Janu-
ary 2, 2020, with a drone strike that killed General 
Qassem Soleimani, leader of the IRGC Quds Force, 
which was orchestrating the attacks. Iran respond-
ed with additional proxy attacks and a ballistic mis-
sile attack that failed to kill any U.S. troops stationed 
at Iraqi military bases.48

After a February 15, 2021, rocket attack on an air-
port in Erbil, Iraq, killed a U.S. contractor, the U.S. 
retaliated with air strikes against seven targets in-
side Syria that were controlled by two Iran-backed 
Iraqi militias—Kataib Hezbollah and Kataib Sayyid 
al-Shuhada—that were found to have been respon-
sible for the Erbil attack.49 Attacks by Iran-backed 
militias, including UAV strikes that pose a growing 
threat to the 2,500 U.S. troops that train and sup-
port Iraqi security forces, have continued.50

Iran-backed militias also launched attacks 
against U.S. military forces in Syria, including an 
October 20, 2021, strike using at least five suicide 
drones against the small American garrison at Al 
Tanf. Because of a timely Israeli warning, there 
were no casualties, but the U.S. failure to respond 
forcefully to this attack and scores of others has 
increased the risks to U.S. troops.51 Iran and its 
proxies launched 83 drone and rocket attacks on 
U.S. forces in Iraq and Syria between January 2021 
and March 2023, and U.S. forces responded with 
only four operations.52 When Israel responded 
militarily to Hamas’s October 7, 2023, rocket and 
terrorist attacks inside Israel, Iran-backed militias 
launched rocket and drone attacks against U.S. forc-
es stationed in Syria and Iraq.53

As far back as April 20, 2021, Marine Corps Gen-
eral Kenneth McKenzie, then Commander, United 
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States Central Command, had already warned that 
Iran’s “small- and medium-sized [unmanned aerial 
system attacks] proliferating across the [USCENT-
COM area of responsibility] present a new and com-
plex threat to our forces and those of our partners 
and allies” and that “[f ]or the first time since the 
Korean War, we are operating without complete 
air superiority.”54 Pro-Iranian Iraqi militias also 
launched a failed drone strike in an attempt to as-
sassinate Iraqi Prime Minister Mustafa al-Kadhimi 
on November 7, 2021.

Terrorist Threats from Hezbollah. Hezbol-
lah is a close ally of, frequent surrogate for, and 
terrorist subcontractor for Iran’s revolutionary Is-
lamist regime. Iran played a crucial role in creating 
Hezbollah in 1982 as a vehicle that it could use to 
export its revolution, mobilize Lebanese Shia mili-
tants, and develop a terrorist surrogate for attacks 
on its enemies.

Tehran provides the lion’s share of Hezbollah’s 
foreign support: arms, training, logistical support, 
and money. After the nuclear deal, which o!ered 
Tehran substantial relief from sanctions, Tehran in-
creased its aid to Hezbollah, providing as much as 
$800 million per year according to Israeli o"cials.55 
In 2020, the U.S. Department of State estimated 
that Hezbollah was receiving $700 million a year 
from Iran.56 Tehran has been lavish in stocking Hez-
bollah’s expensive and extensive arsenal of rockets, 
sophisticated land mines, small arms, ammunition, 
explosives, anti-ship missiles, anti-aircraft missiles, 
and even UAVs that Hezbollah can use for aerial sur-
veillance or remotely piloted terrorist attacks. Ira-
nian Revolutionary Guards have trained Hezbollah 
terrorists in Lebanon’s Bekaa Valley and in Iran.

Iran has used Hezbollah as a club to hit not only 
Israel and Tehran’s Western enemies, but many 
Arab countries as well. Tehran’s revolutionary ide-
ology has fueled Iran’s hostility to other Middle 
Eastern governments, many of which it seeks to 
overthrow and replace with radical allies. During 
the 1980–1988 Iran–Iraq war, Iran used Hezbollah 
to launch terrorist attacks against Iraqi targets and 
Arab states that sided with Iraq. Hezbollah launched 
numerous terrorist attacks against Saudi Arabia 
and Kuwait, which extended strong financial sup-
port to Iraq’s war e!ort, and participated in several 
other terrorist operations in Bahrain and the UAE.

Iranian Revolutionary Guards conspired with 
the Saudi Arabian branch of Hezbollah to conduct 

the 1996 Khobar Towers bombing that killed 19 
American military personnel. Hezbollah collab-
orated with the IRGC’s Quds Force to destabilize 
Iraq after the 2003 U.S. occupation and helped to 
train and advise the Mahdi Army, the radical an-
ti-Western Shiite militia led by militant Iraqi cler-
ic Moqtada al-Sadr, as well as other Iraqi militias. 
Hezbollah detachments also have cooperated with 
IRGC forces in Yemen to train and assist the Houthi 
rebel movement.

Hezbollah threatens the security and stability of 
the Middle East and Western interests in the Middle 
East on many fronts. In addition to its murderous 
actions against Israel, Hezbollah has used violence 
to impose its radical Islamist agenda and subvert 
democracy in Lebanon. Some experts mistakenly 
believed that Hezbollah’s participation in the 1992 
Lebanese elections and subsequent inclusion in 
Lebanon’s parliament and coalition governments 
would moderate its behavior, but political inclusion 
did not lead it to renounce terrorism.

Hezbollah also poses a potential threat to Ameri-
ca’s NATO allies in Europe. It established a presence 
inside European countries in the 1980s amid the 
influx of Lebanese citizens who were seeking to es-
cape Lebanon’s civil war and took root among Leb-
anese Shiite immigrant communities throughout 
Europe. German intelligence o"cials have estimat-
ed that about 1,250 Hezbollah members and sup-
porters were living in Germany in 2020.57 Hezbollah 
also has developed an extensive web of fundraising 
and logistical support cells throughout Europe.58

France and Britain have been the principal Eu-
ropean targets of Hezbollah terrorism, partly be-
cause both countries opposed Hezbollah’s agenda 
in Lebanon and were perceived as enemies of Iran, 
Hezbollah’s chief patron. Hezbollah has been in-
volved in many terrorist attacks against Europe-
ans, including:

 l The October 1983 suicide truck bombing of 
the French contingent of the multinational 
peacekeeping force in Lebanon, which killed 
58 French soldiers on the same day that the U.S. 
Marine barracks was bombed;

 l The April 1985 bombing of a restaurant near 
a U.S. base in Madrid, Spain, which killed 18 
Spanish citizens;
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 l A campaign of 13 bombings in France in 1986 
that targeted shopping centers and railroad 
facilities, killing 13 people and wounding more 
than 250; and

 l A March 1989 attempt to assassinate British 
novelist Salman Rushdie that failed when a 
bomb exploded prematurely, killing a terror-
ist in London.

Hezbollah’s attacks in Europe trailed o! in the 
1990s after the group’s Iranian sponsors accepted a 
truce in their bloody 1980–1988 war with Iraq and 
no longer needed a surrogate to punish states that 
Tehran perceived as supporting Iraq. However, if 
Hezbollah decided to revive its aggressive opera-
tions in southern Lebanon, European participation 
in Lebanese peacekeeping operations, which be-
came a lightning rod for Hezbollah terrorist attacks 
in the 1980s, could again become an issue. Troops 
from European Union (EU) member states could 
someday find themselves attacked by Hezbollah 
with weapons financed by Hezbollah supporters in 
their home countries.

Hezbollah operatives have been deployed in 
countries throughout Europe, including Belgium, 
Bulgaria, Cyprus, France, Germany, and Greece.59 
On April 30, 2020, Germany designated Hezbollah 
as a terrorist organization after Israel provided in-
telligence on a stockpile of ammonium nitrate that 
was stored in a German warehouse and that Hezbol-
lah intended to use to make explosives.

Mounting Missile Threat. Iran “possess-
es the largest and most diverse missile arsenal in 
the Middle East.”60 According to the IISS, “Iran’s 
missile forces currently consist of an estimated 
20 di!erent types of solid- and liquid-propellant 
ballistic missiles in service, as well as at least one 
cruise missile design, with others reportedly under 
development.”61

Testifying before the Senate Armed Services 
Committee in March 2022, General McKenzie es-
timated that Iran has “over 3,000 ballistic missiles 
of various types, some of which can reach Tel Aviv, 
to give you an idea of range. None of them can reach 
Europe yet, but over the last 5 to 7 years…they have 
invested heavily in their ballistic missile program.”62

In June 2017, Iran launched mid-range missiles 
from its territory against opposition targets in 
Syria. This was Iran’s first such operational use of 

mid-range missiles in almost 30 years, but it was 
not as successful as Tehran might have hoped. It 
was reported that three of the five missiles that 
were launched missed Syria altogether and landed 
in Iraq and that the remaining two landed in Syria 
but missed their intended targets by miles.63

Iran launched a much more successful attack 
on September 14, 2019, using at least 18 UAVs and 
three low-flying cruise missiles to destroy parts of 
the Saudi oil processing facility at Abqaiq and the oil 
fields at Khurais. The precisely targeted attack shut 
down half of Saudi Arabia’s oil production, which 
was approximately equivalent to 5 percent of global 
oil production. Although Iran denied responsibility, 
U.S. intelligence sources identified the launch site 
as the Ahvaz air base in southwest Iran about 650 
kilometers north of Abqaiq.64

Iran also used ballistic missiles to attack two 
Iraqi bases hosting U.S. military personnel on Jan-
uary 8, 2020, in retaliation for an earlier U.S. strike 
that killed IRGC Quds Force commander General 
Qassem Soleimani. Of the 16 short-range ballistic 
missiles launched from three bases inside Iran, 12 
reached their targets: 11 struck al-Asad air base in 
western Iraq, and one struck a base near the north-
ern Iraqi city of Irbil.65 No U.S. personnel were killed, 
but more than 100 were later treated for traumatic 
brain injuries.

The backbone of the Iranian ballistic missile 
force is the Shahab series of road-mobile sur-
face-to-surface missiles. Based on Soviet-designed 
Scud missiles, the Shahabs are potentially capable 
of carrying nuclear, chemical, or biological war-
heads in addition to conventional high-explosive 
warheads. Their relative inaccuracy (compared to 
NATO ballistic missiles) limits their e!ectiveness 
unless they are employed against large soft targets 
like cities. Tehran’s heavy investment in such weap-
ons has fueled speculation that the Iranians intend 
eventually to replace the conventional warheads on 
their longer-range missiles with nuclear warheads. 
As noted, Iran is the only country known to have 
developed missiles with a range of 2,000 kilometers 
without already having a nuclear capability.66

Iran is not a member of the Missile Technology 
Control Regime. Instead, it has moved aggressively 
to acquire, develop, and deploy a wide spectrum of 
ballistic missile, cruise missile, and space launch ca-
pabilities. During the Iran–Iraq war, Iran acquired 
Soviet-made Scud-B missiles from Libya and later 
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NOTE: Locations are approximate.
SOURCES: International Crisis Group, “The Iran Nuclear Deal at Six: Now or Never,” Report No. 230, January 17, 2022, 
https://www.crisisgroup.org/middle-east-north-africa/gulf-and-arabian-peninsula/iran/230-iran-nuclear-deal-six-now-never (accessed September 
9, 2023), and Jon Gambrell, “An Iranian Nuclear Facility Is So Deep Underground that US Airstrikes Likely Couldn’t Reach It,” Associated Press, May 
22, 2023, https://apnews.com/article/iran-nuclear-natanz-uranium-enrichment-underground-project-04dae673fc937af04e62b65dd78db2e0 
(accessed September 9, 2023).
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acquired North Korean–designed Scud-C and No-
dong missiles, which it renamed the Shahab-2 (with 
an estimated range of 500 kilometers or 310 miles) 
and Shahab-3 (with an estimated range of 900 ki-
lometers or 560 miles). It now can produce its own 
variants of these missiles as well as longer-range 
Ghadr-1 and Qiam missiles.67

Iran’s Shahab-3 and Ghadr-1, which is a modi-
fied version of the Shahab-3 with a smaller warhead 
but greater range (about 1,600 kilometers or 1,000 
miles), are considered more reliable and advanced 
than the North Korean No-dong missile from which 
they are derived. Although early variants of the Sha-
hab-3 missile were relatively inaccurate, “Iran has 
employed Chinese guidance technology on later 
variants to significantly improve strike accuracy.”68 
In 2014, then-Defense Intelligence Agency Director 
Lieutenant General Michael T. Flynn warned that:

Iran can strike targets throughout the region 
and into Eastern Europe. In addition to its 
growing missile and rocket inventories, Iran 
is seeking to enhance [the] lethality and 
e"ectiveness of existing systems with im-
provements in accuracy and warhead designs. 
Iran is developing the Khalij Fars, an anti-ship 
ballistic missile which could threaten mari-
time activity throughout the Persian Gulf and 
Strait of Hormuz. Iran’s Simorgh space launch 
vehicle shows the country’s intent to devel-
op intercontinental ballistic missile (ICBM) 
technology.69

Iran’s ballistic missiles threaten U.S. bases and 
allies from Turkey, Israel, and Egypt to the west to 
Saudi Arabia and the other Gulf States to the south 
and former allies Afghanistan and Pakistan to the 
east. Iran also has become a center for missile pro-
liferation by exporting a wide variety of ballistic 
missiles, cruise missiles, and rockets to the Assad 
regime in Syria and such proxy groups as Hezbol-
lah, Hamas, Palestinian Islamic Jihad, the Houthi 
rebels in Yemen, and Iraqi militias. The Houthi 
Ansar Allah group has launched hundreds of Ira-
nian-supplied ballistic missiles and armed drones 
against targets in Saudi Arabia and the UAE, which 
launched a military campaign against the group in 
2015 in support of Yemen’s government. On Jan-
uary 24, 2022, the Houthis launched two ballistic 
missiles at Al Dhafra air base in the UAE, which 

hosts roughly 2,000 U.S. military personnel who 
took shelter in security bunkers as the incoming 
missiles were intercepted by Patriot surface-to-
air missiles.70

However, it is Israel, which has fought a shadow 
war with Iran and its terrorist proxies, that is most 
at risk from an Iranian missile attack. In case the 
Israeli government had any doubt about Iran’s im-
placable hostility, the Revolutionary Guard Corps, 
which controls most of Iran’s strategic missile sys-
tems, displayed a message written in Hebrew on the 
side of one of the Iranian missiles tested in March 
2016: “Israel must be wiped o! the earth.”71 The de-
velopment of nuclear warheads for Iran’s ballistic 
missiles would significantly degrade Israel’s ability 
to deter major Iranian attacks (an ability that the 
existing but not o"cially acknowledged Israeli nu-
clear weapons arsenal currently provides).

For Iran’s radical regime, hostility to Israel, 
which Tehran sometimes calls the “Little Satan,” is 
second only to hostility to the United States, which 
the leader of Iran’s 1979 revolution, Ayatollah Kho-
meini, dubbed the “Great Satan.” However, Iran 
poses a greater immediate threat to Israel than it 
does to the United States: Israel is a smaller coun-
try, has fewer military capabilities, and is located 
much closer to Iran and already within range of 
Iran’s Shahab-3 missiles.

Moreover, the thousands of shorter-range rock-
ets that Iran has provided to Hezbollah in Lebanon 
and to Hamas and Palestinian Islamic Jihad in Gaza 
can hit all of Israel. In April 2021, Hamas and Pal-
estinian Islamic Jihad launched more than 4,000 
rockets and missiles in an 11-day miniwar with 
Israel.72 Israeli air strikes imposed a heavy toll on 
militant leaders, terrorist infrastructure, and weap-
ons stores that apparently served as an e!ective 
deterrent against another round of Hamas rocket 
terrorism, at least in the short term, but Palestinian 
Islamic Jihad, a smaller and more militant terrorist 
group that is tightly controlled by Iran, launched a 
three-day rocket campaign against Israel in August 
2022 and another four-day assault from May 9–13, 
2023, in which it fired 1,469 rockets at Israeli civil-
ian areas, killing two people, before Egypt was able 
to arrange a cease-fire.73

Hezbollah, which targeted Israel with more 
than 4,000 rockets and missiles in the 2006 war, 
has an arsenal of as many as 150,000 rockets and 
missiles that it could use to bombard Israel with 
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an estimated 1,500 strikes per day.74 According to 
unconfirmed reports, hundreds of these rockets 
are armed with chemical warheads.75 In addition to 
transferring increasingly accurate and longer-range 
rockets to Hezbollah, Iran has transferred increas-
ingly advanced drones, expanding Hezbollah’s ar-
senal to as many as 2,000 drones.76

If Iran and Israel were to escalate their shadow 
war to a full-scale war, which seems increasingly 
likely in view of the October 2023 Hamas terror-
ist o!ensive against Israel, Israel would likely be 
attacked by Iranian rockets, missiles, and drones 
launched not only by Iranian military forces, but 
also by Iranian proxy groups based in Lebanon, Syr-
ia, Gaza, Iraq, and Yemen. After Hamas triggered 
another war with Israel in October 2023, Hezbol-
lah launched (so far) limited but escalating attacks 
against Israel’s northern border, and Iran’s Houthi 
proxies launched a salvo of cruise missiles and 
drones at Israel that were intercepted on October 
19 by a U.S. destroyer deployed in the Red Sea.77

Weapons of Mass Destruction. Tehran has in-
vested tens of billions of dollars since the 1980s in a 
nuclear weapons program that it sought to conceal 
within its civilian nuclear power program. It built 
clandestine but subsequently discovered under-
ground uranium enrichment facilities near Natanz 

and Fordow and a heavy-water reactor near Arak 
that would generate plutonium to give it a second 
potential route to nuclear weapons.78

Before the 2015 nuclear deal, Iran had accu-
mulated enough low-enriched uranium to build 
eight nuclear bombs (assuming that the uranium 
was enriched to weapon-grade levels). In Novem-
ber 2015, the Wisconsin Project on Nuclear Arms 
Control reported that “[b]y using the approximately 
9,000 first generation centrifuges operating at its 
Natanz Fuel Enrichment Plant as of October 2015, 
Iran could theoretically produce enough weap-
on-grade uranium to fuel a single nuclear warhead 
in less than 2 months.”79

Clearly, the development of a nuclear bomb 
would greatly amplify the threat posed by Iran. 
Even if Iran did not use a nuclear weapon or pass 
it on to one of its terrorist surrogates to use, the 
regime could become emboldened to expand its 
support for terrorism, subversion, and intimi-
dation, presuming that its nuclear arsenal would 
protect it from retaliation as has been the case with 
North Korea.

On July 14, 2015, President Barack Obama an-
nounced that the United States had reached “a 
comprehensive, long-term deal with Iran that will 
prevent it from obtaining a nuclear weapon.”80 The 

Hostile Actions

Hostile Rhetoric

Lack of Transparency

Nuclear Breakout

Sensitive Nuclear Capabilities

Beyond Breakout

A  heritage.org

SOURCE: Institute for Science and International Security, “The Iran Threat Geiger Counter: Moving Toward Extreme Danger,” May 10, 2023, 
https://isis-online.org/isis-reports/detail/may-2023-the-iran-threat-geiger-counter-moving-toward-extreme-danger/8 (accessed September 9, 2023).

LEVEL OF DANGER

CHART 10

Iran Poses High Level of Danger

25

28

19

30

20

18

LEAST
0–5

LOW
6–10

MODERATE
11–15

CONSIDERABLE
16–20

HIGH
21–25

EXTREME
26–30



 

339The Heritage Foundation | heritage.org/Military

short-lived agreement, however, did a much better 
job of dismantling sanctions against Iran than it did 
of dismantling Iran’s nuclear infrastructure, much 
of which was allowed to remain functional subject 
to weak restrictions, some of them only temporary. 
This flaw led President Donald Trump to withdraw 
the U.S. from the agreement on May 8, 2018, and 
reimpose sanctions.81

In fact, the agreement did not specify that any of 
Iran’s covertly built facilities would have to be dis-
mantled. The Natanz and Fordow uranium enrich-
ment facilities were allowed to remain in operation, 
although the latter facility was to be repurposed at 
least temporarily as a research site. The heavy-wa-
ter reactor at Arak was also retained with modifica-
tions that would reduce its yield of plutonium. All 
of these facilities, built covertly and housing oper-
ations prohibited by multiple U.N. Security Council 
resolutions, were legitimized by the agreement.

The Iran nuclear agreement marked a risky de-
parture from more than five decades of U.S. nonpro-
liferation e!orts under which Washington opposed 
the spread of sensitive nuclear technologies such as 
uranium enrichment even to allies. Iran got a better 
deal on uranium enrichment under the agreement 
than such U.S. allies as the UAE, South Korea, and 
Taiwan have received from Washington in the past. 
In fact, the Obama Administration gave Iran better 
terms on uranium enrichment than President Ger-
ald Ford’s Administration gave the Shah of Iran, a 
close U.S. ally before the 1979 revolution, who was 
denied independent reprocessing capabilities.

President Trump’s decision to withdraw 
from the nuclear agreement marked a return to 
long-standing U.S. nonproliferation policy. Iran, 
Britain, France, Germany, the EU, China, and Rus-
sia sought to salvage the agreement but were unable 
to o!set the strength of U.S. nuclear sanctions that 
were fully reimposed by November 4, 2018, after a 
180-day wind-down period.

Iran initially adopted a policy of “strategic pa-
tience,” seeking to preserve as much of the agree-
ment’s relief from sanctions as it could while hoping 
to outlast the Trump Administration and deal with 
a more pliable successor Administration after the 
2020 elections. The Trump Administration, how-
ever, increased sanctions to unprecedented levels 
under its “maximum pressure” campaign. On April 
8, 2019, it designated Iran’s Revolutionary Guards 
as a foreign terrorist organization. Because the 

Revolutionary Guards are extensively involved 
in Iran’s oil, construction, and defense industries, 
this allowed U.S. sanctions to hit strategic sectors 
of Iran’s economy harder that otherwise might have 
been the case.82 On April 22, 2019, Secretary of State 
Mike Pompeo announced that the Administration 
would eliminate waivers for Iran’s remaining oil ex-
ports on May 2 and seek to zero them out entirely.83

Although President Trump made it clear that he 
sought a new agreement on Iran’s nuclear program, 
Tehran refused to return to the negotiating table. 
Instead, it sought to pressure European states into 
protecting it from the e!ects of U.S. sanctions.

On May 8, 2019, Iranian President Rouhani an-
nounced that Iran would no longer comply with the 
2015 nuclear agreement’s restrictions on the size of 
Iran’s stockpiles of enriched uranium and heavy wa-
ter.84 Tehran gave the Europeans 60 days to deliver 
greater sanctions relief, specifically with respect to 
oil sales and banking transactions, and warned that 
if the terms of its ultimatum were not met by July 7, 
2019, it would incrementally violate the restrictions 
set by the JCPOA. Since then, Iran has escalated its 
noncompliance with the agreement in a series of 
major violations that include breaching the caps on 
uranium enrichment, research and development of 
advanced centrifuges, numbers of operating cen-
trifuges, and resuming enrichment at the fortified 
underground Fordow facility. When announcing 
the fifth breach in January 2020, Iran stated that 
its uranium enrichment program no longer faced 
any restrictions.85

By February 2021, Iran had accumulated about 
4,390 kilograms of low-enriched uranium and had 
reduced its estimated breakout time (the time need-
ed to produce enough weapon-grade uranium for 
one nuclear weapon) to as little as 2.7 months with 
enough enriched uranium to arm three nuclear 
weapons within six months if it continued to en-
rich to higher levels.86 In April 2021, Iran began to 
enrich its uranium to 60 percent, a short step away 
from the weapon-grade level of 90 percent. By June 
2022, Iran’s breakout time had fallen to zero. It had 
acquired enough highly enriched uranium to arm 
a bomb within weeks if further enriched and could 
acquire enough for five bombs within six months.87 
Gen. Mark Milley, chairman of the Joint Chiefs 
of Sta!, in testimony before the House Appropri-
ations Subcommittee on Defense on March 23, 
2023, assessed that: “From the time of an Iranian 
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decision…Iran could produce fissile material for a 
nuclear weapon in less than two weeks, and would 
only take several more months to produce an actual 
nuclear weapon.”88

Although Tehran is not known to have enriched 
uranium to weapon-grade levels (90 percent) so far, 
it has enriched a small quantity to nearly 84 percent. 
Specifically:

[I]n January 2023, Iran made an undeclared 
change in the operation of two advanced 
centrifuge cascades at the Fordow Fuel En-
richment Plant (FFEP), followed by the IAEA’s 
detection of near 84 percent highly enriched 
uranium (HEU) particles at the cascades, 
which Iran had declared were enriching only 
up to 60 percent HEU. Iran’s explanation was 
that unintended fluctuations occurred.89

Iran essentially has become a threshold nuclear 
power and seeks to leverage that status to gain addi-
tional concessions from the U.S. at the multilateral 
nuclear negotiations in Vienna, Austria. Those talks, 
begun in April 2021, had been frozen since March 
2022, largely because of Iran’s insistence that it gain 
sanctions relief for the IRGC, which Washington 
has designated as a foreign terrorist organization. 
Two days of new “last-gasp talks,” facilitated by rep-
resentatives from the EU, were attempted in Doha 
in June 2022 but ended abruptly when disputes 
about sanctions and Iran’s request for a guarantee 
that no future U.S. government would seek to with-
draw from the agreement could not be resolved.90 In 
late 2022, the Biden Administration revived indi-
rect negotiations, ostensibly to reach agreement on 
a more limited nuclear accord that would also free 
three American citizens held hostage by Tehran.91

Iran’s accelerating nuclear program prompted 
Israel to step up its covert e!orts to sabotage Iran’s 
nuclear progress. Israel had worked with the U.S. 
to sabotage Iran’s centrifuge operations with the 
Stuxnet virus cyberattacks before the 2015 agree-
ment and had unilaterally launched operations to 
assassinate Iranian nuclear scientists.

Israel paused the assassination campaign during 
the run-up to the 2015 nuclear agreement but 
then escalated its covert e!orts after the 2018 U.S. 
withdrawal from the agreement. Iran’s top nucle-
ar scientist, Mohsen Fakhrizadeh, was killed by a 
remote-controlled machine gun on November 27, 

2020.92 On April 11, 2021, Iran’s uranium enrich-
ment e!orts were disrupted by an explosion that 
cut power and damaged centrifuges at the under-
ground Natanz enrichment facility in an incident 
that Tehran attributed to Israeli sabotage.93 Israel 
also launched sabotage and drone attacks against 
Iran’s ballistic missile and drone facilities and ex-
panded covert attacks inside Iran to include the 
May 22, 2022, assassination of Colonel Hassan 
Sayyad Khodaei, the head of the IRGC unit that 
targeted Israelis for terrorist attacks. The expand-
ed attacks on non-nuclear targets reportedly were 
executed as part of Israel’s “Octopus Doctrine” un-
der which Israel seeks to retaliate for Iranian proxy 
attacks by targeting the head of the octopus rather 
than its tentacles.94

Iran also is a declared chemical weapons power 
that used chemical weapons in its war against Iraq 
after the Iraqis conducted chemical attacks. Teh-
ran claims to have destroyed all of its stockpiles 
of chemical weapons, but it has never fully com-
plied with the Chemical Weapons Convention or 
declared its holdings.95 U.S. intelligence agencies 
have assessed that Iran maintains “the capability to 
produce chemical warfare (CW) agents and ‘prob-
ably’ has the capability to produce some biological 
warfare agents for o!ensive purposes, if it made the 
decision to do so.”96

Iranian Threats to Israel. In addition to bal-
listic missile threats from Iran, Israel faces the con-
stant threat of attack from Palestinian, Lebanese, 
Egyptian, Syrian, and other Arab terrorist groups, 
including many that are supported by Iran. The 
threat posed by Arab states, which lost four wars 
against Israel in 1948, 1956, 1967, and 1973 (Syria 
and the PLO lost a fifth war in 1982 in Lebanon), has 
gradually declined. Egypt, Jordan, the UAE, Bah-
rain, and Morocco have signed peace treaties with 
Israel, and Iraq, Libya, Syria, and Yemen have been 
distracted by civil wars. At the same time, however, 
unconventional military and terrorist threats from 
an expanding number of substate actors have risen 
substantially.

Iran has systematically bolstered many of these 
groups, including some whose ideology it does not 
necessarily share. Today, for example, Iran’s sur-
rogates Hezbollah and Palestinian Islamic Jihad, 
along with more distant ally Hamas, are the chief 
immediate security threats to Israel. After Israel’s 
May 2000 withdrawal from southern Lebanon and 
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the September 2000 outbreak of fighting between 
Israelis and Palestinians, Hezbollah stepped up 
its support for such Palestinian extremist groups 
as Hamas, Palestinian Islamic Jihad, the al-Aqsa 
Martyrs’ Brigades, and the Popular Front for the 
Liberation of Palestine. It also expanded its own 
operations in the West Bank and Gaza and provid-
ed funding for specific attacks launched by other 
groups. Iranian and Hezbollah support and train-
ing enabled Hamas and Palestinian Islamic Jihad to 
launch their cross-border terrorist attacks against 
Israel in October 2023.

In July 2006, Hezbollah forces crossed the Leb-
anese border to kidnap Israeli soldiers inside Israel, 
igniting a military clash that claimed hundreds of 
lives and severely damaged the economies on both 
sides of the border. Hezbollah has since rebuilt its 
depleted arsenal with help from Iran and Syria and 
has amassed at least 130,000 rockets and missiles—
more than all of the European members of NATO 
combined.97 Some of the most dangerous are long-
range Iranian-made missiles that are capable of 
striking cities throughout Israel.98 In recent years, 
under cover of the war in Syria, Iran has provided 
Hezbollah with increasingly sophisticated, accurate, 
and longer-range weapons as well as guidance kits 
that upgrade the accuracy of older rockets.99 Iran 
and Hezbollah also have established another poten-
tial front against Israel in Syria.

Since Israel’s withdrawal from the Gaza Strip in 
2005, Hamas, Palestinian Islamic Jihad, and other 
terrorist groups have fired more than 11,000 rockets 
into Israel during brief wars in 2008–2009, 2012, 
and 2014.100 More than 5 million Israelis out of a 
total population of 8.1 million live within range of 
rocket attacks from Gaza, although the successful 
operation of Israel’s Iron Dome anti-missile system 
has greatly mitigated this threat in recent years. In 
the 2014 Gaza war, Hamas also unveiled a sophisti-
cated tunnel network that it used to infiltrate Israel 
so that it could launch attacks on Israeli civilians 
and military personnel.

In early May 2019, Palestinian Islamic Jihad 
ignited another round of fighting in Gaza during 
which “Hamas and other groups fired about 700 
rockets into Israel on May 4 alone—for comparison, 
in 2014 they fired fewer than 200 rockets per day.”101 
In May 2021, Hamas and Palestinian Islamic Jihad 
launched another 11-day war during which they 
fired about 4,300 rockets at Israel, killing 12 Israelis 

while su!ering more than 240 Palestinian deaths, 
including roughly 200 militants, according to Isra-
el.102 Although Hamas refrained from joining Pal-
estinian Islamic Jihad in launching rocket attacks 
against Israel in August 2022 and May 2023, Iran 
has pressed it to participate in a joint operations 
room with the IRGC, Hezbollah, and Palestinian Is-
lamic Jihad as part of Tehran’s e!orts to coordinate 
a multi-front war against Israel.103 Gaza remains a 
flash point that could trigger another conflict with 
little warning, as demonstrated by the surprise at-
tacks launched by Hamas and Palestinian Islamic 
Jihad in October 2023.

Threats to Saudi Arabia and Other Members 
of the Gulf Cooperation Council. In 1981, Saudi 
Arabia and the five other Arab Gulf States—Bah-
rain, Kuwait, Oman, Qatar, and the UAE—formed 
the Gulf Cooperation Council (GCC) to deter and 
defend against Iranian aggression. Iran remains 
the primary external threat to their security. Teh-
ran has supported groups that launched terrorist 
attacks against Bahrain, Iraq, Kuwait, Saudi Arabia, 
the United Arab Emirates, and Yemen.

Iran sponsored the Islamic Front for the Liber-
ation of Bahrain, a surrogate group that plotted a 
failed 1981 coup against Bahrain’s ruling Al Khal-
ifa family, the Sunni rulers of the predominantly 
Shia country. Iran also has long backed Bahraini 
branches of Hezbollah and the Dawa Party. When 
Bahrain was engulfed in a wave of Arab Spring 
protests in 2011, its government charged that Iran 
again exploited the protests to back the e!orts of 
Shia radicals to overthrow the royal family. Saudi 
Arabia, fearing that a Shia revolution in Bahrain 
would incite its own restive Shia minority, led a 
March 2011 GCC intervention that backed Bahrain’s 
government with about 1,000 Saudi troops and 500 
police from the UAE.

Bahrain has repeatedly intercepted shipments 
of Iranian arms, including sophisticated bombs em-
ploying explosively formed penetrators. The gov-
ernment withdrew its ambassador to Tehran when 
two Bahrainis with ties to the IRGC were arrested 
after their arms shipment was intercepted o! Bah-
rain’s coast in July 2015.

Iranian hard-liners have steadily escalated their 
pressure on Bahrain. In March 2016, a former IRGC 
general who is a close adviser to Ayatollah Khame-
nei stated that “Bahrain is a province of Iran that 
should be annexed to the Islamic Republic of 
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Iran.”104 After Bahrain stripped a senior Shiite cleric, 
Sheikh Isa Qassim, of his citizenship, General Qa-
ssim Suleimani, commander of the IRGC’s Quds 
Force, threatened to make Bahrain’s royal family 

“pay the price and disappear.”105

Saudi Arabia has criticized Iran for support-
ing radical Saudi Shiites, intervening in Syria, and 
supporting Shiite Islamists in Lebanon, Iraq, and 
Yemen. In January 2016, Saudi Arabia executed a 
Shiite cleric charged with sparking anti-govern-
ment protests and cut diplomatic ties with Iran 
after Iranian mobs responded to the execution by 
attacking and setting fire to the Saudi embassy in 
Tehran.106 A China-brokered détente between Iran 
and Saudi Arabia in March 2023 cleared the way 
for the reopening of embassies in their respective 
capitals, but the Saudi government remains wary of 
Tehran, which has broken many diplomatic agree-
ments with impunity.

In addition to military threats from Iran, Sau-
di Arabia and the other GCC states face terrorist 
threats and possible rebellions by Shia or other 
disa!ected internal groups that are supported by 
Tehran. Iran has backed Shiite terrorist groups 
against Saudi Arabia, Bahrain, Iraq, and Kuwait and 
has supported the Shiite Houthi rebels in Yemen. 
In March 2015, Saudi Arabia led a 10-country co-
alition that launched a military campaign against 
Houthi forces and provided support for ousted 
Yemeni President Abdu Rabu Mansour Hadi, who 
took refuge in Saudi Arabia. The Saudi Navy also 
established a blockade of Yemeni ports to prevent 
Iran from aiding the rebels.

The Houthis have retaliated by launching Ira-
nian-supplied missiles at military and civilian tar-
gets in Saudi Arabia and the UAE, including ballistic 
missile attacks on airports, Riyadh, and other cities 
as well as cruise missile strikes. In December 2017, 
the Houthis launched a cruise missile attack on an 
unfinished nuclear reactor in Abu Dhabi.

The Houthis also have made extensive use of 
UAVs and UCAVs (unmanned combat aerial vehi-
cles, or armed drones). A Houthi UCAV attacked a 
military parade in Yemen in January 2019, killing 
at least six people including Yemen’s commander 
of military intelligence, and longer-range UCAVs 
were used in a coordinated attack on Saudi Ara-
bia’s East–West pipeline on May 14, 2019.107 The 
Houthis have employed Iranian Sammad-2 and 
Sammad-3 UCAVs in strikes against Riyadh, Abu 

Dhabi International Airport in the UAE, and 
other targets.108

In addition, the Houthis have steadily increased 
their attacks. During the first nine months of 2021, 
Houthi attacks against Saudi Arabia averaged 78 
a month, more than double the number from the 
same period in 2020 when the average was 38 per 
month.109 A cease-fire reached in April 2022 to allow 
negotiations has reduced the scale of the fighting 
in Yemen, but cross-border attacks could resume 
if peace negotiations break down.

Threats to the Commons
Critical American interests—sea, air, space, and 

cyber—are at stake in the Middle Eastern commons. 
The U.S. has long provided the security backbone in 
these areas, and this security has supported the re-
gion’s economic development and political stability.

Sea. Maintaining the security of the sea lines of 
communication in the Persian Gulf, Arabian Sea, 
Red Sea, and Mediterranean Sea is a high priority 
for strategic, economic, and energy security pur-
poses. “In 2021,” according to the U.S. Energy Ad-
ministration, “the seven countries in the Persian 
Gulf produced about 30% of total world crude oil, 
and they held about 48% of world proved crude oil 
reserves at the start of 2020.”110 The Persian Gulf is 
a crucial source of oil and gas for energy-import-
ing states, particularly China, India, Japan, South 
Korea, and many European countries. Interstate 
conflict or terrorist attacks could easily interrupt 
the flow of that oil.

Bottlenecks such as the Strait of Hormuz, Suez 
Canal, and Bab el-Mandeb Strait are potential choke 
points for restricting the flow of oil, international 
trade, and the deployment of U.S. and allied naval 
forces. Although the United States has reduced its 
dependence on oil exports from the Gulf, it still 
would sustain economic damage in the event of a 
spike in world oil prices, and many of its European 
and Asian allies and trading partners import a sub-
stantial portion of their oil needs from the region.

The world’s most important maritime choke 
point and the jugular vein through which most 
Gulf oil exports flow to Asia and Europe is the Strait 
of Hormuz. In 2019, the daily oil flow through the 
strait averaged about 21 million barrels per day 
(b/d), the equivalent of about 21 percent of global 
petroleum liquids consumption.111 The chief poten-
tial threat to the free passage of ships through the 
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strait is Iran, whose Supreme Leader, Ayatollah Ali 
Khamenei, proclaimed in 2006 that “[i]f the Ameri-
cans make a wrong move toward Iran, the shipment 
of energy will definitely face danger, and the Amer-
icans would not be able to protect energy supply in 
the region.”112

Iranian o"cials often reiterate these threats 
during periods of heightened tension. For example, 
the chief of sta! of Iran’s army, Major General Mo-
hammad Baqeri, warned on April 28, 2019, that “if 
our oil does not pass, the oil of others shall not pass 

the Strait of Hormuz either.”113 Less than one month 
later, Iran began to intensify its intimidation tactics 
against international shipping near the strait.

On May 12, 2019, four oil tankers were damaged 
by mysterious explosions o! the coast of the UAE in 
the Gulf of Oman. Then-U.S. National Security Advis-
er John Bolton stated that it was “naval mines almost 
certainly from Iran” that caused the damage.114 On 
June 13, two more tankers were attacked in the Gulf 
of Oman. Even though Iranian Revolutionary Guards 
were filmed removing an unexploded limpet mine 
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from one of the damaged ships, Tehran continued to 
deny its involvement in all of the attacks.115 On June 
19, an IRGC surface-to-air missile shot down a U.S. 
surveillance drone in international air space. The 
U.S. initially planned to launch retaliatory strikes, 
but President Trump called o! the operation.116 In 
September, Iran launched a sophisticated UCAV and 
cruise missile attack on Saudi oil facilities.

Then, in late 2019, Iranian-controlled Iraqi mili-
tias launched a series of rocket attacks on Iraqi bas-
es containing U.S. troops, provoking U.S. retaliatory 
air strikes against those militias and the January 
2020 UCAV strike that killed General Qassem Solei-
mani. Rocket attacks by Iraqi militias have contin-
ued, and tensions in Gulf waters remain high.

On May 10, 2020, a missile launched from an Ira-
nian Navy frigate struck another Iranian naval ves-
sel during a military exercise in the Gulf of Oman, 
killing at least 19 sailors and wounding 15.117 The 
incident raised questions about the competence 
and training of Iran’s naval forces. The June 2, 2021, 
sinking of the Kharg, Iran’s largest warship, raised 
similar questions. The Kharg, a naval replenish-
ment ship, caught fire and sank in the Gulf of Oman 
during a training exercise. Iran sustained another 
setback when its newest frigate, the Talayieh, cap-
sized in its dry dock on December 5, 2021.

However, although lax maintenance and safe-
ty practices have caused Iran’s military forces to 
suffer numerous accidents, there also has been 
speculation that some of the incidents might have 
resulted from covert Israeli attacks. Israel report-
edly has attacked at least 12 Iranian vessels trans-
porting oil, arms, and other cargo to Syria to prop 
up the Assad regime and Hezbollah.118 It also has 
been suspected of triggering the April 6, 2021, ex-
plosion that damaged the Saviz, a converted cargo 
ship permanently moored in the Red Sea near the 
coast of Yemen to collect intelligence and support 
Iran’s Houthi allies.119 For its part, Iran is suspected 
of at least two attacks on Israeli-owned cargo ships: 
one on February 25, 2021, in the Gulf of Oman and 
another on March 25, 2021, in the Arabian Sea.120 
In February 2023, Israel accused Iran of attacking 
another Israeli-owned oil tanker in the Arabian 
Sea.121 Although its contours remain murky, it is 
clear that the Iran–Israel shadow war has expanded 
to include maritime attacks.

Iran has a long history of attacking oil ship-
ments in the Gulf. During the Iran–Iraq war, each 

side targeted the other’s oil facilities, ports, and oil 
exports. Iran escalated attacks to include neutral 
Kuwaiti oil tankers and terminals and clandestine-
ly laid mines in Persian Gulf shipping lanes while 
its ally Libya clandestinely laid mines in the Red 
Sea. The United States defeated Iran’s tactics by 
reflagging Kuwaiti oil tankers, clearing the mines, 
and escorting ships through the Persian Gulf, but 
several commercial vessels were damaged during 
the so-called Tanker War from 1984 to 1987.

Iran’s demonstrated willingness to disrupt oil 
tra"c through the Persian Gulf to pressure Iraq 
economically is a red flag to U.S. military planners. 
During the 1980s Tanker War, Iran’s ability to strike 
at Gulf shipping was limited by its aging and outdat-
ed weapons systems and the arms embargo imposed 
by the U.S. after the 1979 revolution. Since the 1990s, 
however, Iran has been upgrading its military with 
new weapons from North Korea, China, and Russia 
in addition to domestically manufactured weapons.

Since the Iran–Iraq war, Tehran has invested 
heavily in developing its naval forces, particularly 
the IRGC Navy, along unconventional lines. To-
day, Iran boasts an arsenal of Iranian-built mis-
siles based on Russian and Chinese designs that 
represent significant threats to oil tankers as well 
as warships. Iran has deployed mobile anti-ship 
missile batteries along its 1,500-mile Gulf coast 
and on many of the 17 Iranian-controlled islands 
in the Gulf in addition to modern anti-ship mis-
siles mounted on fast attack boats, submarines, oil 
platforms, and vessels disguised as civilian fishing 
boats. Six of Iran’s 17 islands in the Gulf—Forur, 
Bani Forur, Sirri, and three islands seized from the 
UAE: Abu Musa, Greater Tunb, and Lesser Tunb—
are particularly important because they are located 
close to the shipping channels that all ships must 
use near the Strait of Hormuz.

Iran has imported Russian submarines, North 
Korean minisubmarines, and a wide variety of 
advanced Chinese anti-ship missiles. It also has 
a significant stock of Chinese-designed anti-ship 
cruise missiles, including the older HY-2 Seer-
sucker and the more modern CSS-N-4 Sardine 
and CSS-N-8 Saccade models, and has reverse 
engineered Chinese missiles to produce its own 
Ra’ad and Noor anti-ship cruise missiles. More re-
cently, Tehran has produced and deployed more 
advanced anti-ship cruise missiles, the Nasir and 
Qadir.122 Shore-based missiles deployed along Iran’s 
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coast would be augmented by aircraft-delivered la-
ser-guided bombs and missiles as well as by televi-
sion-guided bombs.

Iran has a large supply of anti-ship mines, in-
cluding modern mines that are far superior to the 
simple World War I–style contact mines that it used 
in the 1980s. In addition to expanding the quanti-
ty of its mines from an estimated 1,500 during the 
Iran–Iraq war to more than 5,000 in 2019, Tehran 
has increased their quality.123 It has acquired sig-
nificant stocks of “smart mines” including versions 
of the Russian MDM-6; Chinese MC-52; and Chi-
nese EM-11, EM-31, and EM-55 mines.124 One of 
Iran’s most lethal mines is the Chinese-designed 
EM-52 “rocket” mine, which remains stationary 
on the sea floor and fires a homing rocket when a 
ship passes overhead.

Iran can deploy mines or torpedoes from its 
three Kilo–class submarines, purchased from Rus-
sia and based at Bandar Abbas, Iran’s largest sea-
port and naval base. These submarines could be 
di"cult to detect for brief periods when running 
silent and remaining stationary on a shallow bot-
tom just outside the Strait of Hormuz.125 Iran also 
could use minisubmarines, helicopters, or small 
boats disguised as fishing vessels to deploy its mines. 
Iran’s robust mine warfare capability and the U.S. 
and allied navies’ limited capacity for counter-
mine operations are major challenges to Gulf mar-
itime security.126

Iran has developed two separate naval forces. 
The regular navy takes the lead in the Caspian Sea 
and outside the Strait of Hormuz in the Gulf of 
Oman, and the Islamic Revolutionary Guard Corps 
Navy is Iran’s dominant force inside the Persian 
Gulf. The IRGC Navy has developed an e!ective 
asymmetric naval warfare strategy that could en-
able it to counter the superior firepower and tech-
nology of the U.S. Navy and its GCC allies, at least 
for a short period. It has adopted swarming tactics 
using well-armed fast attack boats to launch sur-
prise attacks against larger and more heavily armed 
naval adversaries.

The commander of the IRGC Navy bragged in 
2008 that it had brought guerilla warfare tactics to 
naval warfare: “We are everywhere and at the same 
time nowhere.”127 The IRGC has honed such uncon-
ventional tactics as deploying remote-controlled 
radar decoy boats and boats packed with explosives 
to confuse defenses and attack adversaries. It also 

could deploy naval commandos trained to attack 
using small boats, minisubmarines, and even Jet 
Skis as well as underwater demolition teams that 
could attack o!shore oil platforms, moored ships, 
ports, and other facilities.

On April 28, 2015, the Revolutionary Guard na-
val force seized the Maersk Tigris, a container ship 
registered in the Marshall Islands, near the Strait of 
Hormuz. Tehran claimed that it seized the ship be-
cause of a previous court ruling ordering the Maersk 
Line, which charters the ship, to make a payment 
to settle a dispute with a private Iranian compa-
ny. The ship was later released after being held for 
more than a week.128 Then, on May 14, 2015, the 
Alpine Eternity, a Singapore-flagged oil tanker, was 
surrounded and attacked by Revolutionary Guard 
gunboats in the Strait of Hormuz when it refused to 
be boarded. Iranian authorities alleged that it had 
damaged an Iranian oil platform in March, but the 
ship’s owners maintained that it had hit an unchart-
ed submerged structure.129

The Revolutionary Guard’s aggressive tactics 
in using commercial disputes as pretexts for ille-
gal seizures of transiting vessels prompted the U.S. 
Navy to escort American and British-flagged ships 
through the Strait of Hormuz for several weeks in 
May 2015 before tensions eased. Iran again resorted 
to pirate tactics when it seized two Greek tankers 
on May 27, 2022, in retaliation for Greece’s seizure 
of an Iranian oil tanker in April 2022.130

In May 2023, the U.S. Navy asserted that Iran 
had “harassed, attacked or interfered” with 15 com-
mercial ships during the past two years, including 
two commercial ships hijacked by the IRGC in April 
and May.131 After Iran hijacked a third ship in early 
May, the White House announced that the U.S. Navy 
would step up patrols in the Strait of Hormuz.132 
On June 4, 2023, IRGC gunboats again harassed 
a commercial ship in the Strait of Hormuz before 
warships from the U.S. Navy and the United King-
dom Royal Navy came to its aid.133 On July 5, 2023, 
yet another incident was reported involving Iranian 
gunboats attempting to seize two commercial tank-
ers near the Strait of Hormuz. A U.S. Navy guided 
missile destroyer responded to a distress call, pre-
venting the seizures.134

The July 2015 nuclear agreement did not alter 
the Revolutionary Guard’s confrontational tactics 
in the Gulf.135 IRGC naval forces have challenged U.S. 
naval forces in a series of incidents. IRGC missile 
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boats launched rockets within 1,500 yards of the 
carrier Harry S. Truman near the Strait of Hormuz 
in late December 2015,136 have flown drones over 
U.S. warships,137 and detained and humiliated 10 
American sailors in a provocative January 12, 2016, 
incident.138 Even though the two U.S. Navy boats 
carrying the sailors had drifted inadvertently into 
Iranian territorial waters and had the right of in-
nocent passage, their crews were disarmed, forced 
onto their knees, filmed, and exploited in propa-
ganda videos.

In 2017, for unknown reasons, Iran temporarily 
halted the harassment of U.S. Navy ships. Accord-
ing to U.S. Navy reports, Iran instigated 23 “unsafe 
and/or unprofessional” interactions with U.S. Navy 
ships in 2015, 35 in 2016, and 14 in the first eight 
months of 2017 with the last incident occurring on 
August 14, 2017.139 The provocations resumed in 
April 2020 when 11 IRGC Navy gunboats harassed 
six U.S. Navy vessels that were conducting exercis-
es in the international waters of the North Arabian 
Gulf.140 One week later, President Trump warned 
that U.S. Navy forces were authorized to destroy any 
Iranian vessels that harassed them. Iran’s naval ha-
rassment subsided for a time but resumed in April 
2021 when the IRGC Navy staged two incidents, 
forcing U.S. naval vessels to take evasive action in 
the first and fire warning shots in the second.141

This pattern of provocation has continued un-
abated during the Biden Administration. Accord-
ing to the U.S. Institute of Peace, “[a]s of December 
2022, Iranian ships had harassed or tried to seize 
U.S. ships at least eight times since Biden took o"ce 
in January 2021.”142 The following are two recent 
examples of this harassment:

Dec. 5, 2022: An IRGC Navy patrol boat at-
tempted to blind two U.S. Navy ships, sea base 
platform ship USS Lewis B. Puller and guid-
ed-missile destroyer USS The Sullivans, using a 
spotlight at night. The Iranian boat came with-
in 150 yards of the ships in international waters 
in the Strait of Hormuz. “This dangerous action 
in international waters is indicative of Iran’s de-
stabilizing activity across the Middle East,” said 
Col. Joe Buccino, CENTCOM spokesman.

July 5, 2023: The Iranian Navy attempted to 
seize two oil tankers in the Strait of Hormuz. 
Iran aborted the attempt on the TRF Moss, a 

Marshall Islands-flagged tanker, after the U.S. 
Fifth Fleet sent the destroyer USS McFaul, a 
surveillance aircraft, and a drone to the area. A 
di"erent Iranian ship later attempted to seize 
the Richmond Voyager, a Bahamian-flagged 
tanker managed by Chevron. It fired on the 
tanker and left the area as the U.S. Navy ar-
rived. The following day, Iran claimed that the 
Richmond Voyager had hit an Iranian ship and 
injured five people. Tehran said it had a court 
order to seize the tanker.143

Iran has been accused of spoofing satellite navi-
gation systems to lure foreign ships into its territo-
rial waters so that it can seize them. This may have 
occurred in 2016 when 10 U.S. sailors were captured 
near an Iranian island and in 2019 when the tanker 
Stena Impero was seized in the Strait of Hormuz.144 
Iran also may have used a similar technique to di-
vert a U.S. UAV from Afghan airspace to Iran where 
it was captured and put on display in 2011.

If Tehran were to attack ships transiting the 
Strait of Hormuz, the United States and its allies 
have the capacity to counter Iran’s maritime threats 
and restore the flow of oil exports, but “the e!ort 
would likely take some time—days, weeks, or per-
haps months—particularly if a large number of Ira-
nian mines need to be cleared from the Gulf.”145 In 
May 2019, naval warfare experts estimated that by 
using its combined coastal missile batteries, mines, 
submarines, and naval forces, Iran could close the 
strait for up to four weeks.146 However, such an ag-
gressive move would be very costly and risky for 
Tehran. Closing the strait would also block Iran’s 
oil exports and many of its imports, including im-
ports of food and medicine, and most of Iran’s naval 
forces, naval bases, and other military assets could 
be destroyed in the resulting conflict.

In addition to using its own forces, Tehran could 
use its extensive network of clients in the region to 
sabotage oil pipelines and other infrastructure or 
to strike oil tankers in port or at sea. Iranian Rev-
olutionary Guards deployed in Yemen reportedly 
played a role in the unsuccessful October 9 and 12, 
2016, missile attacks launched by Houthi rebels 
against the USS Mason, a U.S. Navy warship, near 
the Bab el-Mandeb Strait in the Red Sea.147 The 
Houthis denied that they launched the missiles, 
but they did claim responsibility for an October 1, 
2016, attack on a UAE naval vessel and the February 
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2017 suicide boat bombing of a Saudi warship. On 
January 3, 2022, Houthi naval forces seized a UAE 
freighter in the Red Sea o! Yemen’s west coast.

Houthi irregular forces have deployed mines 
along Yemen’s coast, used a remote-controlled 
boat packed with explosives in an unsuccessful 
July 2017 attack on the Yemeni port of Mokha, and 
have launched several unsuccessful naval attacks 
against ships in the Red Sea. Houthi gunboats also 
attacked and damaged a Saudi oil tanker near the 
port of Hodeidah on April 3, 2018.

U.N. investigators have concluded that the 
Houthis also operate UAVs with a range of up to 
1,500 kilometers (930 miles), several of which were 
used to attack Saudi Arabia’s East–West pipeline 
on May 14, 2019.148 This attack and attacks on oil 
tankers in the Gulf of Oman two days earlier were 
likely a signal from Tehran that it can also disrupt 
oil shipments outside the Persian Gulf in a crisis.

The Houthis have staged numerous UCAV at-
tacks on Saudi targets along with a cruise missile 
attack on June 12, 2019, and an attack by 10 ballis-
tic missiles on August 25, 2019.149 The Houthis also 
claimed responsibility for the September 14, 2019, 
attacks on Saudi oil facilities at Abqaiq, but U.S. of-
ficials asserted that intelligence reports identified 
Iran as the staging ground for the attacks.150 On 
March 7, 2021, the Houthis launched long-range 
UAVs and ballistic missiles provided by Iran at Sau-
di Arabia’s Ras Tanura oil shipment facility, which 
is the world’s largest, driving oil prices up to over 
$70 per barrel for the first time since the COVID-19 
pandemic depressed the global economy.151

Although Houthi cross-border attacks largely 
halted after the United Nations brokered an April 
2022 cease-fire in Yemen, attacks could resume if 
the peace negotiations bog down.

Air. The Middle East is particularly vulnerable 
to attacks on civilian aircraft. Large quantities of 
arms, including man-portable air defense systems, 
were looted from arms depots in Libya, Iraq, Syr-
ia, and Yemen during their civil wars and could be 
in the hands of Iranian-supported groups. Iran 
has provided anti-aircraft missiles to Hezbollah, 
Iraqi militias, and the Houthi rebels in Yemen. The 
Houthis also have attacked Saudi airports with bal-
listic missiles and armed drones, although they may 
have been targeting nearby military facilities.152

Perhaps the greatest Iranian threat to civil avi-
ation would come in the event of a military clash in 

the crowded skies over the Persian Gulf. On May 
16, 2019, during a period of heightened tensions 
with Iran, the U.S. Federal Aviation Administra-
tion warned commercial airlines that civilian planes 
risked being targeted by the Iranian military as a 
result of “miscalculation or misidentification.”153

Tragically, this warning foreshadowed the Janu-
ary 8, 2020, shooting down of Ukraine International 
Airlines Flight 752 that killed 176 passengers and 
crew, most of them Iranians. Several hours earlier, 
Iran had launched a ballistic missile attack on Iraqi 
bases hosting U.S. troops, and Iranian o"cials later 
admitted that they had kept Tehran’s airport open 
in the hope that the presence of passenger jets could 
act as a deterrent against an American attack on the 
airport or a nearby military base.154

Space. Iran has launched satellites into orbit, 
but there is no evidence that it has an o!ensive 
space capability. Tehran successfully launched 
three satellites in February 2009, June 2011, and 
February 2012 using the Safir space launch vehicle, 
which uses a modified Ghadr-1 missile for its first 
stage and has a second stage that is based on the 
obsolete Soviet R-27 submarine-launched ballistic 
missile.155 The technology probably was transferred 
by North Korea, which built its BM-25 missiles us-
ing the R-27 as a model.156 Safir technology could be 
used to develop long-range ballistic missiles.

In December 2013, Iran claimed that it had “sent 
a monkey into space for the second time, represent-
ing the nation’s latest step toward sending humans 
into space.”157 Tehran also announced in June 2013 
that it had established its first space tracking center 
to monitor objects in “very remote space” and help 
manage the “activities of satellites.”158 On July 27, 
2017, Iran tested a Simorgh (Phoenix) space launch 
vehicle that it claimed could place a satellite weigh-
ing up to 250 kilograms (550 pounds) in an orbit of 
500 kilometers (311 miles).159 The satellite launch 
failed, as did another Simorgh-boosted satellite 
launch in January 2019.160

In April 2020, Tehran finally discarded the pre-
tense that its space program was dedicated exclu-
sively to peaceful purposes. On April 22, Iran’s Rev-
olutionary Guards launched a Noor (Light) satellite 
into a low Earth orbit from a secret missile base to 
celebrate the 41st anniversary of the IRGC’s found-
ing. The spy satellite’s path takes it over North Af-
rica and the central Mediterranean, putting Israel 
within its potential field of vision approximately 
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every 90 minutes.161 General Jay Raymond, Com-
mander, U.S. Space Command, dismissed the sat-
ellite as a “tumbling webcam in space,”162 but Iran’s 
real achievement was probably the previously un-
heard-of satellite carrier, the Qased (Messenger), a 
three-stage system that used both solid and liquid 
fuel.163 The technical advances required to launch a 
satellite are similar to those required to launch an 
ICBM, and the use of solid fuel could allow Iran to 
launch a missile more quickly—something that is 
crucial in an o!ensive weapon.

On February 2, 2021, Iran’s Defense Ministry an-
nounced the successful development of a new satel-
lite launch vehicle, the Zuljanah. The first two stages 
of the three-stage rocket use solid fuel, and the rock-
et can be launched from a mobile launch pad—two 
characteristics that are more suitable for a weapons 
system than for a satellite launch system.164 In Oc-
tober 2022, Iran launched a Saman test spacecraft 
that it claimed could shift satellites between orbits.165

In February 2022, a Zuljanah launch vehicle 
apparently blew up on a launch pad at the Imam 
Khomeini Spaceport.166 Despite frequent failures, 
however, the United States and other countries 
have criticized Iran’s satellite launches as defying 
a U.N. Security Council resolution calling on Tehran 
to undertake no activity related to ballistic missiles 
that are capable of delivering nuclear weapons.

Cyber. Iranian cyber capabilities represent a 
significant threat to the U.S. and its allies. Iran has 
developed o!ensive cyber capabilities as a tool of 
espionage and sabotage and claims “to possess the 

‘fourth largest’ cyber force in the world—a broad 
network of quasi-o"cial elements, as well as re-
gime-aligned ‘hacktivists,’ who engage in cyber 
activities broadly consistent with the Islamic Re-
public’s interests and views.”167

The creation of the Iranian Cyber Army in 2009 
marked the beginning of a cyber o!ensive against 
those whom the Iranian regime regards as enemies. 
The Ajax Security Team, a hacking group believed 
to be operating out of Iran, has used malware-based 
attacks to target U.S. defense organizations and has 
breached the Navy Marine Corps Intranet.168 The 
group also has targeted dissidents within Iran, seed-
ing versions of anti-censorship tools with malware 
and gathering information about users of those pro-
grams.169 Iran has invested heavily in cyber activity, 
reportedly spending “over $1 billion on its cyber 
capabilities in 2012 alone.”170

An April 2015 study released by the American 
Enterprise Institute reported that hostile Iranian 
cyber activity had increased significantly since the 
beginning of 2014 and could threaten U.S. critical 
infrastructure. The Islamic Revolutionary Guard 
Corps and Sharif University of Technology are two 
Iranian institutions that investigators have linked 
to e!orts to infiltrate U.S. computer networks.171

Iran allegedly has used cyber weapons to engage 
in economic warfare, most notably the sophisticat-
ed and debilitating “[distributed] denial-of-service 
(DDoS) attacks against a number of U.S. financial 
institutions, including the Bank of America, JPMor-
gan Chase, and Citigroup.”172 In February 2014, Iran 
launched a crippling cyberattack against the Sands 
Casino in Las Vegas, owned by Sheldon Adelson, a 
leading supporter of Israel and critic of the Iranian 
regime.173 In 2012, Tehran was suspected of launch-
ing both the Shamoon virus attack on Saudi Aramco, 
the world’s largest oil-producing company—an at-
tack that destroyed approximately 30,000 comput-
ers—and an attack on Qatari natural gas company 
Rasgas’s computer networks.174

Israel has been a major target of Iranian cyber-
attacks. In 2014, Iranian hackers launched deni-
al-of-service attacks against the infrastructure of 
the Israel Defense Forces. On April 24, 2020, an 
Iranian cyberattack targeted the command and 
control center of Israel’s Water Authority, disrupt-
ing operations of Israeli water and sewage facilities. 
According to an Israeli cyber expert, the operation 
was “a first-of-its-kind attack and they were not far 
from inflicting human casualties.”175 Israel retaliat-
ed with a May 9, 2020, cyberattack that disrupted 
operations at one of Iran’s most important port fa-
cilities, the Shahid Rajaee terminal in Bandar Ab-
bas.176 In September 2020, according to the Israeli 
cybsersecurity company Clearsky, a hacker group 
linked to Iran targeted “many prominent Israeli or-
ganizations.” The group, named MuddyWater, used 
malware disguised as ransomware that would en-
crypt files and demand payment but not allow the 
files to be accessed.177

In the fall of 2015, U.S. o"cials warned of a surge 
of sophisticated Iranian computer espionage that 
would include a series of cyberattacks against State 
Department o"cials.178 In March 2016, the Justice 
Department indicted seven Iranian hackers for 
penetrating the computer system that controlled 
a dam in the State of New York.179 In April 2020, 
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Iran-linked hackers targeted staff at the World 
Health Organization and the U.S. pharmaceutical 
company Gilead Sciences Inc., a leader in develop-
ing a treatment for the COVID-19 virus.180 FBI Di-
rector Christopher Wray revealed in a June 1, 2022, 
speech in Boston that the FBI had thwarted an at-
tempted Iranian government-sponsored cyberat-
tack on Boston Children’s Hospital in the summer 
of 2021, characterizing Iran’s action as “one of the 
most despicable cyberattacks I’ve ever seen.”181

Iran continued its cyber-assaults on Western 
targets throughout 2022 and into 2023. In Septem-
ber 2022, Albania accused Iran of attacks against its 
border control system,182 and in May 2023, Israel 
su!ered multiple attacks, allegedly from Iranian 
sources, against companies in its shipping and busi-
ness logistics sectors.183

The growing sophistication of these and other 
Iranian cyberattacks and Iran’s willingness to use 
these weapons have led various experts to char-
acterize Iran as one of America’s most cyber-ca-
pable opponents. Russia reportedly “has helped 
Iran become a cyber-power by supplying it with 
cyber weapons, information, and capabilities. In 
turn, Iran passed its expertise to its terrorist proxy 
Hizballah.”184 Russian cyberwarfare aid reportedly 
increased after Russian–Iranian strategic coopera-
tion surged following Moscow’s disastrous 2022 in-
vasion of Ukraine, with Russia providing advanced 
digital-surveillance capabilities that Iran could use 
for domestic surveillance or foreign espionage.185 
Iranian cyber forces have gone so far as to create 
fake online personas in order to extract informa-
tion from U.S. o"cials through such accounts as 
LinkedIn, YouTube, Facebook, and Twitter.186

Significantly, the FBI sent the following cyber 
alert to American businesses on May 22, 2018:

The FBI assesses [that] foreign cyber actors 
operating in the Islamic Republic of Iran could 
potentially use a range of computer network 
operations—from scanning networks for po-
tential vulnerabilities to data deletion attacks—
against U.S.-based networks in response to the 
U.S. government’s withdrawal from the Joint 
Comprehensive Plan of Action (JCPOA).187

On November 4, 2020, the U.S. Department of 
Justice announced that it had seized 27 domain 
names used by Iran’s IRGC in a global covert 

influence campaign.188 A National Intelligence 
Council report released on March 16, 2021, assessed 
that during the 2020 U.S. presidential election:

Iran carried out a multi-pronged covert influ-
ence campaign intended to undercut former 
President Trump’s reelection prospects—
though without directly promoting his rivals—
undermine public confidence in the electoral 
process and US institutions, and sow division 
and exacerbate societal tensions in the US.189

Iran’s election influence e"orts were primarily 
focused on sowing discord in the United States 
and exacerbating societal tensions—including 
by creating or amplifying social media content 
that criticized former President Trump—prob-
ably because they believed that this advanced 
Iran’s longstanding objectives and undercut 
the prospects for the former President’s re-
election without provoking retaliation.190

In April 2023, Microsoft warned that Iranian 
hackers had greatly refined their cyberwarfare 
techniques and were targeting energy and trans-
portation infrastructure inside the United States.191

Conclusion
Iran represents by far the most significant secu-

rity challenge to the United States, its allies, and its 
interests in the greater Middle East. Its open hos-
tility to the United States and Israel, sponsorship 
of terrorist groups, and history of threatening the 
commons underscore the problem. Today, Iran’s 
provocations are mostly a concern for the region 
and America’s allies, friends, and assets there. Iran 
relies heavily on irregular (to include political) 
warfare against others in the region, and the num-
ber of ballistic missiles fielded by Iran is greater 
than the number fielded by any of its neighboring 
countries. The development of its ballistic missiles 
and potential nuclear capability also make Iran a 
significant long-term threat to the security of the 
U.S. homeland.

This Index therefore assesses the overall threat 
from Iran, considering the range of contingencies, 
as “aggressive” for level of provocative behavior. 
Iran’s capability score holds at “gathering.”192
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