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KEY TAKEAWAYS

The executive branch’s misuse of federal
intelligence authorities gives Congress
clear and compelling grounds for enacting
forceful reforms, starting with the FBI.

Congress should define the scope of the
FBI’s jurisdiction, refocus its mission on
traditional law enforcement, and put it
under effective control.

At the very least, Congress must adopt a
minimum set of critical reforms necessary
to safeguard America’s freedoms.

he liberty of the American people is under

threat from politicized national security agen-

cies, exemplified by the abuses of the Federal
Bureau of Investigation. Congress must act to restrain
and reform the FBI and mitigate this threat to our
cherished freedoms.

There is good reason to rethink the entire idea of
the FBI at a fundamental level—to start over from
scratch and reconstruct the Bureau in a new form, one
refocused on its core law enforcement responsibilities,
brought under effective control and oversight, and
subject to the structural restraints needed to protect
the constitutional rights of Americans.

After laying out the need for fundamental reform,
this paper describes the general elements that would
be involved in rebuilding the FBI and offers options
for Congress’s consideration. We at The Heritage
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Foundation stand ready to assist with the foundational research and ana-
lytical work needed to flesh out the components of a serious plan for the
Bureau’s reconstruction.

Whether or not Congress decides to advance a comprehensive package for
reimagining the FBI, there still remains an urgent imperative for Congress
to act without delay to end the weaponization of the FBI and the misuse of
intelligence authorities. We describe below the minimum set of reforms we
believe must be enacted. The push this year for legislation reauthorizing
Section 702 of the Foreign Intelligence Surveillance Act (FISA)! provides a
useful opportunity for congressional action. Any reauthorization of Section
702 must include meaningful reforms.

The Need for Reform

Once America’s premier domestic law enforcement agency, dedicated
to protecting the American way of life from organized crime and terrorist
conspiracies, the FBI has now become an adversary of freedom in the eyes
of many Americans, misappropriated for partisan political purposes, abus-
ing its national security powers for the suppression of free expression and
religious dissent and for the harassment of law-abiding citizens.

After 9/11, the FBI took on a new prime directive: to detect unfolding
plots and prevent the next terrorist attack before it happens, not just to
investigate evidence of suspected crimes after the fact. That was an under-
standable reaction to the intelligence lapses of the pre-9/11 years, when
the FBI had been deliberately walled off from the latest foreign threat-as-
sessment information collected by federal intelligence agencies, even
information about suspicious activities in the U.S.

Butin the years since 9/11, the Bureau has expanded the scope and use of
its own intelligence-gathering powers in dangerous ways, directing them
increasingly at political movements that threaten the Washington estab-
lishment and at the exercise of constitutionally protected rights by ordinary
Americans.

The recently published Durham Report? officially confirms what was
already widely known: Without any proper or credible predicate, the FBI
launched a partisan political effort to derail the 2016 presidential campaign
of Donald Trump while simultaneously acting to protect Trump’s Demo-
cratic rival, Hillary Clinton, from serious legal jeopardy.

Under the cloak of a “counterintelligence” investigation codenamed
Crossfire Hurricane, FBI Director James Comey, Deputy Director Andrew
McCabe, and the FBI’s leadership team employed the Bureau’s powerful
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intelligence-gathering authorities to target the Trump election campaign.
Relying on frivolous and unsubstantiated claims of collusion between
Russia and the Trump campaign, including the wildly ludicrous fantasies set
outin the so-called Steele Dossier, an opposition-research product commis-
sioned by Democratic Party operatives (which may itself have been Russian
influenced), Director Comey and the FBI advanced the Russia collusion
narrative through deliberate leaks of information to the media, misleading
statements to Congress and the public, and a falsified application for secret
FISA surveillance of Trump associate Carter Page.?

In a December 2019 report, the Inspector General of the U.S. Depart-
ment of Justice (DOJ) excoriated Comey and the FBI for their conduct of
Crossfire Hurricane, particularly the FISA application targeting Carter
Page.* The Durham Report has now amplified those damning indictments.

The Durham Report also exposes the political bias and double stan-
dards applied by the FBI in giving favorable treatment to Hillary Clinton
and her campaign. Just when he was ramping up the Crossfire Hurricane
investigation in the summer of 2016, Director Comey took upon himself
the unilateral authority to make (and to announce publicly) the ultimate
decision not to prosecute Clinton for her mishandling and deletion of sen-
sitive State Department emails,® a usurpation of prosecutorial power by
the FBI director that violated DOJ’s well-established policies and lines of
authority.° Durham also reports that in 2016, FBI leadership, demonstrating
its political bias, put the brakes on four criminal investigations opened by
FBI field offices into potential foreign influence on the Clinton Foundation
and gave the Clinton campaign a special “defensive briefing” about the risk
of infiltration by Russian actors that was denied to Trump.” As the report
states:

The speed and manner in which the FBI opened and investigated Crossfire
Hurricane during the presidential election season based on raw, unanalyzed,
and uncorroborated intelligence reflected a noticeable departure from how it
approached prior matters involving possible attempted foreign election inter-
ference plans aimed at the Clinton campaign.®

Meanwhile, John Brennan, the Obama Administration’s director of the
Central Intelligence Agency (CIA), briefed President Obama, Vice President
Biden, Attorney General Loretta Lynch, and FBI Director Comey on infor-
mation available to the Intelligence Community indicating that candidate
Clinton had approved a plan “to vilify Donald Trump by stirring up a scan-
dal claiming interference by the Russian security services” in the election.’
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Shockingly, Comey did not ensure that that information was passed along to
all of the FBI agents who were actively pursuing the Trump-Russia collu-
sion investigation he had greenlighted.!° Thus, most of the FBI investigators
Comey and McCabe unleashed on the Trump campaign were never told that
the U.S. government had reason to know the claims on which the investiga-
tion was based may have been stirred up by the Clinton campaign.

Even after Trump was elected, Comey and other senior Obama Admin-
istration officials continued their efforts to undermine the new President
and weaken his Administration. Intercepted conversations between the
Russian ambassador and incoming National Security Adviser Michael Flynn
were leaked to The Washington Post with the intent of driving Flynn out of
government. The leaks succeeded, forcing Flynn’s departure within a few
weeks of President Trump’s inauguration. To date, no one has been held
accountable for those leaks. Comey also engaged in leaks of confidential
conversations with the President to the news media in order to pressure
DOJ leadership to appoint a special counsel to carry on the investigation
into assertions of Russian collusion with Trump."

The abuses persisted long after Comey’s team was gone. In the lead up
to the 2020 presidential election contest between President Trump and his
Democratic challenger Joe Biden, the FBI warned Twitter and Facebook to
be on the watch for an expected dump of Russian disinformation designed
to influence the election. It was in part because of those warnings that the
social media platforms suppressed dissemination of the New York Post’s
exposé of the Hunter Biden laptop even though the FBI had had custody of
the laptop for many months and had already determined that its contents
were true and authentic.'

Then 51 former senior national security officials chimed in with a very
public letter intended to benefit Joe Biden’s campaign by convincing the
leading news outlets and major social media platforms to treat the laptop
story as a Russian lie. Recently released emails reveal that this effort was
organized by former Acting CIA Director Michael Morrell, and it played off
the intelligence community credentials of former CIA Director Brennan
and dozens of others to give candidate Biden “a talking point to push back
on Trump on this issue,” which Joe Biden used effectively in the presidential
debates.” Further, relying on bogus sources like the Hamilton 68 website,
the FBI pressured social media companies to report and suppress many
more social media accounts as “Russian influenced” than the companies
themselves believed was justified."*

Since 2020, the FBI has expanded its efforts to pressure social media
platforms to censor domestic speech. FBI agents have flagged social
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media content as “misinformation” or “disinformation”—often target-
ing posts raising concerns about election integrity or questioning the
Biden Administration’s pronouncements on COVID-19 and the COVID
vaccines. Recently disclosed documents show how the FBI, along with
elements of the Department of Homeland Security (DHS), enlisted the
cooperation of the social media platforms and nonprofit and academic
organizations to block, downgrade, or “shadow ban” the offending social
media accounts.”

In addition, the FBI has aided Attorney General Merrick Garland’s cam-
paign to investigate parental protests at school board meetings as potential
cases of “domestic terrorism.”*® It also has directed its resources toward the
arrest of pro-life protesters (many exercising their sincere religious beliefs)
at abortion clinics under the Freedom of Access to Clinic Entrances (FACE)
Act” while at the same time failing to take action against violent activists
on the political left like Antifa rioters.'

The Bureau has also diverted agents to the investigation of the January 6
riots at the expense of other pressing law enforcement priorities like child
trafficking.’ The Biden Administration has lost track of some 85,000 child
migrants who were allowed entry into the U.S. as unaccompanied minors,
and there is no doubt many of these children are being trafficked within
our country as sex slaves or slave laborers.?® Stopping these outrages and
arresting the perpetrators of these horrible crimes should be the highest
priority for FBI investigators.

In asimilar vein, the FBI’s Richmond, Virginia, field office recently issued
an intelligence bulletin identifying what it called “radical-traditionalist
Catholic” churches as potential hate groups, based on claims from the
Southern Poverty Law Center (SPLC), even though the FBI had officially
renounced reliance on the SPLC’s “hate group” accusations.?' This intelli-
gence bulletin was rescinded by FBI headquarters the day after it was
publicly disclosed by a whistleblower.2?

Further, in a push to alter the culture within its ranks and advance

“diversity, equity, and inclusion” goals, the Bureau has reportedly relaxed
its standards of fitness and appearance, introducing personnel policies that
have caused the disaffection and loss of valuable agents who embodied the
traditional virtues of the FBI.*

In a recent congressional hearing, the Select Subcommittee on the
Weaponization of the Federal Government highlighted how the FBI has
retaliated against special agents who complained about the Bureau’s mis-
guided priorities and who made the difficult decision to come forward as
whistleblowers.>*
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On the FISA front, beyond its abuse of FISA surveillance in the Crossfire
Hurricane investigation of the Trump campaign, the FBI has also repeatedly
abused its access to the data collected through the FISA Section 702 pro-
gram for the purpose of acquiring information about American citizens or
lawful permanent residents of the U.S. (collectively known as “U.S. persons”
under FISA) even though Section 702 was designed for national security
surveillance of foreign threats to the U.S.

While Section 702 surveillance is targeted only at the communications
of foreigners who are reasonably believed to be located outside the United
States, the non-targeted end of those communications can be in the U.S,,
so the surveillance may therefore incidentally capture information about
U.S. persons. Heretofore, the FBI has been allowed to query the Section
702 database for U.S.-person information in connection with counterintel-
ligence and counterterrorism investigations and certain other criminal
matters related to national security.

However, materials recently unsealed by the federal district court judges
assigned to sit on the Foreign Intelligence Surveillance Court (FISC or FISA
court) reveal that the FBI has improperly queried the database more than
278,000 times, including to gather information about U.S. persons who were
crime victims, suspected January 6 rioters, people arrested at Black Lives
Matter protests, and even 19,000 donors to a congressional candidate.? In
fact, before this most recent disclosure of unsealed FISC materials, it was
already well known that FBI personnel had repeatedly failed to comply
with court-ordered procedures to limit searches for information about
Americans in the 702 database.?

Moreover, although the FBI committed to various remedial measures
to address its poor record of compliance, including new guidance on when
the FBI could query the database,?” those measures do not appear to have
been successful. In an April 2022 opinion unsealed and publicly released
on May 19, 2023, a federal judge sitting on the FISA court expressed exas-
peration with the FBI’s continued abuses of the 702 database and warned
that if the abuses did not stop, the court would be forced to order the FBI
to change its practices.?®

Earlier declassified FISC opinions from 2019 and 2020 revealed that
FBI personnel had searched Section 702 information for a variety of other
improper purposes, including investigating people who visited an FBI office
to perform maintenance, college students who applied for the FBI Colle-
giate Academy, and people seeking to participate in FBI’s Citizens Academy
program for local community leaders.?’ There were also reports that the FBI
had specifically queried the name of a Member of Congress, Representative
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Darin LaHood (R-IL), which, along with the recent revelation that the FBI
queried the database for information about political donors, raises the very
troubling specter that Section 702 is misused for partisan purposes.*

This disturbing record of abuses should dispel any question about the
need for forceful reforms of the FBI at the earliest opportunity.

Reimagining the FBI from the Ground Up

As the preceding recitation of facts establishes, there is a compelling case
for Congress to undertake a comprehensive plan to reconstruct the FBI
from its foundations and to consider as part of that plan the possibility of
limiting and focusing the FBI’s authorities and placing strong structural
controls on the Bureau for the preservation of American liberty.

Today, the FBI exercises virtually unconstrained authority to investigate
potential violations of any one of the vast and growing panoply of federal
crimes, other than those whose enforcement is assigned by statute exclu-
sively to another agency.* The Framers of our Constitution presumed that
law enforcement would continue to be, as it was in 18th century America,
almost entirely a state responsibility. They never would have conceived
of a federal law enforcement authority with the FBI’s sweeping mandate.

In addition to its criminal law enforcement jurisdiction, the FBI has
authority to address all manner of threats to national security, including
international terrorism and foreign espionage, as well as broad authority
to conduct intelligence gathering and intelligence analysis and planning
as a member of the Intelligence Community.** Combined with this wide-
open field of authority, though nominally subject to supervision by the
Attorney General (with a foot in the Intelligence Community), the FBI
maintains a strong culture of independence in its governance and deci-
sion-making, largely free to develop and approve its own agenda and
priorities.3?

Included in the FBI’s broad discretion is the ability to decide for itself
whether to initiate so-called “assessments” for the purpose of monitoring
individuals, organizations, groups, or activities.?* Assessments are supposed
to have an authorized purpose and must be approved by a supervisor, but
their launch requires no “particular factual predication.”® In other words,
there need be no factual basis to believe the subject of interest is violating
the law or threatening national security for the FBI investigators to begin
gathering information on the subject and closely monitoring and tracking
his or its activities. The rationale behind assessments is that:
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[Dletecting and interrupting criminal activities at their early stages, and
preventing crimes from occurring in the first place, is preferable to allowing
criminal plots and activities to come to fruition. Hence, assessments may be
undertaken proactively with such objectives as detecting criminal activities;
obtaining information on individuals, groups, or organizations of possible in-
vestigative interest, either because they may be involved in criminal or national
security-threatening activities or because they may be targeted for attack or
victimization by such activities; and identifying and assessing individuals who
may have value as human sources.®®

Methods of investigation approved for use in assessments include moni-
toring the subject online and through publicly available sources, examining
records and information collected on the subject by other government agen-
cies, using informants and other human sources, interviewing people who
may be familiar with the subject, putting the subject under observation and
surveillance not requiring a court order, accepting any information on the
subject that is voluntarily offered by any entity, and obtaining grand jury
subpoenas for telephone and email records.®”

In contrast to assessments, “predicated investigations,” which include

“preliminary investigations” or more formal “full investigations,” do require
some factual basis to initiate and involve more senior approval and over-
sight.?® Although assessments may develop into predicated investigations,
there is no requirement that they do so within any prescribed time frame,
and some assessments may continue indefinitely.

As for intelligence gathering, the FBI’s expansive mandate to collect
and analyze intelligence—ostensibly for foreign intelligence purposes but
largely involving surveillance occurring in the United States and often
focused on U.S. persons and the activities of Americans—involves few clear
limits. As long as the FBI judges that the surveillance relates to a matter

“of foreign intelligence interest responsive to foreign intelligence require-
ments” or “may obtain” such foreign intelligence, the FBI has discretion to
pursue the intelligence gathering through informal assessments, prelimi-
nary investigations, or full investigations.?* The FBI’s license to carry out

“strategic intelligence analysis” is extremely broad:

The FBI is authorized to develop overviews and analyses of threats to and vul-
nerabilities of the United States and its interests in areas related to the FBI's
responsibilities, including domestic and international criminal threats and
activities; domestic and international activities, circumstances, and develop-
ments affecting the national security; and matters relevant to the conduct of
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the United States’ [sic] foreign affairs. The overviews and analyses prepared
under this Subpart may encompass present, emergent, and potential threats
and vulnerabilities, their contexts and causes, and identification and analysis of
means of responding to them.*°

In undertaking legislation to reconstitute the FBI, Congress should
consider narrowing the Bureau’s jurisdiction and refocusing its mission
on those major law enforcement and national security challenges that are
beyond the capacity of state and local law enforcement to resolve and that
are not addressed by any other federal agencies. In addition, now that we are
more than two decades out from the atrocities of 9/11, Congress may wish to
consider anew whether it is necessary for the FBI to retain its current broad
intelligence-gathering mandate or whether it would be more appropriate to
move the intelligence functions out of the FBI and relocate them elsewhere,
perhaps within DHS.

The following outline describes in general terms the major elements we
believe ought to be considered in putting together a plan for a complete
makeover of the FBI.

Element No. 1: Consider restricting the new Bureau’s jurisdiction
and eliminating redundancies with other federal law enforcement
agencies. Congress should decide whether the newly constituted Bureau®
must continue to exercise general authority to investigate all federal crimes
or whether it would be more appropriate to limit the scope of the Bureau’s
investigatory jurisdiction.

We recognize that there are strong arguments in favor of retaining
a general criminal investigatory capability under the supervision of the
Justice Department—arguments based on the need for flexibility, efficiency,
adaptability, and nimbleness. Congress may well conclude that such a capa-
bility should be maintained in some form. However, in approaching these
questions in the bright light of recent abuses, we believe Congress should
give serious consideration to whether it would be better from a civil liberties
perspective to restrict the scope of the Bureau’s mandate by eliminating
redundancies between the Bureau’s jurisdiction and that of other federal
agencies, as well as by focusing what remains of the new Bureau’s mission
on large-scale crimes and threats to national security that require a feder-
al-level response.

A starting goal could be to achieve minimal or no overlap between the
investigatory and enforcement jurisdictions of the new Bureau and, for
example, the Drug Enforcement Agency (DEA); the Bureau of Alcohol,
Tobacco, Firearms, and Explosives (ATF); U.S. Immigration and Customs
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Enforcement (ICE) of DHS; the Financial Crimes Enforcement Network
(FinCEN) of the Treasury Department (which handles financial crimes and
money laundering and has broad administrative subpoena authority); the
investigatory agents of the Internal Revenue Service (IRS); the Secret Ser-
vice; the U.S. Marshals Service; the Bureau of Prisons; the 93 U.S. Attorney’s
Offices (which conduct grand jury investigations, among other things); the
various litigating divisions of DOJ (including the Civil Rights, Tax, Antitrust,
and Environment and Natural Resources Divisions), which handle certain
aspects of criminal investigations and prosecutions, usually in conjunction
with U.S. Attorney’s Offices; and potentially other enforcement components
of the federal government.

Weeding out these redundancies would go a long way toward containing
the free-ranging power of the Bureau. But it would not go all the way.

In addition to eliminating redundancies, Congress should also consider
whether to refocus what remains of the Bureau on large-scale enterprise
crimes and national security matters that are beyond the ability of state
and local law enforcement to address. These could include, for example,
organized crime syndicates; large-scale conspiracies to commit violent
crimes, including transnational terrorism; child pornography and human
trafficking enterprises; public corruption and broad-based fraud schemes;
espionage crimes by foreign powers; and widespread cyber-crimes. This
reform would be most in line with the foundational principles of federalism
that animate the genius of our constitutional republic.

Element No. 2: Consider moving the intelligence function else-
where and establishing by law distinct components within the
Bureau, each focused on clear federal law enforcement priorities.
Currently, the FBI assembles investigatory teams and employs assets as
needed from across the organization to focus on particular matters of
priority, often conjoining criminal investigations with national security
matters and intelligence gathering.*? In taking on the task of redesigning a
new Bureau to replace the FBI, Congress should decide whether the Bureau
must retain the flexibility to do so or whether it would be more consistent
with liberty and our values of freedom and a limited federal government
to chart a different course.

One option would be for Congress to define by statute the Bureau’s
different law enforcement focuses and establish discrete components for
each. For example, Congress could establish defined components within
the Bureau for confronting organized crime, violent conspiracies, child
pornography and human trafficking, public corruption and fraud, espio-
nage and cyber-crimes, and state and local support. As the Framers of our
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Constitution understood brilliantly, assigning different government func-
tions to structurally distinct entities is one effective way to check tendencies
toward administrative overreach and the dangerous accumulation of power.

At the same time, the separation of focus and functions in alaw enforce-
ment agency should not be so rigid as to give rise to problems of stovepiping
that could enable criminal activities that demand a federal response to
escape effective investigation. The agency needs to be able to deploy its
investigatory assets as required to respond to the shifting courses of crimi-
nal conduct. These are considerations that Congress should weigh carefully.

Whether or not Congress decides to organize the bureau’s areas of
responsibility into different subcomponents, Congress should give seri-
ous consideration to moving the intelligence-gathering function out of
the agency entirely. Perhaps, for example, Congress could move the FBI’s
directorate of intelligence functions to a new bureau of intelligence in DHS,
thereby removing DOJ’s new law enforcement bureau from the list of agen-
cies that comprise the Intelligence Community.

Here again, though, caution is warranted. If Congress does decide to
remove intelligence functions from the Bureau, it must take care not to
recreate the wall of separation between foreign-intelligence collection and
law enforcement that contributed to our vulnerabilities on 9/11. Intelligence
agencies must remain able to pass information in real time to the Bureau
about the threatening activities of foreign agents that may be occurring in
the U.S,, so that the Bureau can pursue appropriate follow-up action without
unnecessary delay.

Element No. 3: Consider limiting the tools of investigation used
by the Bureau and prohibit efforts to suppress free speech, religious
liberty, and other constitutional rights. Congress should consider
restricting or possibly even eliminating the new Bureau’s authority to con-
duct assessments of U.S. persons without a factual predication (in other
words, to monitor the activities of Americans without any evident connec-
tion to a possible crime). Similarly, Congress should consider restricting
the Bureau’s ability to stimulate or induce citizens into engaging in crimi-
nal activity without predication. Congress may decide it is appropriate to
require a clear factual predicate and senior-level signoffs for initiating each
investigation or sting operation in accordance with standards approved by
the Attorney General and consistently applied without partisan purpose
or political favoritism.

In any event, given the abuses enumerated above, there is every reason
for Congress to enact a firm statutory prohibition on any effort by the
Bureau to burden or suppress, directly or indirectly, the expression of
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constitutionally protected speech, the free exercise of religious convictions,
the lawful actions of parents to exercise control of their children’s education,
or any other lawful exercise of constitutional rights by Americans. This
latter reform should be table stakes in any legislative package for redesign-
ing the Bureau.

Element No. 4: Consider enhancing the Bureau’s support for and
partnership with state and local law enforcement. In our system of
federalism, the vast preponderance of law enforcement is properly carried
out at the state and local levels. A major function of the new Bureau should
therefore be to provide technical assistance to and support for state and
local law enforcement. Congress should consider whether it is necessary
and appropriate to enhance the Bureau’s resources for this purpose so that
the Bureau’s tools and expertise can be employed to improve the perfor-
mance and effectiveness of law enforcement at the local level —that is to say,
the ability of local agencies to enforce state and local laws.

This purpose is distinct from simply enlisting the state agencies or
forming federal-state partnerships for the enforcement of federal law. On
that front, Congress should consider providing for state attorneys general
and representatives of state and local law enforcement to participate in an
advisory council to recommend law enforcement priorities for the Bureau,
subject to the approval of the Attorney General.

Element No. 5: Consider eliminating from the Bureau unnecessary
administrative support functions. There is good reason for Congress to
remove from the Bureau all administrative support offices whose functions
can be provided efficiently for the Bureau by the Justice Department. These
would include, for example, the general counsel’s functions and the func-
tions of the offices of public affairs and legislative affairs.

Element No. 6: Consider moving the Bureau’s director into the
DOJ chain of command for more effective management and control
and repealing the 10-year term of office. The days of J. Edgar Hoover are
long past, and no federal law enforcement bureau should be a power unto
itself, able to act on a rogue basis without presidential supervision. The
new Bureau should be located firmly within the Attorney General’s chain
of command, and the director’s 10-year term of office should be repealed.

One possibility for management reform and control would be to move
the Bureau and its director under the general supervision of the Assistant
Attorney General for the Criminal Division and, with respect to counter-
intelligence and counterterrorism investigations and other investigations
relating to national security, under the specific supervision of the Assistant
Attorney General for the National Security Division. That is one of several
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significant structural FBI reforms proposed in Chapter 17 of Mandate

for Leadership 2025: The Conservative Promise, a joint production of The

Heritage Foundation and a coalition of more than 60 conservative public

interest organizations.*® Placing the Bureau under AAG supervision within

the DOJ chain of command would ensure effective leadership control, would

reflectits proper placement within the Justice Department’s management

hierarchy, and would put its activities in better sync with the two DOJ divi-
sions most responsible and accountable for criminal law enforcement and

national security-related investigations.

In addition, Congress should consider requiring DOJ management
approval for certain types of investigations, whether related to criminal
law enforcement or national security, and should ensure that the new
Bureau does not decide its own law enforcement and investigation agenda
and priorities. These are good-government reforms that advance the Con-
stitution’s design for strong presidential supervision and control of the
executive branch and thereby help to guarantee more effective political
accountability. They do not mean, and we are not suggesting, that the inves-
tigatory actions and criminal law enforcement policies of the Bureau or of
the Justice Department as a whole should ever be employed for partisan
political purposes. Doing so is anathema to the rule of law, to our system of
impartial justice, and to the best traditions of our nation.

Element No. 7: Consider revamping the bureau’s personnel stan-
dards and practices. Any fully realized reform plan should include a
wholesale review of the Bureau’s personnel and personnel practices and
would benefit from the inclusion of requirements for new, more stringent
ethical standards and employee screenings. It should be a goal to reimpose
historical FBI standards of fitness, character, training, and appearance to
ensure that the Bureau’s personnel will embody the highest standards of
professionalism.

As part of these reforms, Congress might wish to consider barring the
Bureau from hiring anyone who has previously been a federal employee.
The Bureau should not function or see itself as just another component
of the leviathan of the federal administrative state. We need the special
agents of the Bureau to be dedicated patriots who understand and repre-
sent the perspectives of the people in the heartland of America, not the
narrow perspective and self-serving priorities of the power establishment
in Washington.

Element No. 8: Consider shifting headcount and resources from
Washington to the field offices and consider moving the Bureau’s
headquarters out of the national capital area. One effective means
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of reform could be for Congress to increase staffing and resources in the
field offices of the new Bureau while significantly reducing headcount in
the Washington offices as well as canceling plans for a new headquarters
building. Congress should also consider moving the Bureau’s headquarters
out of the national capital area—for example, to the large complex currently
operated by the FBI on 1,600 acres at the Redstone Arsenal in Huntsville,
Alabama.**

Element No. 9: Consider creating a new Inspector General (IG)
for the Bureau. A new IG dedicated to the Bureau could be particularly
useful in ensuring proper oversight of the new Bureau’s compliance with
all applicable requirements, limitations, and protections envisioned by
Congress.

Element No. 10: Consider requiring a comprehensive IG review and
report cataloging and exposing all prior abuses. This comprehensive
review could be conducted jointly by the IG for DOJ and the new Bureau’s
IG, and it could be required to encompass all questionable past actions by
the FBI or any component of DOJ to monitor or gather intelligence on the
activities of Americans in the absence of any predicated connection to a
potential crime, as well as any use of FISA authorities, specifically including
the Section 702 collection, to gather information on the domestic activities
of Americans having no evident connection to a foreign threat, such as the
January 6 rioters.

Element No. 11: Consider requiring the Attorney General to iso-
late and purge all information improperly collected on Americans
by the FBI or other components of DOJ. The completion of this purge
could be made the subject of a report to Congress with a signed certi-
fication from the Attorney General and the Inspectors General for DOJ
and the new Bureau.

One final note: Any truly effective plan for addressing the federal gov-
ernment’s hyperactive tendency to monitor and attempt to influence or
suppress the lawful conduct of American citizens should include measures
to achieve true border security and vigorous interior immigration enforce-
ment. One important way to mitigate the rising threats to our liberties
and to the social fabric of our nation is to forestall the introduction of new
malign influences from foreign sources by preventing and controlling illegal
immigration. In particular, Congress should consider enacting prohibitions
on entryinto the U.S., access to U.S. markets, and ownership of land within
the U.S. of persons who have connections to the Chinese Communist Party
or to the Latin drug trafficking and human smuggling cartels.
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The Minimum Actions Required to End the Abuses

Regardless of whether Congress undertakes the complete reconstruction
of the FBI as described above, Congress must not refrain from enacting at
the earliest possible date the minimum set of critical measures that are
needed to restore control of the FBI and put an end to the misuse of intel-
ligence authorities.

At the very least, these reforms must include measures to insulate the
FBI from the 702 program and reform the FISA process; to prohibit the
federal government from targeting free speech, religious liberties, political
dissent, and parental rights; and to bring the FBI under the effective super-
vision of the President and the Attorney General within the management
hierarchy of the Justice Department.

First, with regard to FISA reform, Congress must:

e Prohibit the FBI from participating directly in Section 702 surveil-
lance and from querying the 702 collection on its own authority.
The FBI is a domestic law enforcement bureau first and foremost, not
anational defense agency. The collection of foreign intelligence under
FISA Section 702 need not be an FBI activity and can be insulated from
the FBI without doing significant harm to national security.

Section 702 authorizes a broadscale program of surveillance targeted
at foreign nationals who are outside the United States.*” By its terms,
Section 702 does not allow for any surveillance targeted at U.S. persons
or even at foreigners known to be in the U.S.*® Although the surveillance
typically occurs on electronic communications facilities in the U.S.
(taking advantage of the fact that a large portion of international com-
munications passes through our country), because of its foreign-threat
focus, the 702 collection need not be and usually is not conducted by
FBI investigators. Rather, the collection program is primarily operated
by other components of the U.S. Intelligence Community.

In contrast to 702, traditional FISA, which is used directly by the FBI
and can target persons in the U.S. for foreign intelligence surveillance,
requires the government to obtain an individualized court order from
an Article III federal judge supported by probable cause to believe the
person in question is an agent of a foreign power or a terrorist,*” with
each court order typically involving a lengthy application to establish
the necessary showing of probable cause.
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Because Section 702 does not involve individualized court approvals,
it allows for surveillance of a much wider array of foreign targets than
is allowed by traditional FISA. In 2022, for example, the 702 program
was used to monitor 246,073 foreign targets,*® while the government
obtained only 337 court orders for traditional FISA surveillance.*

We stress again what we emphasized above in discussing the possibility
of relocating the FBI’s directorate of intelligence: In removing the FBI
from direct involvement in 702, Congress must be sure to avoid erecting
a dangerous new wall between foreign-intelligence collection and law
enforcement. Intelligence agencies must remain able to pass informa-
tion gathered using 702 to the FBI in detailed intelligence reports that
allow immediate understanding of the national security significance

of the information and prompt, effective law enforcement action. The
FBI’s follow-up may involve a further investigation of the identified
threats using traditional law enforcement measures or traditional FISA
authorities with individualized approvals from the courts.

¢ Require the FISA court to appoint an amicus in all politically
sensitive cases involving U.S. persons. As part of the reforms of the
USA FREEDOM Act in 2015, the FISC is required to appoint an amicus
curiae, or “friend of the court,” to provide an additional viewpoint in
all matters that present a “novel or significant interpretation of the
law.”*° Congress should expand that provision to require an amicus
for all FISA applications that target U.S. persons for surveillance in
politically sensitive investigations as defined by existing DOJ direc-
tives. The additional scrutiny from an amicus would ensure that the
FISC receives the benefit of full briefing of an application when civil
liberties concerns are at their greatest while not impeding traditional
FISA applications targeting foreign spies or terrorists.

¢ Require that extensions of traditional FISA surveillance must be
heard by the same FISA court judge. The surveillance of Carter Page
was initially approved by FISC Chief Judge Rosemary Collyer and then
reauthorized three times by three different judges.* These renewals
required all the approving judges to familiarize themselves with complex
facts, frequently on a short deadline, which can lead to a presumption
to defer to the government’s request without questioning the need for
continued surveillance. In 2019, Representative Chris Stewart (R-UT)
introduced a bill that would require the same judge who issued the
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original order for surveillance to consider any requests to extend that
surveillance.”* Although this requirement would create an increased
logistical burden for the FISC as many of its judges reside outside the
Washington, D.C. area, this burden can be overcome if Congress provides
additional resources for FISC judges to make use of secure videoconfer-
encing capabilities at their home judicial duty stations.

¢ Reform the prong of traditional FISA that was abused in 2016
and 2017 to target Carter Page. Under traditional FISA, Americans
can be targeted for surveillance only if the government demonstrates
probable cause that they knowingly engaged in terrorism or clandes-
tine intelligence activities. If the latter, there is a second requirement:
The clandestine intelligence activities must involve an actual or
imminent violation of federal law.>

In the Carter Page FISA applications, the government argued that
there was probable cause that Page’s activities constituted aiding,
abetting, or conspiring with Russian intelligence services to violate
prohibitions on acting as an unregistered foreign agent.>* There

is an element of circularity to this use of the statute: According to
the government, Page helped the Russians to engage in clandestine
intelligence activities that involved breaking federal law, and the
laws the Russians would break were bans on acting as a foreign agent
without registration.”® As a result, the second element of the FISA
prong that applies to Americans—the added requirement that their
activities aid in the violation of a federal law—collapsed into the first
element.

This infrequently used provision is susceptible to abuse because it
allows the government to bootstrap the first part of the two-part FISA
test for Americans into the second. Congress should exclude violations
of foreign agent registration laws from the category of federal laws
that allow for surveillance of an American so that a Carter Page-type
FISA application can never happen again.

For each of the four FISA reforms described immediately above,
Congress’s consideration of the executive branch’s request for the reau-
thorization of FISA Section 702 (which is scheduled to expire at the end
of this year) provides a ready-made opportunity for congressional action.
Reauthorization must be paired with meaningful reforms.
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We take it as a given that Section 702 remains a critical tool for protecting
our nation from the greatest external threats we face today, such as the
malign encroachments of Communist China®® and the insidious transborder
activities of the Latin cartels.’” The 702 program accounts for well over half
of the most important foreign intelligence relied upon by senior U.S. poli-
cymakers,®® and we accept that future Presidents will continue to require
the real-time threat-assessment capabilities enabled by 702. As Congress
considers the important question of reauthorizing 702 this year, it must
insist, at a minimum, on the FISA reforms urged above, including insulating
the FBI from 702, as a condition of reauthorization.

Second, whether or not Congress reforms the structure and functions
of the FBI, there remains the urgent need for Congress to enact important
prohibitions, limitations, and protections to halt the politicization and
misuse of the federal government’s investigatory powers and intelligence
authorities. In particular, Congress must:

e Prohibit all federal agencies from taking any action to support
the censoring of so-called domestic disinformation or the tar-
geting, harassment, or suppression of religious beliefs or the
lawful exercise of parental rights. This prohibition must cover
any direct or indirect efforts by any federal agency to suppress con-
stitutionally protected speech, the free exercise of religious liberty, or
other constitutionally protected rights, including by contracting for
or indirectly supporting or promoting such pressure tactics. Congress
should disband and outlaw any ill-conceived anti-free speech entities
like the Disinformation Governance Board at DHS and should refuse
to appropriate funds for any similar efforts in the future.

In this age of woke ideology and cancel culture, it is far too easy to
imagine the FBI and other federal agencies misusing their powers and
influence to stifle the circulation of views in opposition to the latest
social and cultural dogmas of the ruling elite like transgender ideology
and critical race theory. No agency of the federal government should
ever again attempt, directly or indirectly, to police the free thought
and lawful speech and beliefs of Americans or the natural demands of
parents to have a say in their children’s education.

¢ Codify DOJ directives to improve oversight of politically sen-
sitive FBI investigations. Following the DOJ Inspector General’s
report on Crossfire Hurricane, then-Attorney General Bill Barr issued
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two directives to reform the FBI’s process for pursuing surveillance
in politically sensitive investigations® and to create a new Office of
Internal Auditing within the FBI.%° Congress should codify similar
directives to ensure that such reforms have teeth and stay in place
through changes of leadership at DOJ. In doing so, Congress should
consider going further than Attorney General Barr by placing the new
office responsible for auditing the FBI’s surveillance activities outside
the FBI itself, either within the DOJ hierarchy or, with regard to
foreign intelligence-related investigations, under the direction of the
Director of National Intelligence.

¢ Ensure rigorous oversight of compliance and stiff penalties for
violations. Congress should establish a new Inspector General for the
FBI, dedicated to overseeing compliance with the above prohibitions
and protections. Congress should also provide for effective remedies
for violations, including not just administrative discipline for violators,
but also the prospect of civil damages for private citizens whose rights
are infringed by violations and the potential for criminal liability.

¢ Require DOJ to investigate intelligence leaks that could be con-
strued as being directed at political opponents. To deter future
abuses, Congress should require that DOJ investigate all unauthorized
disclosures of intelligence related to the communications of domestic
political figures. Congress should further require that DOJ seek the
communications records of journalists who publish the classified
information involved in any such leaks so that these investigations can
be effective.®

¢ Consider reforming the Hatch Act so that it applies to senior
Intelligence Community officials after they leave government
service for as long as those officials continue to possess a secu-
rity clearance. Such a prohibition would prevent former intelligence
officials from taking part in electoral politics with the implication
that their continued access to classified information gives them
special knowledge or insight, and it should include effective penalty
provisions.

Finally, with or without a comprehensive rebuilding of the FBI, Congress
should enact several of the structural reforms we have described above as
ameans to ensure that the FBI is brought under effective control within
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the chain-of-command hierarchy of the Justice Department under the
supervision of the Attorney General. These should include, at a minimum,
the following three reforms:

¢ Reorganize the FBI’s reporting structure. Putting the FBI under
the supervision of the Assistant Attorney General for the Criminal
Division and, with regard to national security matters, the Assistant
Attorney General for the National Security Division would ensure
improved management control.

e Streamline the FBI’s headquarters functions. In any reform legis-
lation, Congress should eliminate unnecessary administrative support
offices within the FBI, reduce headquarters staff, and move the
Director’s office into the main Justice Department building. Congress
should also reduce the general staffing and resources of the FBI head-
quarters operations in favor of shifting more staffing and resources to
the FBI’s field offices and cancel the new headquarters building sought
by the Biden Administration.

¢ Repeal the 10-year term of office for the FBI Director. This
reform would encourage each new President to appoint his own lead-
ership team for the FBI, thereby improving political accountability for
all FBI activities.

Conclusion

The FBI’s chilling record of politicized abuses and the executive branch’s
continuing misuse of federal intelligence authorities to target the exercise
of free speech and other constitutional rights of Americans gives Congress
clear and compelling grounds for enacting forceful reforms, starting with
the FBI. In fact, it is time for Congress to consider a complete reconstruc-
tion of the FBI, defining the scope of its jurisdiction, refocusing its mission
on traditional law enforcement, and putting it under effective control. Short
of that comprehensive reform, Congress must, at the very least, put in place
the minimum set of proposed reforms we have described above. The reau-
thorization of FISA Section 702 offers a perfect vehicle for doing so.

Steven G. Bradbury is Distinguished Fellow in the Executive Vice President’s Office at The
Heritage Foundation.
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