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H ow the United States positions itself for success in the era of quan-
tum computing, sensing, and encryption will have ramifications 
for the future of manufacturing, the development of medical cures, 

the national security needs of the military, the ability to protect information, 
and more. In addition, which country reaches quantum supremacy first will 
determine global power dynamics. The United States cannot allow power to be 
centralized in the hands of one actor, especially the Chinese Communist Party. 
For the U.S. to lead in quantum technology, it must employ a whole-of-govern-
ment and whole-of-industry approach alongside foreign allies and partners. 
While many challenges remain in bringing quantum technology to scale, the 
scientific race and outcome amongst nations, militaries, academia, and tech-
nology companies will define the 21st century.

China’s potential to eclipse the United States in a quantum-technology 
arms race is an issue of acute concern to U.S. national security. Within the 
past decade, China has identified quantum capabilities as a mission-crit-
ical technology for its economic and national security measures. China’s 
developments in the quantum arena have drawn a heavy-handed response 
from the United States, with the Department of Commerce placing mul-
tiple Chinese quantum computing (QC) firms on an export blacklist and 
the Department of Defense (DOD) issuing a memorandum calling on the 
public and private sector to develop and adopt post-quantum encryp-
tion standards.1

However, developments in quantum technology are not limited to 
the Chinese mainland. Quantum technologies are being developed at a 
breakneck pace in research labs around the globe. Quantum computers 
exponentially use quantum physics to make computational speeds faster 
than those of legacy computer systems. The potential ability of nations 
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like China and Russia to conduct quantum computational functions puts 
nearly every encrypted file in the United States—for both the public and 
private sectors—at risk of decryption and exploitation. At the same time, 
various quantum science fields present challenges and opportunities by 
introducing new defense and intelligence capabilities and systems. U.S. 
policies must focus on expediting post-quantum encryption throughout 
the government, prioritizing national security systems while expanding 
international collaboration with allies and partners, and fiercely protecting 
quantum intellectual property (IP).

The Select Committee on the Strategic Competition Between the United 
States and the Chinese Communist Party has an opportunity to oversee 
the Biden Administration’s quantum policy developments, provide further 
legislative recommendations on quantum policy to authorizing committees, 
and press government-wide movement toward understanding quantum 
applications for defense and non-defense purposes.

Computing Overview

Quantum computing is not the progression of traditional computing—
it transcends the boundaries of physics. Using the principles of quantum 
mechanics, quantum computations use subatomic particles, such as pho-
tons or electrons in the form of quantum bits, to allow the particles to exist 
in more than one state at the same time.

Traditional Computing. Traditional computing uses binary units, 
known as “bits,” to store information using complex strings of ones and 
zeroes. Traditional computers can read, write, and delete data at will by 
assembling microscopic electrical circuitry to transmit and store bits. By 
reading these bits and their stored values, the computer can generate user 
interfaces, run complex mathematical functions, and execute elaborate 
lines of code. While infinitesimally small, computational parts that run on 
the latest processing chips still must abide by the laws of physics.

Quantum Computing. By transcending the boundaries of classical 
physics and using quantum physics, QC can produce results that outclass 
its conventional counterparts by orders of magnitude. While traditional 
computing uses bits to transport and store information, QC uses “qubits,” 
short for “quantum bits,” to assemble programs and execute code. Qubits 
use two physical mechanics unique to the quantum plane: superposition 
and entanglement. While a bit can hold only a value of 0 or 1, quantum 
superposition dictates that a qubit can have a spectrum of values between 
0 and 1 co-occurring at any given time. When a qubit is “observed,” it will 
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collapse into either a positively or negatively charged state. An array of 
qubits could simultaneously exhibit the characteristics of every possible 
combination of positive and negative charges, leading to exponential per-
formance increases.

Quantum entanglement is the idea that by observing one qubit, one can 
necessarily infer the polarization of another “entangled” qubit, no matter 
the physical distance separating the two. Both superposition and entan-
glement allow computational efficiency of which traditional computers 
will never be capable. Thus, quantum computers are not a more powerful 
version of a traditional computer. They use an entirely different technol-
ogy based on deeper scientific understanding, which will affect virtually all 
aspects of society dramatically.

Recent Quantum Developments. It is not surprising that researchers 
worldwide are driving the rapid growth of QC capabilities, considering the 
unrivaled potential of quantum technology. With nearly $30 billion2 being 
spent across the globe to facilitate quantum development, it is clear that 

“quantum computing is at the forefront of national initiatives.”3

The push for advancements in quantum technology comes as the 
scientific and military communities develop new applications for QC. Appli-
cations include quantum-powered artificial intelligence (AI),4 quantum 
cryptanalysis,5 and quantum-sensing technology.6

The future of quantum technologies will be heavily based on the modal-
ities of quantum computation. Which variable subatomic particle is being 
manipulated will play a significant factor in the future of commercial 
ecosystems. Researchers are continuously learning new ways to control 

Classical computing
Light switch is either On or O�

Quantum computing
Light on a dimmer switch, with 
a continuum of possible states 

between On and O�
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SOURCE: Karti Mahendran et al., “Quantum Computing: Hype or Reality?” Deloitte, July 2021, p. 3, 
https://www2.deloitte.com/content/dam/Deloitte/au/Documents/deloitte-au-quantum-computing-hype-reality- 
290721.pdf (accessedmarch 28, 2023). 

FIGURE 1

Fundamental Computing Concepts
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modalities for quantum computation through superconducting qubits, 
silicon quantum dots, trapped ions, neutral atoms, photonic qubits, and 
topological qubits.

 l Superconducting qubits. Quantum computation using supercon-
ducting qubits will manipulate an electromagnetic pulse to control 
the magnetic fluctuation, an electric charge, or the “phase difference 
across a Josephson junction,” a device with “nonlinear inductance 
and no energy dissipation.”7 Advantages include the ability to design 
electrical circuits to achieve the subtleties needed to test and scale the 
number of qubits. Disadvantages include these circuits’ susceptibility 
to quantum noise and their inability to hold quantum states for longer 
periods of time, their larger sizing, and their being more error-prone 
at scale due to differences in circuit structures and “decoherence” 
in the qubits. Google, IBM, and Intel are significant researchers in 
this modality field and have shown promising abilities to scale the 
number of qubits.8

 l Silicon-quantum-dot qubits. These qubits are metal-free, biologi-
cally compatible quantum dots—semiconductor nanocrystals, which 
are particles only nanometers in size that can contain optical and 
electronic properties. Possible advantages include a smaller size than 
other qubit technology silicon spin qubits, which are made from single 
electrons, abundant material to reproduce, and coinciding scalability 
with existing silicon-based semiconductor fabrication manufactur-
ing.9 Different modalities have shown maturing development in the 
number of qubits, and silicon quantum dots have shown recent prom-
ise and potential.

 l Trapped-ion qubits. Trapped-ion computing uses charged atomic 
particles within electromagnetic fields in a shared trap where lasers 
induce a qubit(s) coupling. The modality has exhibited some of the 
most promising QC capabilities. Honeywell, IonQ, Universal Quantum, 
and Alpine Quantum Technology have announced rapid developments 
in this modality in recent years and benefit from fewer errors than 
other modalities and longer-lasting quantum states with individual 
ions. Disadvantages include slower interactions than superconducting 
qubits and limitations in how many ions can fit in a trap to allow inter-
action. Ongoing work is occurring in this field to link chains of qubits 
using photons or interconnecting ions around a giant chip.10
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 l Neutral-atom qubits. This modality is similar to trapped ion qubits, 
except with uncharged atoms. Using lasers, alkaline earth metal atoms 
are trapped to hold in position. Advantages include being able to 
operate at room temperature and lengthy coherence times with the 
possibility to scale into a large single qubit.11 Alkali-metal atoms have 
disadvantages as the “electronic spin states used to store quantum 
information can be corrupted by the light field used for trapping the 
atoms.”12 Quantinuum, Rigetti, Atom Computing, and IonQ are com-
panies currently active in this modality sector.13

 l Photonic qubits. Photonic computation happens when a photon 
and atom interact in a quantum state using photons as qubit rep-
resentation. Advantages include “simple components, the ability 
to run a variety of quantum operations, and most importantly, 
photonic quantum computers can perform at room temperature, 
which reduces the size of the extreme cooling systems.”14 Photonic 
quantum capabilities could also integrate into existing fiber-
optic-based telecommunications infrastructure, thus opening 
possibilities in quantum communication networking and quantum 
Internet.15 Some disadvantages include multiple qubit gates being 
challenging to construct, photon loss during operations, and dif-
ficulty detecting. Recent breakthroughs have shown promise in 
overcoming some difficulties by developing a photonic quantum 
chip that is “programmable, can execute multiple algorithms, and 
is potentially highly scalable.”16 Companies in the field include 
Xanadu Quantum Technologies, Orca Computing, Psiquantum, and 
Tundrasystems Global.

 l Topological qubits. Using pairs of Majorana Zero Modes (MZMs), a 
specific type of quasiparticle that acts as only half of an electron, topo-
logical qubits would theoretically layer on superconducting materials 
and be nearly impervious to noise that plagues other modalities. The 
theory of this possibility bore out in a 2018 Nature study that was 
later retracted for “insufficient scientific rigour.”17 Since then, though, 
Microsoft has heavily invested in research to prove the reliability of 
the physics needed to build scalable topological qubits, believing that 
they show the most promise for constructing reliable, mountable QC 
capabilities. Researchers were recently able to produce a topological 
phase and measure the topological gap to, in turn, measure the sta-
bility of the phase.18 There remain many questions about whether a 
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topological qubit can be constructed. Still, if it can be done, there could 
be exponential possibilities in stability, size, and speed compared to 
other qubit modalities.

The U.S. Quantum Computing Program

Quantum computers will drive innovation across government and the 
American economy. As such, private-sector actors are driving many of the 
developments in quantum technology within the U.S. Through companies 
like Google,19 Honeywell,20 IBM,21 Amazon,22 Intel,23 Lockheed Martin,24 
Microsoft,25 Northrop Grumman,26 D-Wave,27 Rigetti Computing,28 and 
other quantum start-ups, it is clear that America’s technological lead-
ership is headed toward groundbreaking changes if the U.S. maintains a 
strategic edge over adversarial competitors. Several private-sector com-
panies have hit milestones in QC technology. In 2019, Google unveiled 
a 54-qubit superconductor-based quantum processor that could solve 
a complex problem in three minutes and 20 seconds, which would take 
a traditional computer 10,000 years to solve.29 Then, in November 2021, 
IBM launched the Eagle, a 127-qubit computer, which surpasses Chi-
na’s 113-Qubit Jianzhong Chinese machine and is designed to operate 
in the cloud.30 This computer follows IBM’s initial successes with the 
27-qubit Falcon process unveiled in 2019 and the 65-qubit Humming-
bird processor released in 2020.31 IBM announced a 433-qubit Osprey 
processor in November of 2022 with the goal of an 1121-qubit Condor 
processor in 2023.32

As private corporations have dominated the production and innovation 
of quantum technology, the U.S. government has pledged at least $1.2 billion 
in sizeable public funding projects. In addition, numerous ongoing projects 
fall outside the $1.2 billion pledge under the National Quantum Initiative.33 
The Biden Administration released the National Security Memorandum 
on promoting QC in May 2022. This memorandum outlines the policy 
to drive the American quantum sector, mitigate the risk of threats to the 
nation’s cyber, economic, and national security domains, and dangers to 
encryption.34 In addition, executive action agencies, such as the Defense 
Advanced Research Projects Agency (DARPA), continue to work on pivotal 
investments in breakthrough national security technology. In January 2022, 
DARPA moved to a phase-two program to develop quantum computers 
capable of solving complex optimization problems on Rigetti Computing’s 
80-qubit system Aspen-M.35 And, DARPA continues to research the physical 
composition of quantum technology.
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In 2022, President Joe Biden signed the Creating Helpful Incentives 
to Produce Semiconductors (CHIPS) and Science Act of 2022, which, in 
addition to funding subsidies for semiconductor fabrication production 
in the United States, authorized additional investments in quantum 
research programs.36 The CHIPS and Science Act includes the Quantum 
User Expansion for Science and Technology (QUEST) Act,  which allows 
$30 million per year over five years to increase researcher access to “leading 
edge quantum computing resources.” Other authorizations included a pro-
gram for quantum network infrastructure to research networking devices 
and methods; a supply chain for networking technologies using quantum, 
material science, and experimental tools; and testbeds for quantum net-
working. Finally, the CHIPS and Science Act authorized a pilot program to 
advance the “next generation” of quantum-capable students and teachers 
in quantum mechanics.37

The Intelligence Advanced Research Project Activity (IARPA) is 
developing quantum technologies for application to the U.S. Intelligence 
Community and government. Under recent and current programs, such as 
quantum-enhanced optimization (QEO), which, with coordination from 
the University of Southern California, led a consortium of universities and 
private companies, began developing quantum computers that are 10,000 
times faster than classical computers with the use of quantum annealers.38

The annealers allow “high coherence” time for qubits to maintain 
sustained periods such as superposition when in two or more states.39 
Other programs, such as Logical Qubits (LogiQ), are working to create an 
error-corrected logical qubit that will encode quantum information and 
enhance the performance of the block.40 Entangled Logical Qubits (ELQ) 
is a program that advances “universal fault-tolerant quantum computing 
(UFTQC) by demonstrating high-fidelity entanglement between error-cor-
rected logical qubits using a modular architecture.”41 These programs 
aim to improve the value of collected data from all sources by developing 
quantum-enabled sensors, improved collection techniques, and, more pre-
cisely, target information for intelligence, surveillance, and reconnaissance 
(ISR) roles.42

Some challenges and risks with QC include the possibility of a “zero-
day” scenario in which traditional encryption regimes are compromised 
worldwide.43 In July 2022, the National Institute of Standards and Tech-
nology (NIST) announced the first series of quantum-resistant computer 
algorithms, a significant development to secure digital information in a 
post-quantum world. The NIST identified four encryption tools designed 
to withstand future hacking by a quantum machine. Referred to as 
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Crystals-Kyber, Crystals-Dilithium, Falcon, and SPHINCS+, the four algo-
rithms will be finalized in roughly two years. These algorithms, in practice, 
will be able to withstand an assault of a future quantum computer that could 
crack the security “used to protect privacy in the digital systems we rely on 
every day—such as online banking and email software.”44

The news of the NIST algorithms also signals the beginning of the final 
phase of the NIST’s research, one step closer to developing a public-key 
cryptology standard.45 The NIST development is a massive step toward 
protecting entities for the U.S. government and personal and private 
information for the American public. While identifying the algorithms is a 
significant step toward forming the basis of new standards and greater resil-
ience of encryption mechanisms, extensive work remains to be done. The 
NIST selected 12 companies to guide the nation’s cryptographic standards. 
The companies collaborating with NIST include Amazon Web Services 
(AWS), Cisco Systems, Cryptosense, Crypto4A Technologies, InfoSec Global, 
ISARA Corporation, Microsoft, Samsung, SandboxAQ, Thales, Thales 
Trusted Cyber Technologies, and VMware.46 In conjunction with the NIST, 
the National Security Agency (NSA) recently released new encryption stan-
dards algorithms to transition to quantum-resistant networks for national 
security system owners and vendors, with accompanying standards coming 
later.47 Recent advances in AI have demonstrated the difficult tasks ahead 
of post-quantum encryption. One of the new NIST-recommended encryp-
tion algorithms is vulnerable to being broken, for example, after Swedish 
researchers used recursive-trained AI combined with side-channel attacks, 
showing the need to account for rapid advances happening in AI.48

The risks associated with QC will begin during the implementation 
stages as technology successfully transitions to operational applications 
in industry and the “majority of risk likes in the vendors.” So it is critical 
to involve essential companies that provide the foundation for IT security 
and management through implementing critical infrastructure, updating 
technologies, and moving unsupported technology out of the ecosystem.49 
Collaboration between these companies as well as with the government and 
policymakers will help to mitigate the risk, enable the growth of quantum 
technologies by ensuring safeguards for usage, and bring the U.S. one step 
closer to reaching these technological breakthroughs and novel applications.

European Quantum Computing Programs

The European Union is also making strides to develop quantum tech-
nology production and research. Quantum Flagship, a 10-year research 
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initiative led by the European Union, was launched in 2018 with an 
expected budget of €1 billion (around $1.06 billion) to pursue quantum 
computing, simulation, and communication.50 Other areas included in 
the flagship project are basic research in quantum physics, quantum 
metrology, and sensing. Quantum Flagship consists of a project building 
a future communication network based on quantum key distribution 
(QKD), a technology that uses the principles of quantum mechanics for 
cryptography.

In 2019, seven member states (Belgium, Germany, Italy, Luxembourg, 
Malta, the Netherlands, and Spain) signed a declaration agreeing to 
work together to make a quantum communication infrastructure (QCI) 
network available in Europe. The QCI would boost European quantum 
technology, cybersecurity, and industrial competitiveness capabilities. 
Additional states (Austria, Bulgaria, Croatia, Czech Republic, Cyprus, 
Denmark, Estonia, Finland, France, Greece, Hungary, Ireland, Latvia, 
Lithuania, Poland, Portugal, Romania, Slovakia, Slovenia, and Sweden) 
joined subsequently. The infrastructure network would integrate quan-
tum technologies into conventional communication infrastructures 
between earth and space-based transmissions to connect long distances 
across the European continent and globally.

Recently, the European Space Agency, supported by the French and Aus-
trian space agencies, has been working with satellite company Thales Alenia 
Space on the TeQuantS project to develop future quantum information 
networks and cybersecurity applications to “demonstrate the performance 
of long-distance quantum satellite links.”51

An abundance of innovation is coming from U.S. allies in the EU. In Octo-
ber 2021, the European Commission announced the creation of a prototype 
for the most miniature quantum computer based on industry standards.52 
The EU is also building a 50-qubit variant of the compact quantum com-
puter based in Innsbruck, Austria.53

The Delft University of Technology in the Netherlands recently pub-
lished research indicating the ability to use quantum teleportation to send 
data across three physical locations.54 Albert Einstein theorized this to be 
impossible, and “spooky action at a distance” allows data transfer between 
locations without moving the physical matter that holds it.55

In 2021, Germany also announced an investment of €2 billion (around 
$2.12 billion) in quantum sciences. Ten leading German corporations jointly 
founded the Quantum Technology and Application Consortium. The newly 
established consortium aims to further develop the existing fundamentals 
of QC into usable industrial applications.56
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Lastly, the United Kingdom has allocated £1 billion toward a collabora-
tive quantum project using industry, academia, and government resources.57

Russian Quantum Computing Programs

While less robust than the U.S., China, or European counterparts, Russia 
also competes in the quantum arms race. By 2020, the Russian government 
established the National Quantum Laboratory (NQL) under the state 
nuclear corporation Rosatom. Russia’s NQL aims to produce a 100-qubit 
quantum computer by the end of 2024;58 however, the rate of development 
may be halted. With the war in Ukraine continuing unabated, industries are 
affected by war and economic sanctions. Leaders of quantum companies 
and research institutions in Russia must anticipate the ramifications of 
their invasion on other industry sectors.

Additionally, as Russia continues its focus on defeating Ukraine, its 
pariah-like status could affect its ability to develop and acquire new tech-
nologies, especially quantum technology. Like other industries, the most 
apparent effects will be on supply chains that provide everything from raw 
materials to highly engineered equipment that make up quantum comput-
ers and sensors. Current and additional technology export restrictions will 
likely delay Russia’s R&D in quantum sciences.

Before it invaded Ukraine, the Russian government incorporated quan-
tum technologies into its technological road map. In 2019, the Russian 
government signed multiple agreements with several state-owned corpo-
rations to begin development of quantum technology. Russian Railways is 
managing the development of quantum communications, and Rosatom is 
driving the growth of QC and material sciences. Rostec is developing quan-
tum sensors, and both Rostelecom and Rostec are heading the development 
of Russia’s 5G infrastructure.59

Near the end of 2021, Russia saw some tangible outcomes. First, a Rus-
sian scientist at Rosatom developed a four-qubit ion quantum-computer 
prototype.60 Second, the National University of Science and Technology 
completed a prototype two-qubit computer capable of solving Grover’s 
Quantum Algorithm, a fundamental quantum computational perfor-
mance benchmark.61 These two developments have made minimal public 
announcements about Russia’s quantum industry. Still, Moscow is con-
tinuing to back state-owned projects seeking to reduce economic and 
intellectual dependence on the West.

As the war in Ukraine continues, export controls that the United States 
and other nations have placed on Russia have already affected domestic 
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production, semiconductor, aerospace, and automotive industries.62 With 
supply-chain issues moving everything in the quantum industry from raw 
materials to equipment that makes quantum computers and sensors, inno-
vation and production from Russia are jeopardized.

But while Russia feels the impacts of sanctions on its industry, the rest of 
the world will also experience reverberating effects on the quantum industry. 
For example, the helium supply is being disrupted, which is essential to the 
operation of superconducting quantum computers. Helium reserves are 
being depleted as Russian state-owned company Gazprom brought 20 million 
m3 of new helium capacity online when it opened three helium production 
lines at a gas-processing plant in southeastern Russia. This logistics center 
is intended to also package liquid helium into cryogenic containers to ship 
worldwide, which is necessary for cooling quantum systems. This facility in 
operation is likely to increase the global supply of helium by about 11 percent.63 
The helium supply, other raw materials sourced in Ukraine and Russia, and 
the worldwide supply chain’s general state are experiencing turbulence.

With impacts on the economy and production, and an inhibited talent 
pool, Russia is looking to China to alleviate pressures from the restrictions 
and sanctions. Russia expects to rely on China for collaboration on pro-
grams, critical capabilities, infrastructure needs, material demands, and 
financial assistance as sanctions and other costs of war impede Russian 
industries. Although the two countries cooperated on technology R&D 
before the Ukraine invasion, it is hard to predict the longevity and stability 
of the Russian–Chinese alignment in this space.64

Chinese Quantum Computing Program 
Is a National Security Threat

China aims to be a global leader in technology innovation and, as a nation, 
it is the closest to the United States in competition for the best software. Xi 
Jinping aspires to surpass the United States in developing quantum sciences 
and all technological innovations, including AI, cyberspace, and warfare. 
In 2016, China launched a megaproject for quantum communications and 
computing, which aims to achieve significant breakthroughs by 2030. This 
includes expanding China’s national quantum communications infrastruc-
ture, computing systems, and practical quantum simulators. Since then, 
the Chinese Communist Party (CCP) has pledged in its 14th five-year plan 
from 2021 to 2025 to fund an estimated $15.3 billion in quantum R&D.65 
This amount accounts for public disclosures and does not include classi-
fied programs.



12 BEATING CHINA IN THE RACE FOR QUANTUM SUPREMACY

 

Most recently, physicists in China claim to have constructed two quan-
tum computers with performance speeds faster than Google’s 54-qubit 
Sycamore processor: the Jiuzhang 2.0 and the Zuchongzhi 2.0.66 The Jiu-
zhang 2.0 is a 113-qubit machine that can calculate in one millisecond a 
task that would otherwise take the world’s fastest conventional computer 
30 trillion years to process. Zuchongzhi 2.0, a 66-qubit computer, can run 
a calculation task one million times more complex than Google’s Sycamore 
quantum machine. While these developments do not surpass IBM’s 433-
qubit Condor processor, China is working to outpace its competitors.

In late 2023, a group of Chinese researchers associated with leading 
Chinese laboratories and institutions claimed to have found a mechanism 
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to combine classical and quantum computing to break modern public-key 
Rivest–Shamir–Adleman (RSA) encryption using a 372-qubit computer.67 
Their paper,68 which has not been peer-reviewed, has caused a cascade of 
concern from those who believed that a much larger qubit capability would 
be needed to break modern-day encryption, and unleashed skepticism among 
many other experts of its underlying merits. Still, the likelihood of a quantum 
computation and technology breakthrough, either via increased capabilities 
in qubits, modality stability, or along with traditional advanced computation, 
is on the horizon. Additionally, a quantum actor like China, which seeks to 
achieve and understand how to harness these capabilities, will likely not 
advertise it for as long as possible to seek to decrypt as much data as feasible.

China’s work in quantum sciences is a geopolitical threat and a major 
national security threat. China plans on fielding AI systems backed by 
quantum technology that could “improve the already-extensive analytics 
and surveillance capabilities deployed in the name of national security.”69 
China is reportedly developing quantum military applications, including 
stealth aircraft and communications systems.70 Although China has claimed 
advancements in this area, experts believe that it is “not likely to be an 
imminent threat to stealth technology.”71

China’s Quantum Key Distribution: The 
Space, Sea, and Ground Race?

China has used quantum to deploy QKD, which enables China to encrypt 
communications with quantum-entangled cryptographic keys. QKD will 
be an essential part of data security as it provides a fundamental layer of 
production that “shields confidential data from exposure to attacks.”72 Using 
quantum properties to exchange information, such as a cryptographic key 
that can encrypt messages, QKD addresses the challenges of class key dis-
tribution approaches by “providing a secure cryptographic block for remote 
parties to share cryptographic keys.”73

QKD works due to the fragility of quantum mechanics. For example, 
when the system experiences a disruption, such as when someone is 
trying to intercept a communications exchange, it will leave detectable 
traces in the quantum system. With the traces being discovered, legiti-
mate exchanging parties can discard the corrupted information or reduce 
the information available to the eavesdropper by distilling a shorter key. 
QKD typically uses fiber-optic cables or free-space quantum channels 
to send quantum states of light between the transmitter (Alice) and 
receiver (Bob). See Figure 2. QKD secures a line through a public and 
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authenticated communication link between two parties to perform the 
post-processing step, but with a correct and secret key. The key exchanges 
ensure that Alice and Bob are securely on the line. If the QKD calculates 
an eavesdropper or error, the system is notified, and the information is 
intercepted. Both mistakes and information leakage are removed during 
error correction and privacy amplification, leaving Alice and Bob with a 
shared key known only to them.

Alice encrypts a 
message by 

combining it with 
the key that will 
make the result 

incomprehensible 
to anyone without 

the key

If no transmission 
errors are detected, 

Bob will use the 
key to decrypt the 

message

          SR268  A  heritage.orgSOURCE: Heritage Foundation research.

FIGURE 2

How Quantum Technologies Can Encrypt Messages
Quantum key distribution (QKD) is a technique used to send encrypted 
messages. In the example below, Alice will use QKD to transmit a 
message to Bob.

Alice and Bob share a secret key 
made up of unique, long, and 
random bits of information, 

typically quantum states of light 
that are unpredictable

If a third party, Eve, 
attempts to determine 
the key, errors will be 

added to the 
transmission

Message MessageKEYMessage Message
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The Chinese government has developed a network for QKD linking 
four quantum metropolitan area networks (QMANs) in cities in eastern 
China with a location in the far west of the country. The QMAN com-
prises a 1,240-mile fiber-optic link among the cities of Beijing, Hefei, 
Jinan, and Shanghai and a satellite link spanning 1,616 miles between two 
observatories—one east of Beijing and the other just a few hundred miles 
from China’s border with Kazakhstan.74 According to the University of 
Science and Technology of China, there is the potential to expand plans 
for expanding the network by working with partners in Austria, Canada, 
Italy, and Russia.75

Other potential breakthroughs for China’s quantum networks include 
experimentation with underwater communications, which the Center for 
a New American Security described as

within a blue-green optical window in seawater of 400–500 nautical miles, in 

which “photons experience less loss and can therefore penetrate deeper.” Hy-

pothetically, Chinese quantum networks might extend underwater to include 

submarines, though water quality and potential interference could sometimes 

be a constraint.76

In 2016, China launched its Micius satellite, which established a QKD 
network that transmits information in quantum form between the satellite 
and multiple ground stations. This launch was a component of Quantum 
Experiments at Space Scale (QUESS), a project initiated in 2011 that 
involved collaboration between a team led by Pan Jianwei from the Chinese 
Academy of Sciences and the Austrian Academy of Sciences.77 Although the 
Austrian and Chinese teams initially competed, this collaboration arose 
after the European Union was unwilling to fund a similar project. Through 
the program, Chinese scientists explored space-to-ground QKD, in which 
quantum keys were sent from Micius to ground stations at distances ranging 
from 645 kilometers (km) to 1,200 km, 20 orders of magnitude greater than 
optical fiber. In September 2017, Micius was used for a video call secured 
through QKD between the Austrian and Chinese Academies of Sciences 
presidents, the first intercontinental QKD, at a distance of 7,600 km.

It is a high priority for China’s foremost quantum scientists to develop 
“unhackable systems” via post-quantum encryption and, in general, quan-
tum supremacy over the globe. There remains a debate about the extent to 
which programs like QKD have been implemented, the costs, and whether 
their breakthroughs have just “resulted in excessive hype or alarm.”78 For 
example, the Center for a New American Security observes that “it remains 
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to be seen whether the major state-directed investments in quantum 
cryptography and large-scale construction of quantum communications 
infrastructure will deliver the desired dividends in the long term.”79 Addi-
tionally, propaganda may also be a driving factor either exaggerating the 
narrative of Xi’s “nation of innovation,” signaling prowess, or provoking 
undue concerns from potential adversaries, such as the United States and 
Western allies.80

Cooperation of Friends and Foes

The U.S. is integrating quantum cooperation agreements into existing 
alliances, such as the North Atlantic Treaty Organization (NATO), as well 
as into more recent strategic arrangements, such as the Australia–U.K.–U.S. 
(AUKUS) security pact and the Quadrilateral Security Dialogue (the Quad) 
among Australia, India, Japan, and the U.S.81 In April 2022, Sweden and 
Finland entered into agreements with the United States on their quantum 
initiatives.82 Aside from U.S. work with EU allies and the U.K., the Quad 
countries continue to make some promising developments in quantum pos-
sibilities. Along with working closely on critical and emerging technologies, 
such as AI, QC, 5G, and semiconductors, the Quad also seeks to develop and 
set new global cybersecurity standards across various technology sectors.

In India, a joint team of scientists from the Defence Research and Devel-
opment Organisation and the Indian Institute of Technology in February 
2022 successfully demonstrated a QKD link between two northern cities 
over 100 km from each other. They made this link using commercial-grade 
optical fiber already in the field and demonstrated “indigenous technology 
of secure key transfer for bootstrapping military grade communication 
security key hierarchy.”83 India’s Ministry of Defence released a “commer-
cial request” to procure an “advanced communications solution” using 
quantum key distribution, likely in response to China’s growing interest in 
the field and growing security concerns for India.84 The Indian government 
is continuing to expand its quantum ecosystem. In 2020, the country allo-
cated $1.12 billion over five years as part of the national mission on quantum 
technology. With the funds, India has already established between 10 and 
15 government agencies, 20 to 30 service providers, 15 to 20 start-ups, and 
40 to 50 academic institutions to support these efforts.85 The development 
of quantum tech across industries will add an estimated $280 billion to 
$310 billion to the value of the Indian economy.86 While the U.S. has not 
officially signed an agreement with India for a partnership on quantum, 
President Biden and Indian Prime Minister Narendra Modi have discussed 
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expanding partnerships in the areas of space, cyberspace, health security, 
semiconductors, AI, 5G, 6G, future-generation communications technology, 
and blockchain, all of which could expand to quantum-related projects.87

Australia is ramping up its investments in the quantum space by allo-
cating $111 million toward a blueprint action plan of critical technology 
priorities set by former prime minister Scott Morrison, as well as more than 
$70 million over the next 10 years for a quantum commercialization hub.88 
The government also highlighted QC as a critical emerging technology in the 
Digital Economy Strategy because the quantum industry can add $4 billion 
and 16,000 new jobs to the Australian economy by 2040. In the November 
2021 agreement signed between the U.S. and Australia on quantum science 
and technology cooperation, the two nations look to collaboration, contin-
ued information-sharing practices, and building a trusted global quantum 
marketplace.89 The AUKUS Quantum Arrangement has been an underap-
preciated value added to the overall agreement with initial joint efforts on 
quantum capabilities for “positioning, navigation, and timing” and later 
opportunities to “integrate emerging quantum technologies in trials and 
experimentation over the next three years.”90

Swiss researchers, in conjunction with U.S. bilateral collaboration and 
funding, have made strides toward using traditional and quantum technol-
ogy to potentially increase the cybersecurity of modern digital networks 
using QC as an add-on structure.91 By encrypting transmitted data using 
photons, quantum superposition observation would allow the transmitter 
to understand if the data flows were being attacked or intercepted. Much 
more R&D will need to be done to account for the types of fiber-optic cables 
and satellite systems needed to advance such structures.

The Japanese government this year decided to revamp its quantum 
technology strategy to catch up to the U.S. and China’s capabilities in the 
global computing race. A part of the Japanese strategy is to invest upwards 
of $590 million to build quantum technology for the country, doubling its 
investment this fiscal year.92 Japan estimates that its first quantum com-
puter will be developed by March 2023. The government expects 10 million 
users across Japan to use quantum technology by the decade’s end.93 The 
government-backed Riken research institute will add two new research 
sites to explore industrial applications, bringing 10 research sites to Japan. 
While the government sector is developing the means for growth, the pri-
vate sector is working through the Quantum Strategic Industry Alliance 
for Revolution (Q-STAR), which is a coalition of 24 companies, including 
Toyota, Hitachi, and NTT, to collaborate with industry, academia, and gov-
ernment in promoting technology platforms.94
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While the Quad countries are looking for greater collaboration and 
development of critical and emerging technology by fostering healthy com-
petition and international cooperation to “advance the frontier of science 
and technology,” threats from competitors, such as China and Russia, will 
likely strengthen the Quad alliance against their technological pursuits.

Technological collaboration has been essential to the Chinese–Russian 
bilateral relationship. The former Soviet Union long prided itself on scien-
tific and technological advancements. During the initial years of the Cold 
War, the USSR promoted a “comprehensive program of technology transfer 
to China.”95 Not only did China model its ideological policy after that of the 
USSR, it also modeled its economic policy planning on that of the Soviets. 
China benefited greatly from the USSR with assistance in the military and 
technical domain during the early years of the relationship. The USSR pro-
vided missiles, airplanes, weapons, and equipment, and sent thousands of 
engineers and technical experts to China. The two states’ cooperation was 
temporarily stalled from the 1960s until the late 1980s as the two nations 
split relations. Still, in the post–Cold War period, relations were normalized 
and science and technology exchanges began again.

While growth between China and Russia’s scientific and technological 
developments have traditionally been tailored to military, nuclear, and 
space programs, since the 2010s, the relationship has gathered pace as a 
key pillar in the bilateral relationship.96 In 2019, China and Russia elevated 
their ties to a “Comprehensive strategic partnership of coordination for a 
new era.”97 Examples of their increased collaboration include China’s Min-
istry of Science and Technology (MOST) and Russia’s Ministry of Science 
and Higher Education collaborating to identify priorities and facilitate 
linkages broadly; MOST and Russia’s Ministry of Economic Development 
(MED) signed a Memorandum of Understanding on Launching Coopera-
tion in the Domain of Innovation; MOST and MED hold regular meetings, 
convened by the Russia–China Working Group for High Technologies and 
Innovations; and the two ministries held the first annual Sino–Russian 
Innovation Dialogue in 2017.98 A high-level Chinese–Russian political ini-
tiative designated 2020 and 2021 as years of “innovation and technology 
cooperation” between the two nations.99 An estimated 800 events were 
expected to be held, including high-level conferences, scientific and tech-
nical exhibitions, youth innovation competitions, and exchanges of highly 
qualified specialists.100

Moreover, joint investments and funding schemes have proliferated, 
creating more outstanding capital for further technology cooperation. For 
example, in 2019, the Russian Direct Investment Fund (RDIF) and the 
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China Investment Corporation (CIC) created a $1 billion research and 
technology investment fund specifically for supporting small-and-medium 
enterprises (SMEs) and Chinese and Russian technology enterprises.101 
This allowed the two countries to work closely on areas deemed suitable 
for closer cooperation, including AI and robotics, information and commu-
nications technology, biotechnology, space, emerging technologies, and the 
digital economy.102

While the two have not publicly agreed to cooperate on quantum 
technology, China and Russia have advanced their work in the military, 
communications, and other strategic fields, which may include quantum 
projects. In 2017, China and Russia signed a road map to strengthen mil-
itary cooperation.103 Although the details remain elusive, the road map’s 
implied ambitions are to promote collaboration in areas such as hypersonic 
technology, the construction of nuclear submarines, and strategic missile 
defense, which, if both nations incorporate quantum and AI capabilities 
into their systems, could give them a strategic edge.

Engagement between the two countries seemed productive until 
2021. Still, engagement is stalled with the current war in Ukraine and the 
reverberating impact across Russia’s quantum industry, economy, and 
applications to the military programs. And while Russia sees China as a 
near-peer competitor and ally, pushed together by a common enemy (the 
United States), the Chinese view the relationship in a limited way.104 China 
no longer views Russia as a great power. With a stagnated and shrinking 
economy, capital flight, deteriorated external relations in the international 
financial system and trade, war crimes committed in Ukraine, and a dete-
riorated military,105 in Chinese discourse, Russia is beginning to become a 

“gas station disguised as a nuclear power.”106

Opportunities, Risks, and Challenges

Quantum computing systems offer the potential to process billions 
of functions in seconds, but their computational power currently has 
limited relevant applications. However, there is great potential for its 
adoption in government and civilian applications once the technology is 
further developed.

Aside from the work of DARPA, IARPA, and the Defense Science Board 
(DSB), which have explored QC, quantum communications, and quantum 
sensing, Congress has maintained a vested interest in developing quan-
tum technologies. Recent National Defense Authorization Acts (NDAAs) 
have included a variety of proposals, mandated reports, and funding for 
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quantum-computing-related projects.107 Requested budgets for quantum 
programs rose 37 percent from fiscal year (FY) 2020 to FY 2022 across 
different DOD organizations.108 Per the Congressional Research Service and 
data analytics firm Govini, the DOD requested approximately $688 million 
for quantum technologies and research in FY 2021.109 This amount is in 
addition to the substantive monies included in the recently passed CHIPS 
and Science Act of 2022 devoted to various federal quantum initiatives.

Additionally, the Biden Administration has taken action diplomatically 
and through executive directives on quantum technology.110 This includes 
the May 2022 signing of National Security Memorandum 10, which seeks 
to drive U.S. leadership in quantum information science (QIS) and plans to 
address threats that QC could pose to encrypted data systems.111 The NIST 
and the NSA is set to develop technical standards for quantum-resistant 
cryptography by 2024 and, more broadly, pursue a “goal of mitigating as 
much of the quantum risk as is feasible by 2035.”112 The United States has 
signed bilateral cooperation agreements on quantum R&D with Japan, the 
United Kingdom, Australia, Denmark, Finland, Sweden, and, most recently, 
Switzerland.113

In the private sector, speculation about innovative quantum technology 
applications is endless. In the health care industry, quantum technology 
could optimize the administrative backend for health care providers while 
also assisting medical researchers in genome mapping.114 Quantum sensing 
could also replace traditional magnetic-resonance-imaging (MRI) sensors 
and detect diseases like multiple sclerosis. Banks and cybersecurity com-
panies could benefit from data encryption by QC in the financial sector.115

By using quantum uncertainty to produce un-hackable private keys to 
encrypt or decrypt transactions or messages from one location to another, 
hackers would have to break the laws of quantum physics to access sensi-
tive data and information. Emerging developments in cryptocurrency and 
blockchain technology will also have to adjust in a post-quantum supremacy 
era in which traditional cryptography used in traditional blockchain will 
likely need to change its algorithms.116 Applied to other areas, these quan-
tum capabilities could enable secure voting, increase data transmission, 
and much more.

Technology companies may need help to hire people with deep tech-
nical expertise. This knowledge delta results from a need to accelerate 
the importance of expanding the American high-tech workforce through 
educational programs. While quantum development is heavily driven by 
national security and business structures, creating a workforce that can 
apply QC in practice is essential.



April 5, 2023 | 21SPECIAL REPORT | No. 268
heritage.org

 

However, many U.S. companies’ international presence (research labs 
and offices) presents more significant security challenges to IP theft. 
Securing U.S. data is a priority.117 China’s worldwide espionage and past 
cyberpilfering of government, corporate, and personal data could be a 
significant threat if “encrypted data with intelligence longevity,” such as 

“biometric markers, covert source identities, Social Security numbers, and 
weapons’ design” could be decrypted and used against U.S. interests.118

The United States generally leads the world in QC hardware and software 
patents, but China is quickly catching up and leading in other areas. In quan-
tum communication and cryptography hardware and software, China leads 
the field. Overall, China holds more than 3,000 patents related to quantum 
technology, nearly twice the U.S. number.119

Preventing further acts of espionage is essential for the growth and 
protection of quantum systems in the U.S. The Department of Commerce 
placed eight Chinese companies on an export blacklist for quantum tech-
nologies in November 2021.120 Secretary of Commerce Gina Raimondo 
added 66 Chinese companies to an export blacklist.121 In addition to the 
threat from China, the Biden Administration announced export controls 
in 2022 on semiconductors, lasers, and other technology to Russia’s 
defense industries in February and June in response to its invasion of 
Ukraine and to undermine its technology industries, manufacturing, and 
QC aspirations.122 The Biden Administration in October 2022 advanced 
an array of new export controls targeting China on semiconductors and 
equipment used to produce cutting-edge circuitry, with advanced QC 
being a priority in addition to high-end memory-chip manufacturing 
capabilities.123

Challenges: Keeping It Cool and Reducing the Noise

Aside from the international threat from adversarial actors, technolog-
ical and infrastructure challenges exist. Most quantum computers being 
developed worldwide will only work at fractions of a degree above abso-
lute zero.124 This temperature keeps atoms and molecules in a quantum 
state. Any disruption (for example, a temperature increase), can cause 
a qubit’s voltage to spike and flip from one state to another,125 requiring 
multi-million-dollar refrigeration, which is incompatible with conventional 
electronic circuits as they will instantly overheat. Maintaining quantum 
computers at temperatures colder than deep space is expensive and daunt-
ing, but researchers worldwide are working on innovations. In Finland, 
researchers from the University of Helsinki have been developing cryostats 
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for quantum computers since 1979.126 When IBM announced its system 
with 127 qubits, Bluefors, a Finnish start-up, stated that “we can handle that 
many in one enclosure using the most powerful system we have today.”127

While the compositional structure of quantum machines has tradition-
ally used cryogenic cooling for large-scale quantum computers, DARPA has 
looked at alternative compositions of quantum machines. Quantum systems 
traditionally use magnetic traps to isolate ions, and then organize the ions 
into a chain of qubits. But with DARPA’s recent development, scientists 
have discovered a configuration optimized for a more efficient process using 
rare-earth materials.128 In a process called the Penning trap, scientists used 
a “combination of a magnetic field and an electric field to configure two-di-
mensional ion crystals that perform quantum operations.”129 Rare-earth 
metals (such as neodymium or samarium cobalt) form powerful and perma-
nent magnets, which the trap uses instead of cryo-cooled superconducting 
magnets. The research team built an ion chain using this method for the 
length of 10 qubits, which has promising results for adding more quantum 
systems to the chain and more accurate computations.130

Rare-earth metals mining, development, and processing are essential 
components of thousands of consumer products to military weapons. 
China currently leads global trade and the acquisition of exclusive 
mining licenses worldwide. China has about 35 percent of the world’s 
reserves of rare-earth metals and refines about 70 percent of rare-earth 
elements for the rest.131 China has built factories close to the mines so 
that the raw material can quickly go into production. This increases 
efficiency and lowers production costs, making China an advantaged 
supply-chain provider and making it difficult for other countries to 
compete with it. For example, the country produced 120,000 metric 
tons (70 percent) of total rare earths in 2018, according to the United 
States Geological Survey. The U.S. pales in comparison, mining 15,000 
metric tons of rare earths in 2018.132

Additionally, through the Belt and Road Initiative, in which China has 
strategically positioned itself around the globe, the CCP has moved to 
obtain exclusive mining rights in African countries such as the Democratic 
Republic of Congo and Kenya, where “big ticket” infrastructure project 
deals have been secured for data centers and highways.133 China targets 
other locations with military-critical rare-earth minerals, including 
Angola, Cameroon, Tanzania, and Zambia.134 China’s breadth across the 
rare-earths industry could prove the CCP’s strategic position in develop-
ing quantum technology and other military, communications, and general 
industrial products.
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The U.S. needs to diversify outside the Chinese supply chain to create a 
competitive market and meet the growing demands of the technology indus-
try. Currently, the United States has a 1.4-million-ton reserve of rare-earth 
elements, one of the world’s largest, yet the U.S. only mines a fraction of avail-
able bedrock.135 Relying on China for this industry limits U.S. potential, and 
American stakeholders need to direct the rare-earth needs of the U.S. industry. 
The 2020 NDAA directs most Pentagon systems to only use non-Chinese 
rare-earth metals by 2025, and dictates that the federal government give pref-
erence to U.S. suppliers of these materials in government acquisitions.136 As 
part of the U.S. government’s strategy to ensure safe and reliable supplies of 
critical minerals, the DOD has recently announced contracts and agreements 
with several rare-earth-element producers. These contracts and agreements 
include using the Defense Production Act to invest nearly $200 million in 
three companies to boost capacity to produce neodymium, a vital magnet 
material, and other critical processed elements.137

Another potential approach to cryo-cooling alternative was discov-
ered by U.S. Army researchers, suggesting that using photonic circuits 
and optical crystals may no longer require quantum circuits to operate at 
frigid temperatures.138 MIT professor Dirk Englund stated on the Army 
research project: “Photonic circuits are a bit like electrical circuits, except 
they manipulate light instead of electrical signals.”139 And unlike quantum 
systems that use ions or atoms to store information, photons can bypass 
the cold temperature limitation. While photons must interact with other 
photons for this theory to work, researchers suggest that they temporarily 
engineer crystal cavities to trap them inside. This would allow the quantum 
system to establish the different possible states a qubit can hold.140 Remov-
ing the high costs and infrastructure demands of cryo-cooled conducting 
units could significantly expand the playing field of quantum technology. 
While the proposal for the room-temperature systems looks promising, the 
U.S. Army speculates that it will take “about ten years for the necessary 
improvements to be realized.”141

A group of MIT researchers recently developed a way to let wireless 
communication allow a quantum computer to “send and receive data to 
and from electronics outside the refrigerator using high-speed terahertz 
waves.”142 Terahertz waves, located on the electromagnetic spectrum 
between radio waves and infrared light, are significantly smaller than radio 
waves and allow larger quantities of data to be moved more rapidly than 
radio waves. Reducing the power consumption and quantum noise would 
allow less interference with quantum processors and could pave the way 
to large-scale quantum systems.143
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Potential Impacts on Battlefield 
Dynamics and Applications

For the U.S. military application of quantum technology, the Defense 
Science Board (DSB), an independent DOD board of scientific advisors, has 
concluded that quantum sensing, quantum computing, and quantum com-
munications are promising for the DOD.144 Quantum sensing will significantly 
improve submarine detection, provide alternative positioning and navigation, 
enable military personnel to detect anything from underground structures 
to nuclear materials to electromagnetic emissions, and assist in locating 
adversary forces. Quantum computations will advance machine learning 
(ML), enhancing kinetic warfare systems by aiding the targeting algorithms 
of autonomous weapons, which would, consequently, revolutionize the 
battlespace.145 The U.S. government could also make use of post-quantum 
encryption (PQE).146 PQE remains a top priority for the NSA, developing 
quantum key distribution and cryptography to protect military and U.S. 
government communications and information.147 PQE would be resistant to 
both traditional and quantum-enabled decrypting software. This could allow 
the private and public sectors to secure data. The British QC firm Majenta 
Solutions suggests that quantum decryption could be stalled by “sharding” 
data—dividing data into smaller, easier-to-manage portions.148 Lastly, quan-
tum communications will enable the secure networking of quantum military 
sensors, computers, and other systems, thus improving performance over a 
single quantum system or classical communications network.149

Michael Krelina, a researcher in the nuclear sciences and physical engi-
neering faculty at the Czech Technical University in Prague, outlined an 
array of possible applications of quantum warfare in the future,150 including:

 l Chemical and biological simulations and detection. The ability 
to carry out extensive simulations using quantum simulations could 
play a role in the specialization and advancement of countermeasures 
of chemical warfare agents, such as cyanogen, phosgene, cyanogen 
chloride, sarin, or yperit.151

 l New material design. Materials could theoretically be analyzed and 
simulated using quantum computation, allowing for the creation of 
potential new materials, room-temperature superconducting, and 
battery improvement. Additional defense materials, such as “better 
camouflage, stealth (electromagnetic absorption), ultra-hard armour, or 
high-temperature tolerance material design” could come to fruition.152
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 l Cyberwarfare. As mentioned, QKD has the potential to affect defense 
applications significantly and will need to overcome the weakness 
of endpoint vulnerabilities. Quantum applications could increase 
cyberwarfare vectors of attack on current encryptions while simul-
taneously seeing advancements in “quantum-resilient encryption 
algorithms” to counter future threats. Applying quantum computation 
to traditional computation to increase efficiencies and applying ML 
and AI in cybersecurity and warfare applications are likely outcomes.

 l Computing. Computing capabilities will vastly improve between 
the coalition of stable quantum computations alongside classical 
operating systems. Capabilities will likely scale as part of hybrid 
cloud architectures with vast advances in optimization, ML and 
AI, and simulations. In terms of military applications, QC could 
include optimization for “logistics for abroad operations and 
deployment, mission planning, war games, systems validation and 
verification, new vehicle design, and their attributes such as stealth 
or agility.”153 To improve classical computations, QC could opti-
mize and enhance “most classical ML/AI applications in defence, 
for example, automating cyberoperations, algorithmic targeting, 
situation awareness and understanding or automated mission plan-
ning.”154 For example, Lockheed Martin uses a quantum annealer 
from D-Wave Systems to validate and improve complex systems’ 
software code.155

 l Positioning, navigation, and timing (PNT). Quantum technology 
could create vast improvements within PNT structures. Inertial 
navigation using quantum capabilities could bring “100 times higher 
precisions than the classical counterpart” and could see advantages 

“manifested for GPS denied or challenging operational environment 
and enable precise operations [in] underwater and underground, or 
environments under the GPS jamming.”156 For example, the average 
submarine has an error of one mile per 72 hours. Quantum inertial 
navigation could have an error of “approximately hundreds of meters 
per month.”157 Recent reporting has signaled that quantum sensors 
for submarines and other vessels may be less than two years away 
in unacknowledged countries, and full navigation capabilities using 
such sensors is seven years to 10 years away for drones and small 
aircraft.158 The Air Force recently awarded a research contract to 
SandboxAQ to evaluate its quantum sensor prototype “designed 
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to complement the Global Positioning System (GPS) for accurate 
navigation in degraded, contested, or denied environments where 
the loss of precision GPS may negatively impact operations,” on Air 
Force aircraft.159

 l Intelligence, surveillance, target acquisition, and reconnais-
sance (ISTAR). Quantum improvements in ISTAR could dramatically 
improve situational awareness within multi-domain environments. 
Quantum sensing improvements will be seen in “individual land/sea/
aerial vehicles and low-orbit satellites.”160 Seismology and magne-
tometry improvements will be seen in anomalies within the Earth’s 
surface and the ability to observe submarines and mines in underwa-
ter environments.

 l Low-earth orbit (LEO) and space. Quantum gravimeter and mag-
netic sensing could

detect camouflaged vehicles or aircraft; effective for searching for a fleet of 

ships or individual ships from LEO; detect underground structures such as 

caves, tunnels, underground bunkers, research facilities or missile silos; the 

localization of buried unexploded objects (landmines, underwater mines 

and improvised explosive devices); through-wall detection of rotating 

machinery.161

With the increased traffic in LEO and beyond, quantum radar could 
vastly improve current capabilities to track extremely small debris, 
satellites, and meteorites.162

 l Imaging. Quantum 3D cameras could “inspect and detect deviation 
or structural cracks on jets, satellites, and other sensitive military 
technology.” Short-range imaging capabilities could improve “behind-
the-corner or out of the line-of-sight visibility” and be used to “locate 
and recover trapped people, people in hostage situations or improved 
automated driving to detect incoming vehicles from around a corner.” 
These improvements could also increase vision devices used to see in 

“cloudy water, fog, dust, smoke, jungle foliage in the nighttime”163 and 
help helicopter pilots see in complex visual environments. Quantum 
rangefinders would remove the detectability of conventional range-
finders and would be indistinguishable from a target.164
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 l Electronic warfare (EW). Quantum capabilities could improve 
classical EW, radio frequency spectrum analyzers, and ML/AI tech-
niques. Timing improvements can also enhance signals intelligence 
and counter-jammers.165

 l Light detection and ranging (Lidar). Rampant speculation on 
the potential capabilities of quantum radar are at times overstated 
versus the cost and capabilities of conventional systems. That said, 
quantum technology may have an “advantageous environment” in 
space where radar could be established on a satellite to detect small 
satellites that are otherwise difficult to observe. Using quantum 
Lidar as an anti-drone capability to detect smaller and slower-mov-
ing drone systems and objects, short-range air defense systems could 
also improve.166

 l Underwater capabilities. Submarines will likely be one of the 
first adopters of inertial navigation advantages brought by quantum 
capability. Larger submarines could onboard quantum devices and 
allow quantum magnetometers and gravimeters to help to map 

“undersea canyons, icebergs, or wrinkled sea bottom without using 
sonar that can be easily detected.”167 Additionally, a coastal array of 
superconducting quantum interference device (SQUID) quantum 
magnetometers could help anti-submarine warfare measures by 
detecting a submarine from 6 km away, with a conventional helicopter 
and plane having ranges of only hundreds of meters.168

 l Brain imaging and human-machine interface. Although a 
speculative field, as many of these potential warfare applications 
mentioned above in proof of concept are in real applications, the 
possible use of quantum magnetic encephalography could allow 
increased capabilities for human-to-machine interface and data 
collection. For example, soldiers’ helmets could be equipped with 
additional remote medical monitoring and detection, allowing 
further data input for battlefield commanders and medical support. 
Additionally, increased computational capabilities using quantum 
technology intermixed with conventional computing could enhance 
the human-machine interface with machines and autonomous 
systems on the battlefield.169
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Time Is of the Essence

The United States has made strides in recent years with additional 
attention to advancing quantum capabilities and future possibilities. The 
Trump and Biden Administrations and Congress have prioritized quantum 
information sciences with the National Quantum Initiative and priority 
roles within the Office of Science and Technology Policy (OSTP) at the 
White House. Recent NDAAs have included various quantum reporting and 
benchmark requirements for agencies across the federal government, as 
well as initiatives to speed collaborative efforts with the private sector and 
allied partners.170 While quantum technologies and applications will evolve 
along different timelines, the United States must strive to maintain current 
leads in some areas and rapidly advance, prepare for, and field quantum 
initiatives throughout the government and private sectors. To do so, the 
United States should:

Increase Access and Usage of Quantum Evaluative Test Beds for 
Federal Agencies and the DOD. Since the signing of the 2018 National 
Quantum Initiative Act, work on coordinating various quantum initiatives 
across the government and internationally has evolved. A garden variety 
of Department of Energy (DOE) laboratories is involved in multiple quan-
tum evaluative test beds alongside academic and private-sector entities 
for research.171 The Administration and Congress should reduce barriers 
to entry to these functions in different quantum research areas wherever 
possible. In recent years, the government has nearly doubled funding for 
quantum R&D. Still, the technical means of quantum information science 
and research talent will evolve into further applications.172 DARPA, IARPA, 
the DOD, the Intelligence Community, the National Science Foundation 
(NSF), the NIST, and the DOE National Laboratories have various research 
programs. Duplicative and administrative spending should be reduced 
where possible while seeking broader buy-in from cross-spectrum agencies 
and the private sector to begin accessing and understanding quantum devel-
opments, including quantum applications beneficial to U.S. government 
core missions.

Legislative initiatives on these matters include the QUEST Act of 2021, 
which was integrated into the recently passed CHIPS and Science Act of 
2022. The act seeks to carry out the Quantum User Expansion for Sci-
ence and Technology Program through the DOE (recently codified by the 
National Quantum Initiative Act) to “encourage and facilitate access to U.S. 
quantum computing hardware and quantum computing clouds for research 
purposes.”173 While the government should build further access points 
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for researchers and the private sector to DOE laboratories for quantum 
research, the federal government should avoid resourcing for commercial-
ization. Any future funds should come from existing basic science research 
appropriations.

As outlined in previous recommendations on DOE lab reforms and the 
interest of the private sector and venture capital in quantum research, Con-
gress should consider allowing labs to use flexible pricing for user facilities 
and unique capabilities, including charging a market rate for proprietary 
research and operation of technical facilities. Additionally, the DOE should 
allow labs autonomy in nonfederal funding partnership agreements, allow-
ing lab managers to collaborate with third parties for analysis within the 
U.S. with proper security protocols.174

Expedite Post-Quantum Cryptography Playbooks, Beginning with 
Rapidly Identifying Public-Key Cryptography and How It Is Used 
Within Government Agencies. The Biden Administration’s recently 
released National Security Memorandum on quantum technology set a goal 
of “mitigating as much of the quantum risk as is feasible by 2035.”175 While 
experts do not have a consensus on when the cryptanalytically relevant 
quantum computer (CRQC) will be able to break public-key cryptography, 
China or another adversary may reach these capabilities before the United 
States, and advance further pilfering of the U.S. government and citizen 
data. Recent Chinese research on this matter and potential breakthroughs, 
while disputed and unlikely to be revealed if proven, show an eagerness by 
the CCP to reach this milestone first.

The U.S. goal should be to quickly assess, catalog, and build prioritized 
playbooks for federal agencies to deploy post-quantum cryptology algo-
rithms to protect data as soon as feasible, and before 2035. The potential 
for a “Q-Day,” the hypothetical date when a quantum computer could crack 
current cryptographic standards, should be at the forefront of national secu-
rity leaders’ minds.176 China recently surprised the U.S. government with 
a weapons test of hypersonic capabilities ahead of the pace of intelligence 
assessments. General John Hyten, the prior Vice Chairman of the Joint 
Chiefs of Staff, called it “stunning.”177

President Joe Biden recently signed bipartisan legislation, the Quan-
tum Computing Cybersecurity Preparedness Act, to evaluate the federal 
agency prioritization parameters and funding needs of post-quantum 
cryptography standards through the Office of Management and Budget 
(OMB) after the NIST completes its algorithmic standards, which must 
withstand the rigor of AI advances.178 Congress should continue to put 
pressure on the Administration to better position the government’s future 
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encryption needs in the commercial community, as 5G/6G capabilities, 
rapid AI advances, and the Internet of Things (IoT) are further developed, 
no matter the unknown timelines in which these quantum capabilities 
are reached.

Build Education Incentives For 21st-Century Science, Technology, 
Engineering, and Math (STEM); Cyberspace; and Quantum and Infor-
mation Science Technology (QIST) Needs, Not for Woke Ideology 
and Economically Unattractive Fields. The Subcommittee on Quan-
tum Information Science of the National Science and Technology Council 
released a report in February 2022 outlining workforce development issues 
in the quantum field.179 The report outlines various strategic needs and chal-
lenges in developing a future QIST-capable workforce. These STEM-related 
workforce issues are not unique to the area of quantum technology; the 
United States will continue to need significant development within talent 
pools in other fields, such as cyberspace, computer science, and AI. This 
speaks to higher education’s need to develop additional pathways in these 
fields and to include these fields in K–12 education.

Giving parents choices in their children’s education while creating edu-
cational systems geared toward the future needs of the American economy 
and national security is vital. States should enact legislation that increases 
curriculum transparency for parents to transform outcomes from ele-
mentary school to higher education. For example, Governor Ron DeSantis 
(R–FL) signed H.B. 1467, which requires school districts to be transparent 
in the selection of instructional materials as well as establishing fixed term 
limits for school board members.

Governor DeSantis also signed S.B. 7044, which stripped power from 
accrediting agencies that had removed objectivity from the process. This bill 
will require Florida’s public colleges and universities to seek accreditation 
from different accreditors in consecutive accreditation cycles. The bill will 
require enhanced transparency of costs associated with Florida’s public col-
leges and universities. This is in stark contrast to the pursuit of critical race 
theory (CRT) and many accredited degree paths that lead students toward 
careers with inadequate market needs and incomes. It is telling that the 
Biden Administration’s Department of Education has targeted180 Florida’s 
innovative approach to accreditation reform as it hopes to maintain the 

“iron triangle”181—regional accreditation organizations, the schools, and 
federal bureaucrats—that exists to prevent innovation in higher education 
while keeping the federal government’s tentacles in institutions that fear 
losing accreditation. States should introduce and pass model legislation182 
to prevent CRT from being taught in K–12 schools and look for additional 
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opportunities to provide school choice, educational savings accounts 
(ESAs), and comprehensive parental rights while providing transparency 
on educational opportunities in STEM fields.

Congress should reintroduce S. 2339, the Higher Education Reform and 
Opportunity (HERO) Act, sponsored by Senator Mike Lee (R–UT) in the 
116th Congress, which would require institutions of higher education to 
publish information on student success, to provide fiscal accountability, and 
to provide school accountability for student loans. This would demonstrate 
the need for more STEM students and outline the pitfalls of pursuing a 
degree with a limited investment return. The HERO Act and broader efforts 
at accreditation reform would enable industry to collaborate with colleges 
to provide quality assurance and enable students to learn directly from pro-
spective employers in the STEM space.

Additionally, partnerships between private-sector research entities in 
the quantum field and academia have increased. IBM recently partnered 
with Howard University and 12 other historically black colleges and uni-
versities (HBCUs) to offer multi-year investments and access to quantum 
computers to further develop talent in quantum and other STEM fields.183 
Opportunities like these, which allow students and parents to gain greater 
transparency of possible outcomes related to STEM degrees and pipeline 
opportunities from corporations to explore quantum-related fields, are 
essential for ensuring an advanced and educated workforce prepared for 
the future of quantum technologies. Educating the next generation about 
the national security challenges connected to the adoption of quantum 
technology should be at the forefront of education and national security 
policymakers.

Expand International Collaboration. In recent years, the Biden and 
Trump Administrations have made significant inroads toward interna-
tional collaboration with partners in areas such as quantum technology 
and cyberspace. Many partners throughout Europe and Asia continue to 
develop practical quantum science programs in different fields that can 
assist with the future development of quantum technology and its potential 
applications. While these collaborations present a massive advantage over 
Chinese and Russian actions, they must see follow-through after the joint 
statements and declarations. China is seeking to collaborate with Austria, 
Canada, Italy, and Russia. The U.S. should be at the forefront of securing 
secure, cooperative research efforts with Austria, Canada, and Italy while 
sharing dual-threat security concerns of joint Chinese research.

Collaboration should include existing security arrangements. For exam-
ple, NATO’s 2022 summit in Madrid discussed further commitments to 
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developing emerging technologies, such as “quantum computing, artificial 
intelligence, and space tech” through its recently established Defence Inno-
vation Accelerator for the North Atlantic (DIANA), which models DARPA 
with technology fusion centers across NATO.184 DIANA includes more than 
$1 billion in funding, access to dozens of accelerator sites and test centers 
across 20 allied countries, and a new investment fund focused on deep, 
emerging, and disruptive technologies, including AI, big-data processing, 
quantum-enabled technologies, autonomy, biotech, novel materials, and 
space.185 For example, the U.S. should consider concrete concepts with 
partners, such as Quad members.

Increase Vigilance to Space-Based Quantum Applications, Oppor-
tunities, and Threats. The space domain continues to expand in both 
options and threat vectors with an explosion of commercially based and 
nation-state facilitators and increasing threats from adversaries, such 
as China and Russia. China’s 2016 entry with quantum satellite Micius 
is a prime example of technological innovation that focuses on building 
quantum communication networks and ground relay systems. Last year’s 
cyberattack on Viasat and its European impacts as part of the Russian war 
on Ukraine and advancements in commercial broadband capabilities with 
SpaceX’s Starlink is just the beginning of a crowded atmosphere where 
nations will seek the advantage.

Space-based quantum sensing and computing capabilities could further 
revolutionize everything from intelligence, including geospatial intelli-
gence (GEOINT) and signals intelligence (SIGINT) collection, to predicting 
earthquakes, droughts, and floods.186 The U.S. must expand capabilities 
within the National Aeronautics and Space Administration (NASA) and 
the Space Force for future quantum technologies while outlining policies 
to protect commercial capabilities.187

Protect Quantum IP. While many elements of QIS are in nascent stages 
and many advocate worldwide cooperation with few boundaries, the United 
States and many of its closest allies must wake up to the threats emanat-
ing from joint quantum research with China. In several other technology 
fields, including semiconductors, hypersonics, and AI, Chinese technology 
transfers, both legal and illegal, continue to compound the ability of the 
United States to protect its homegrown IP. The CHIPS and Science Act of 
2022 calls for various research security guardrails for billions of dollars of 
U.S. taxpayer-backed technology research funding. Still, massive gaps and 
security concerns remain unaddressed or unfairly criticized and maligned 
by detractors from research and academia.188 Congress must address these 
remaining research security concerns, including further consideration of 
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proposals such as former Senator Rob Portman’s (R–OH) S. 3997, the Safe-
guarding American Innovation Act, and placing additional restrictions on 
U.S. stakeholders that receive funding from the CHIPS and Science Act from 
making specific investments and undertaking specific research collabora-
tions with China.

Task the House Select Committee on the Strategic Competition 
Between the United States and the Chinese Communist Party with 
Assessing the Effectiveness of Current U.S. Export-Control Mech-
anisms and Potential Outbound Investment Controls Related to 
Strategic Technologies. The select committee should seek insights 
from government, business, and academic research communities on the 
effectiveness of current export-control mechanisms, the Department of 
Commerce’s entity list, the Federal Communications Commission, and 
the Committee on Foreign Investment in the United States, as well as on 
concerns about particular outbound investments that could affect national 
security and technology. The committee should quickly make legislative 
recommendations to the appropriate authorizing committees, which the 
committees should debate and consider in haste. Priorities should include 
frameworks that will not involve vast expansions of the federal regulatory 
state but are focused on economic levers and functional tools without loop-
holes to counter China’s capabilities and protect America’s innovations.

The Department of Commerce has yet to finalize definitions related to 
emerging and foundational technologies, as called for by recent reforms 
in the Foreign Investment Risk Review Modernization Act (FIRRMA) of 
2018 and the Export Control Reform Act (ECRA) of 2018. Although this 
definitions debate is highly technical and should be considered carefully, 
private-sector stakeholders are blind to which areas they should be con-
cerned about within their businesses. The National Counterintelligence 
and Security Center has released a list of emerging and foundational tech-
nologies of concern.

Still, the Commerce Department, the current primary stakeholder, 
should work toward final recommendations and expediently consider indus-
try and academic feedback. The effectiveness of the United States’ current 
entity list restrictions is unclear, and FIRRMA’s and ECRA’s export-control 
mechanisms need to be addressed further. Due to the nascent nature of 
the field, technical specifications relating to quantum technology are very 
complicated to quantify from a threat standpoint. The select committee 
should analyze and discuss with stakeholders, including governmental 
laboratories, the Intelligence Community, and the DOD, the fundamental 
question: What does the U.S. need to do to protect itself?
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Further cyberespionage protections should be established within quan-
tum-based industries and research facilities. China will likely continue to 
target vast swaths of data that could be used to feed quantum simulations 
and run parallel to Chinese economic espionage goals. These include “quan-
tum similar-relevant biology fields like genomics, biopharmaceuticals, and 
vaccines, as well as crops, livestock, and agricultural microorganisms.”189

Accelerate the DOD’s Work to Understand Vulnerabilities and 
Opportunities in Current and Future Systems Using Quantum Tech-
nologies. While the DOD is making strides in resourcing and understanding 
possible uses of quantum technology, the department must break down 
the silos in these approaches that have been seen similarly ongoing and it 
should streamline broader department uses of AI capabilities. The DOD 
should work, program by program, with stakeholders on understanding 
how QC could advance warfighting abilities in data; sensory technologies; 
intelligence, surveillance, and reconnaissance (ISR); and communication. 
This understanding will be vital to all domains. The domains will include 
air-, sea-, land-, and space-based capabilities and vulnerabilities that the 
U.S. must understand and address as China advances its technology in this 
space and diminishes or targets U.S. defense strengths.

U.S. Response to a Post-Quantum World

How the United States postures itself for success in the era of quantum 
computing, sensing, and encryption will have reverberating ramifications 
for everything from the future of manufacturing to the development of 
future medical cures to the national security needs of the military and the 
ability to protect information.

In addition, when QC is fully developed and mobilized, who reaches 
quantum supremacy first will determine global power dynamics. The 
United States cannot allow power to be centralized in the hands of one actor, 
especially the CCP. For the U.S. to lead in the quantum realm, it must take 
a whole-of-government and whole-of-industry approach alongside foreign 
allies and partners.190

While many challenges remain in bringing quantum technology to scale, 
the scientific race and outcome amongst nations, militaries, academia, and 
technology companies will define the 21st century.
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