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O n Christmas Day 2018, during an awards
ceremony for Chinese military indus-
try leaders, retired People’s Liberation Army
(PLA) Major General Luo Yuan gave a speech
discussing China’s options for dealing with its
main strategic rival, the United States of Amer-
ica. That speech soon made headlines because
Luo, adeputy secretary-general of the Chinese
Academy of Military Sciences, seemed to be ad-
vocating a preemptive attack on U.S. aircraft
carriers as away to shock the U.S. into retreat.!

During earlier parts of his speech, Luo sug-
gested attacking the opponent’s weak spots
with China’s own superior forces:

[W]hen our soldiers are fighting, they
should use our own strengths to attack
the enemy’s weak spots. Whatever the
enemy fears for, we should attack! Wher-
ever the enemy is weak, we will expand
there! So, what exactly is the US afraid
of?... | feel we have not done enough
serious thinking and research on this
question....  am not an expert in this area,
nor can | answer this question accurately
myself. | do remember a saying by Mao
Zedong though: “Imperialism is a paper
tiger.” So what are the characteristics

of a paper tiger? Outwardly it looks
strong, but it’s weak on the inside; its
appearance is severe, but it is devoid of
substance. We don’t know where their
weaknesses are, but we do know where

their strengths are. And if you puncture
their strengths, just like when puncturing
a paper window, the weaknesses will

be revealed.

Luo further elaborated on the specifics
of how a “puncturing of US strengths” could
be conducted:

Historical experience tells us that the
United States is most afraid of people
dying. We now have the DF-21D and the
DF-26 missiles, these are aircraft carrier
killers. If we sank one of their carriers, this
would cause 5,000 casualties; if we sank
two: 10,000 casualties—don’t you think
America would be afraid??

Luo’s suggestion does not necessarily repre-
sent the mainstream thinking among China’s
leadership. Nevertheless, such rhetoric com-
ing from a seasoned military official signals a
new low in the war of words that increasingly
characterizes China-U.S. relations. If nothing
else, Luo’s ideas are a vivid example of the risk
of escalation through miscalculation. Already
in 2014, the influential navalist Zhang Wenmu
of Beihang University had put forward the idea
that China should adapt Vladimir Putin’s hy-
brid strategy for occupying Crimea as a prom-
ising way to take Taiwan. He argued that China
would certainly succeed because the collective
West would not care enough to intervene.?
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Though it remains difficult to assess how
prevalent such ideas are, it would be dangerous
to assume that they are shared only by a few
rogue thinkers.* During the preceding decade,
popular Chinese writings had increasingly
featured aggressive statements toward the U.S.
and questioned the international order shaped
by it. Such publications, among them “China
Can Say No,” “Unhappy China,” “China’s Mar-
itime Rights,” “China Dream,” and “Wolf To-
tem,” typically emphasized Chinese grievances.

In 2011, in an insightful analysis of what he
calls the “geopolitik turn” in Chinese politics,
Christopher Hughes traced in all of these texts
a “morbid fascination with the relationship be-
tween violence and power,” notions of a Chi-
nese “moral exceptionalism,” and the idea that
China asserting its sovereignty over territories
such as Taiwan or the South China Sea (SCS)
is “no more than a form of restorative justice.”
Consequently, “China’s use of force and expan-
sion is...always judged to be defensive,” and if
such notions were to become more influential,
the result would be “an increasingly zero-sum
approach to international politics.””

Challenges from Probing Behavior

Developments since Xi Jinping’s rise to
power in 2012 have largely borne out this anal-
ysis. The disruptive communication style ad-
opted by Beijing’s “Wolf Warrior” diplomats all
over the world also appeared during the 2021
U.S.-China summit in Alaska when China’s
most senior foreign affairs official disregarded
previously agreed rules on speaking time limits
and berated his American hosts.

Rhetoric aside, a multitude of actions tak-
en by China’s military and paramilitary forc-
es in the Western Pacific reveal a pattern of
gray-zone activity that seems designed to
disrupt the status quo. By conducting threat-
ening actions below the threshold of military
aggression on a steadily increasing scale and
frequency, China seems determined to test the
willingness and capacity of neighboring states
and the U.S. to respond effectively. There is a
risk that China could succeed in numbing for-
eign observers into indifference in the face of

ever more transgressions, permanently shift-
ing the boundaries of the “normal.”

This is a method China shares with Rus-
sia and Iran, as Jakub J. Grygiel and A. Wess
Mitchell observe in The Unquiet Frontier:
Rising Rivals, Vulnerable Allies, and the Crisis
of American Power. They note that “probing”
behavior, defined by them as a “test aimed at
gauging the opposing state’s power and will to
maintain security and influence over a region,”
seems to have become a tool used increasingly

“by revisionist powers for pushing the existing
boundaries of their influence.”®

China’s probing has consisted so far of air
incursions into Taiwan’s air defense identifica-
tion zone (ADIZ) paired with exercises in the
maritime space around Taiwan and in the SCS
and also includes increased Maritime Militia
activity around contested features in the South
and East China Seas. The successful seizure
of Scarborough Shoal from the Philippines in
2012 and the subsequent land reclamation and
militarization of occupied Paracel and Sprat-
ly features can also be classified as “probing.”
From China’s viewpoint, those attempts to cre-
ate a new status were vastly successful.

The PLA derives anumber of benefits from
disruptive actions. Each air incursion into
Taiwan’s ADIZ not only exerts psychological
pressure on Taiwan’s public, but also provides
valuable intelligence on terrain and on elec-
tronic signatures of Taiwanese defensive weap-
on and sensor systems. Further, by forcing the
Republic of China (ROC) Air Force to intercept
intruding aircraft, they are prematurely wear-
ing down Taiwan’s aging fighter aircraft fleet.
The strain may already have been responsible
for several accidents that led to the loss of pi-
lots and aircraft.

Steadily enhanced pressure from China’s
Maritime Militia on the Senkaku Islands or on
Philippine-occupied or Vietnamese-occupied
reefs in the SCS has similar effects of com-
bining intimidation tactics with intelligence
collection and is similarly wearing down oppo-
nents’ capacities to respond. The downside for
the PLA is a heightened China-related threat
perception among affected countries that may
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yet lead to enhanced military spending and

better readiness on their part and incentiviz-
es them to balance China by cooperating more

closely with the U.S.

China’s Capacity to Shape
the Global Playing Field

China’s increasingly disruptive behavior
has been accompanied by an exceptionally fast
growth in military capability. Investments that
have poured into China’s military buildup for
three decades have borne fruit and threaten to
tilt the conventional military power balance
in the Western Pacific in China’s favor much
faster than most analysts had previously an-
ticipated.” Backed by an increasing capacity
to cause harm, China’s assertive actions signal
its resolve to use that capacity when whatever
Beijing defines as its “core interests” at any giv-
en time are threatened.

Meanwhile, China’s ability to pressure
the West has increased dramatically since
the financial crisis of 2008. In a world that
is characterized by interdependent markets
and globalized supply chains, the Communist
Party-led brand of Chinese state capitalism has
not just been able to survive; it has thrived. Due
to party-state control of the Chinese financial
sector, bolstered by the PRC’s large foreign re-
serves, and by following a state-capitalist ap-
proach, China was able to weather the financial
crisis better than most and could even serve as
an anchor of stability for other countries that
were not so fortunate. This had a remarkable ef-
fect on the attitudes displayed by Chinese func-
tionaries and diplomats abroad, who began to
behave more assertively toward Western coun-
terparts, and has bought China lasting leverage
in Europe where its supportive role during the
European debt crisis left a legacy, notably in
Germany and Greece. It also has enhanced the
attractiveness of the “Chinese Model of devel-
opment” to some developing countries.

Making use of party-state control of strate-
gic economic sectors, China nurtured its lead-
ing state-owned enterprises (SOEs) into indus-
trial giants through a combination of subsidies
and domestic protectionism while bolstering

their worldwide business outreach activities fi-
nancially and politically, including through its
Belt and Road Initiative (BRI).® In port infra-
structure investments such as the state-owned
shipping giant COSCO’s 67 percent stake in the
port of Piraeus in Greece, according to the Eu-
ropean Chamber of Commerce, a strategy of
“vertical integration” is typically followed:

Chinese shippers use ports built and run
by SOEs (State-Owned Enterprises) using
steel and cement provided by SOEs; they
use vessels built by the newly created
shipbuilding behemoth [...] using steel
made by SOEs, which is provided using
iron and coal from SOEs; all of which is
financed by SOE banks.?

The BRI fulfills multiple functions for Chi-
na’s Grand Strategy of making the world se-
cure for the Chinese Communist Party (CCP).
It allows China to hedge against the threat of
blockade, generates dependencies and political
support within key regions and within the UN,,
and helps to market the Chinese business and
investment models as well as cyber and space
technologies abroad while its infrastructure
investment projects help to make inroads into
NATO’s own backyard.

All of this has led to a situation in which key
U.S. allies in Europe and the Indo-Pacific have
become intertwined economically with Chi-
na as closely as or even more closely than they
are with the U.S. This has created openings for
authoritarian influencing campaigns, coercive
diplomacy, and elite capture, while the rela-
tive openness of Western high-tech research
has given the PLA easy access to military and
dual-use technologies that would otherwise be
unavailable.!° The one-sided dependence of en-
tire business sectors on access to the Chinese
market imposes prohibitive costs on compa-
nies and political actors that are brave enough
to risk political friction in their dealings with
China. This increasingly calls into question the
ability and willingness of some allies to choose
sides in a scenario in which tensions between
the U.S. and China escalate.
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When seeing the chance to drive a wedge
between the U.S. and its allies, China is keen to
ensure that the West cannot unify to “gang up
on China.” At the same time, China is actively
competing for influence with European and
U.S. initiatives in Africa and the Middle East
and North Africa (MENA) region, but increas-
ingly also in South America, and is offering its
surveillance technologies to non-democratic
governments in an effort to check the spread
of democratic values around the world—values
that the CCP sees as an existential threat."

As aresult of these developments, the West-
ern relationship with China has entered an
age of uncertainty. Western leaders are facing
amore complex and therefore arguably more
challenging threat situation than they faced
before 1989 in a world that was neatly bifurcat-
ed into opposing camps between which there
was little economic exchange.

During the Cold War, the U.S. and the Sovi-
et Union shared an understanding of the risk
from mutually assured destruction (MAD);
had a reasonably clear picture of each oth-
er’s military capabilities, strategic intent, and
non-negotiable red lines; and had established
direct communication links as a mechanism
to minimize the risk of accidental escalation.
Today, the overall picture is far less clear. Chi-
na’s ability to present a different face to differ-
ent allies makes it hard for Western leaders to
form a unified situational awareness regarding
the challenges posed by China, and this alone
presents significant potential for miscalcula-
tion.'? In addition, while a Beijing-Washington
hotline similar to the U.S.-Russian communi-
cation link has existed since 2008, reports indi-
cate that China has cut it off several times, and
U.S. attempts to communicate through that
channel have typically not been answered."

In this context, a discussion of some mili-
taryrisk factors in the U.S.-China relationship
is necessary. An escalation could occur not only
through mishap or accidents, but also if China
and the U.S. were drawn into a downward spi-
ral and began to see conflict between them as
ultimately inevitable. In such a situation, Chi-
na could see resorting to a preemptive strike

as a rational decision. More likely than that,
however, would be accidental escalation due

to miscalculation—for instance, if brinkman-
ship were to go wrong in one of the many hot

spots where China and the U.S. compete over

critical interests.

One key question is: Would nuclear deter-
rence put strong enough constraints in place
to make scenarios of war through accidental
escalation or through premeditated preemp-
tive attack exceedingly unlikely? While it is
not possible to provide any definite answers,
thinking through the implications of various
risk scenarios, including those that are deemed
unlikely, is a necessity for the U.S., its allies,
and the Chinese themselves: It is, after all, in
the long-term interest of all sides including
China to avoid a catastrophic war.

Can There Really Be War Between
Two Nuclear-Armed Powers?

During the Cold War, nuclear deterrence
was a decisive factor that constrained both
sides’ moves. Today, new technological devel-
opments have brought about shifts in the stra-
tegic balance that need to be factored into the
old assumptions.

One such factor is the pace and quality of
China’s military modernization, which the
Chairman of NATO’s Military Committee, Air
Chief Marshal Sir Stuart Peach, recently de-
scribed as “shocking.”** To some degree, this
effort is intended to counter American arms
programs that have long worried Chinese mil-
itary experts: ballistic missile defense (BMD)
and conventional prompt global strike (PGS).
As Lora Saalman notes:

Chinese analysts view PGS as part of a
larger U.S. effort to achieve “absolute
security,” with BMD as the shield and

PGS as the sword, such that Washington
is able to act preemptively.... Chinese
analysts tend to view U.S. PGS as a threat
to Beijing’s conventional and nuclear
weapons systems, as well as its command
and control centers.!®

38 2022 Index of U.S. Military Strength



Notably, Chinese military commentators
tend to view any U.S. program—whether real
or only contemplated, whether funded or not,
whether terminated or ongoing—as being
factually in existence, and they react to it as
a threat that requires adequate countermea-
sures. An abundance of technical Chinese
articles dissecting PGS, for instance, have ad-
vocated that China give up on its “no first use”
policy of never deploying nuclear weapons
first; intensify the military use of space; en-
hance the resilience of its space infrastructures
and global intelligence, surveillance, and re-
connaissance (ISR) capabilities; and improve
its space launch vehicles and offensive cyber
capabilities.’

Being critical of American PGS does not
preclude China from striving for similar ca-
pabilities itself, as Saalman also points out.
China’s diverse ballistic missile program has
been described as the most active in the world,
giving China the world’s largest inventory of
short-range and medium-range ballistic mis-
siles, many of which can be either convention-
ally or nuclear armed. These form the back-
bone of China’s version of a layered defense
strategy, commonly known as anti-access/area
denial or A2/AD, to deter foreign interventions
inits near abroad. According to arecent study
by the International Institute for Strategic
Studies (IISS), about 95 percent of China’s bal-
listic and cruise missiles (approximately 2,200
rockets) fall within the 500 km-5,500 km
range prohibited by the Intermediate-Range
Nuclear Forces (INF) treaty. This makes the
prospects of China’s joining a comparable arms
control mechanism dim.”

Meanwhile, China is working on a full nu-
clear triad by developing an intercontinental-
range submarine-launched ballistic missile,
the JL-3, which reportedly can carry up to
10 independent warheads and is intended for
China’s next-generation nuclear-powered
ballistic missile submarines (SSBNs). With
an estimated range of 12,000 km, it would
give China the option of targeting at least part
of the continental U.S. from a bastion in the
SCS. A first successful test firing took place on

June 2, 2019.'% At the same time, two recent
studies based on satellite imagery analyses
noted significant new construction activity of
about 250 new ballistic missile silos in Gansu
and Xinjiang provinces. This amounts to a ten-
fold expansion of the previously operational
Chinese missile silo capacity. It also “exceeds
the number of silo-based ICBMs operated by
Russia, and constitutes more than half of the
size of the entire US ICBM force,” making it
“the most extensive silo construction since the
US and Soviet missile silo construction during
the Cold War.” This was not the end of the sto-
ry. In August 2021, U.S. intelligence agencies
identified a third, similar-sized missile silo
field under construction in Inner Mongolia
and estimated that the three new silos would
be able to field a total of 350 to 400 new ICBMs.
With 10 warheads per DF-41 missile, this
would amount to space for more than 4,000
nuclear warheads—ifall silos were indeed used
to house missiles rather than some being left
empty as part of a shell game. This would ex-
ceed America’s approximately 3,800 warheads,
of which more than 2,400 are in storage. The
actual number of warheads would be limited
by China’s available stockpile of fissile materi-
al. Experts estimate that at present, China has
enough weapons-grade uranium and plutoni-
um “for about 730 nuclear warheads without
having to build new enrichment or reprocess-
ing facilities.”?°
In addition, many Chinese military and
dual-use programs, including the global SAT-
NAV (satellite navigation) constellation Bei-
Dou; other remote sensing and communication
satellites such as Gaofen, Yaogan, Jilin, Tian-
lian, and Hainan; China’s own BMD program;
and hypersonic glide vehicles (the DF-ZF HGV
was tested in 2014) would be able to contribute
to a PGS capability over time. The commercial
nanosatellite Jilin-1 constellation, for instance,
aims “to have 60 satellites operational by 2020,
and 138 satellites in service by 2030, which will
ultimately make it possible to offer a 10-min-
ute revisit capability anywhere in the world.”*!
In the summer of 2020, Jilin-1’s maker, Chang
Guang Satellite Technology, posted several
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high-resolution videos of U.S. airports on its

Weibo channel and demonstrated the system’s

real-time ability to identify and track individ-
ual aircraft.?

Another remote-sensing constellation un-
der development, the Hainan-1, is intended for
all-weather non-stop ship identification in all
areas between latitudes 30 degrees North and
30 degrees South, which includes the entire
South China Sea. A Chinese research paper in-
dicated that simulations have already yielded
95 percent accuracy in identifying ships larger
than 30 meters in length, which is sufficient for
most surface warships.

When combined with the existing military
remote-sensing constellations Gaofen and
Yaogan and a global network of ground stations
that is also under development, such systems
would enable targeting updates for an inter-
continental PGS system, and the small, cheap
nanosatellites especially would add a layer of
resilience through redundancy and the easy
replacement of lost units.?* “If the same ideas
on preemption are applied to China’s own PGS,”
notes Saalman, “then its nuclear posture may
change, whether declared or not.”*

To counter perceived threats to its land-
based nuclear-tipped missiles, China has be-
gun to work on a full nuclear triad and the
significant expansion of its warhead invento-
ry. Other key priorities are a drive to further
enhance A2/AD capabilities to discourage
interventions within China’s near abroad, de-
veloping the maritime domain, and building a
blue-water power projection capability. A fur-
ther aim is to transform the PLA from a fully
mechanized force into an “informationized”
(networked) force and eventually a force that
has adapted to the “intelligentization of war-
fare” and can take full advantage of militarily
focused artificial intelligence (AI).2¢

The Impact of Emerging Technologies
China sees the emphasis on 4IR (fourth in-
dustrial revolution)? technologies in the mili-
tary, especially Al as a potential game-changer
that could allow the PLA to leapfrog over some
of its current deficiencies; ethical concerns

regarding the safe use of Al in warfare do not
seem to exist at all.?® China fully embraces the
potential of AI for improving the accuracy and
lethality of its cruise missiles. According to an
account of an August 2016 interview with Wang
Changqing, Director of the General Design De-
partment at the China Aerospace Science and
Industry Corporation’s Third Academy:

“[O]ur future cruise missiles will have a
very high level of artificial intelligence
and automation,” he said. “They will

allow commanders to control themin a
real-time manner, or to use a fire-and-for-
get mode, or even to add more tasks to
in-flight missiles.”

Chinese engineers have researched the
use of artificial intelligence in missiles
for many years, and they are leading the
world in this field, he said.?®

Al is also a key enabler of China’s “blue
ocean information network,” a vast surveil-
lance infrastructure deployed in the South
China Sea that consists of fixed and mobile
sensor arrays, unmanned systems, and com-
munication platforms interlinking with ships,
aircraft, and unmanned aerial vehicles (UAVSs)
that aims to render the underwater domain
transparent. If successful, it could compromise
the stealth of U.S. nuclear attack submarines
operating in that area.?®

Another application of Al is intended to net-
work hypersonic weapons into smart swarms
for coordinated attacks in order to overwhelm
missile defense through saturation attack. A
study from the Beijing Institute of Technol-
ogy titled “Network for Hypersonic UCAV
[Unmanned Combat Aerial Vehicle] Swarms”
seeks to multiply the power of hypersonic
weapons by having them work together. Such
swarms would be far more dangerous than in-
dividual hypersonic missiles, multiplying the
power of high-speed weapons.®!

One reason for China’s willingness to em-
brace Al for offensive purposes in warfare is
the problem of nuclear asymmetry. Beijing’s
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comparatively small nuclear arsenal makes
concepts that neutralize an opponent’s nu-
merical advantage especially attractive.
Writes Saalman:

Al and autonomy...offer Beijing the long-
term potential to disrupt Washington’s
traditional strengths. They open the
door for swarm and other technologies
that could overwhelm conventional and
nuclear platforms that are larger, more
cumbersome, and less agile. While China
may be concerned about potential adver-
saries tracking its own nuclear platforms
and systems, Beijing is just as likely to
avail itself of these relatively inexpensive
methods of disrupting US activities.??

The heavy reliance of American net-centric
warfare on data links and space infrastructures
for geolocation, communications, and C4ISR
(command, control, communications, comput-
ers, intelligence, surveillance and reconnais-
sance) has not only acted as a force multiplier;
as a side-effect, it has created vulnerabilities
that can be exploited through asymmetric at-
tacks. Having analyzed American vulnerabil-
ities, the PLA is exploring asymmetric attack
vectors against the nodes that enable a net-
worked system.

Here China is following a holistic approach
of “unrestricted” (total) warfare encompassing
all domains.®® Bringing down a military net-
work by jamming data links, blinding sensors,
spoofing or otherwise disabling SATNAV and
SATCOM (satellite communication) satellites,
or physically destroying key platforms that are
relied upon by other units (for instance, for
area defense)—in other words, disrupting the
system through cyber, electronic warfare, and
kinetic attacks—is an approach long favored
by PLA thinkers. In a study of PLA writings on

“system destruction warfare,” Jeffrey Engstrom
summarizes the concept:

[T]he PLA’s very theory of victory in
modern warfare recognizes system
destruction warfare as the current

method of modern war fighting. Under
this theory, warfare is no longer centered
on the annihilation of enemy forces on
the battlefield. Rather, it is won by the
belligerent that can disrupt, paralyze, or
destroy the operational capability of the
enemy’s operational system. This can be
achieved through kinetic and nonkinet-
ic strikes against key points and nodes
while simultaneously employing a more
robust, capable, and adaptable opera-
tional system of its own.3*

At the same time, psychological and infor-
mation warfare aimed at undermining an op-
ponent’s ability to interpret the facts correctly,
arrive at a reliable situational awareness, and
maintain societal resolve to resist an opponent
in the face of an unclear threat situation is ex-
plicitly part of such an approach. So is “legal
warfare” employed to delegitimize the oppo-
nent’s actions and win international support
for one’s own position.

Though by no means new, information and
psychological warfare has gained new traction
in the age of social media. The openness of
democratic societies offers multiple vectors for
attacking societal cohesion, disrupting elec-
tion procedures, or hindering the formation of
political will in other ways, while cyberattacks
on critical infrastructures have the potential to
disrupt and wear down societies. Depending on
the concrete circumstances, asymmetric “sys-
tem destruction warfare” might be employed
as a first salvo, in particular if it were possible
to disguise the initial attack or make attribu-
tion to a particular perpetrator difficult.

How High Is the Risk of a
Conventional First Strike?

Jon Solomon has emphasized that naval
forces have to confront the risk of possibly
falling victim to a devastating first salvo. This
might be fired by an enemy if he is certain that
war is unavoidable. In such a case, the oppo-
nent would expect his own ISR assets to de-
grade sharply once the fighting starts, know-
ing that the “maritime picture will never be as
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accurate and comprehensive at any later point
in a conflict as it is during peacetime’s waning
moments.” The awareness of a fast-closing
window of opportunity for accurate targeting
of capital ships might induce such an attacker
to try to “maximally neutralize a defender’s
higher campaign-value fleet assets” as long as
he still sees the chance to do s0.%

Another key question is: How could a war
that began with a conventional first strike
remain conventional without escalating to
nuclear war if it turns into a protracted fight?
Depending on just how disastrous the prospect
oflosing would seem to those in power, it is not
farfetched to consider that the danger of los-
ing might tempt that side into using the threat
of nuclear coercion to avoid such an outcome.
Even though China officially adheres to a “no
first use” policy, that is just a declaration of
intent that could be changed at any time and
should not be taken as a guarantee.®

Some analysts do not consider a nuclear es-
calation scenario when discussing convention-
al war between China and the U.S., deeming it
far too unlikely, but that might be unwise.?” As
a RAND study cautioned in 2016, “confidence
that an adversary will comply with one’s script
and, more generally, that the results of a de-
cision can be controlled are tantamount to
assuming away risk.”*® Even if the U.S. were
willing to accept defeat on the battlefield at the
hands of China without ever resorting to the
threat of using its far superior nuclear arsenal,
the assumption that playing the nuclear card
would not even be contemplated by China’s
leaders in a desperate situation is just such an
expectation of the CCP’s adhering to a script.
Mao’s contempt for nuclear weapons as “paper
tigers” is a case in point.

For the CCP, the risk of losing a conflict
with the U.S. that China started might create
such a harsh domestic backlash that accept-
ing military defeat might make the CCP’s po-
sition at home precarious. Given the CCP’s
record of defending its power position by all
means possible, Beijing might very well resort
to nuclear brinkmanship. Both sides in such a
situation might try to find ways to employ the

threat potential of their nuclear weapons to
avoid defeat while still trying to contain the
risk of full-blown nuclear war—but the road
to a potentially catastrophic escalation would
be open, and whether an attempt to contain it
would be successful is uncertain.

In one hypothetical scenario of a future
great-power conflict between the U.S. and a
China-Russia coalition that was developed
by the authors of the 2015 sci-fi novel Ghost
Fleet,” the risk of a nuclear escalation was art-
fully eliminated from the equation through a
Chinese-Russian first strike that neutralized
the U.S. nuclear arsenal. This plot ploy allows
for a plausible scenario in which two nuclear-
armed opponents engage in a full-blown, ki-
netic, protracted, and yet purely conventional
great-power conflict.

In the book, China and Russia have formed
asecret alliance and have prepared the ground
for a preemptive strike against the U.S. to take
Hawaii. To achieve this, the attackers use a
novel, secretly developed detection technology
from space to target all U.S. nuclear-powered
capital warships, including all SSBNs, simulta-
neously while carefully placed cyber weapons
paralyze the land-based and air-based nuclear
forces. This leaves the U.S. unable to resort to
nuclear retaliation despite having absorbed
devastating losses. In that Pearl Harbor 2.0-
type scenario, Hawaii is invaded and occupied.

The book’s plot sketches out how the con-
flict continues as a conventional war in which
the U.S. finds itself fighting as the underdog
and China and Russia, having achieved their
limited war aims, refrain from further attack-
ing the U.S. mainland. The rest of the novel
describes the process of reconquering Hawaii
through guerilla warfare, tactical ingenuity,
and acts of individual heroism while portray-
ing the use of emerging technologies including
sophisticated cyber weapons and autonomous
systems deployed in swarm formations. The
story ends with an uneasy truce.

It is worthwhile to ask what the necessary
preconditions for such a Ghost Fleet-style
first strike scenario would be. The American
defenders in that case would need to have
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overlooked—for several years—the forming of
asecret Russian-Chinese military alliance; the
successful development and deployment of a
novel technology that enabled the detection
and targeting of nuclear reactors from space,
even aboard submerged strategic submarines;
and the long-term infiltration of their own
critical cyber networks through the hardware
and software supply chain. A series of striking
intelligence failures and massive deficiencies
in early warning on the part of the U.S. would
have been necessary for such a bold, high-risk
preemptive strike to be secretly planned and
successfully executed. It can be inferred that in
the absence of such a string of failures, the odds
of success would have been low—probably too
low for a rational actor even to contemplate.

In other words, unerring vigilance, regular
war-gaming, awareness of one’s own vulner-
abilities, recognition of unlikely worst-case
scenarios, incessant monitoring of all military
and paramilitary activities, analyses of scien-
tific developments in military-technological
and dual-use fields and of diplomatic develop-
ments worldwide would go a long way toward
averting any scenarios of this type.

What Might China Actually
Be Planning to Do?

One indicator that China is trying to hedge
against the risk of a crippling first strike is
the emphasis placed on building much larger
numbers of individual weapon systems than
ever before. This could be to ensure the ability
not just to overwhelm an opponent, but also
to create sufficient redundancy in the face of
heavy losses. One particularly striking exam-
ple of this is the enlargement of the PLA Navy
(PLAN) fleet.

The modernization of the PLA that start-
ed in the mid-1990s was long hampered by
the Western arms embargo, but it has gained
unprecedented momentum under Xi Jinping,.
The scale and pace are highly unusual and have
enabled China to replace its motley array of old
and obsolete hulls with large series of far more
modern and capable warships that are also sig-
nificantly larger and more seaworthy overall.

e Inthelargest peacetime naval buildup
since at least the 1930s, China has been
producing warships as if it were already
at war, with shipyards reportedly work-
ing around the clock seven days per
week, sometimes completing hulls ahead
of schedule.*

¢ An entirely new class of 72 corvettes was
commissioned by the PLAN within just
eight years alongside numerous new frig-
ates, destroyers, submarines, amphibious
assault vessels, and missile catamarans.

o Between 2014 and 2018, measured in tons
of steel, China has added the equivalent of
the entire Royal Navy (Europe’s largest)
toits already large navy. Similarly, the
Chinese Coast Guard has been massively
enlarged and is now the world’s largest
according to tonnage.*!

e The past decade has already seen the ad-
dition of two aircraft carriers to the fleet,
and more are in the pipeline. It is unclear
just how many aircraft carrier groups
China is planning to operate, but a retired
military official has indicated that “at least
six aircraft carriers” would be needed to

“break through the first island chain in-
volving South Korea, Japan, Taiwan island
and the Philippines to achieve command
of the sea” and that the PLAN would need

“about 10 more bases for the six aircraft
carriers...[h]opefully...in every conti-
nent.”*? The opposite trend is the norm in
Western countries, where naval programs
typically suffer from cost overruns, cuts,
and significant delays.

China’s huge buildup has not been accompa-
nied by any serious attempts to defuse regional
worries through strategic communication—
for instance, through transparency and oth-
er trust-building measures. As with the land
reclamation and island militarization frenzy
in the South China Sea that China long de-
nied, Beijing’s intentions regarding its arms
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programs are typically not declared openly
until irrefutable evidence exists, and details
remain hard to access.

The pace of China’s fleet enlargement has
already allowed the PLAN to surpass the num-
ber of hulls in active service with the U.S. Navy
while in the United States, the coming decade
has been labeled the “Terrible 20s” because it
will be characterized by an impending shortage
of materiel as a result of failures in procure-
ment planning:

Fleets of ships, aircraft, vehicles, and
other equipment are reaching the end

of their service lives, hitting the edge of
their upgrade limits, and losing combat
relevance. As great-power competition
accelerates, the United States is offering
a free and open window of opportunity
and advantage to its adversaries. Unless
policymakers take concrete steps now,
defense leaders will continue America’s
sleepwalk into strategic insolvency and its
consequences. The aptly named “Terrible
20s” have arrived.*®

Tanner Greer has elaborated on this theme
by emphasizing the danger of inviting attack:

In the mid 2020s the United States will
be struggling to pay the Pentagon’s
“modernization crunch.” The Navy, Ma-
rine Corps, and Air Force will be midway
through a transition to a new, counter-
China force structure. The number of
attack submarines and stealth bombers
that the United States can put in the field
will be at an absolute low.

It is at this moment we project the PLA
will be capable of executing a cross
straits invasion.

This does not make conflict inevita-

ble. But /f the Chinese have concluded
that military means are the only way to
bring about Taiwan’s integration into
the People’s Republic of China, Beijing’s

leaders will soon face powerful pressure
to escalate towards war. Waiting until
the 2030s or 2040s to sabre rattle is to
wait for the U.S. military’s counter-China
modernization and procurement pro-
grams to run their course. There will be a
terrific temptation to “resolve” the prob-
lem before these programs have been
implemented.**

Moreover, projected U.S. capability gaps are
not the only reason why the 2020s have been
labeled a “decade of concern.” A thought ex-
periment conducted by the retired U.S. Navy
Captain James E. Fanell, a former Director
of Naval Intelligence, Pacific Fleet, supposes
that Xi Jinping aims for China to have accom-
plished the successful integration of Taiwan
at the latest by 2049 in time for the PRC’s cen-
tenary. By that time, if the great celebration is
to be a festive affair attended by international
dignitaries, any military and political fallout
from an attack on Taiwan would need to have
subsided. Having learned from the world’s re-
action to the 1989 Tiananmen massacre, the
hypothesis goes, Beijing likely concluded that
the world needs about 20 years to forgive and
forget—as the widespread international partic-
ipation in the 2008 Beijing Olympics showed.
Meanwhile, suppressing potential insurgen-
cies on Taiwan might also take several years.*

If such a timetable is indeed in existence,
the implication would be that this decade is a
particularly tempting time in which to attempt
amilitary change in the Taiwan Strait, and im-
pending U.S. capability gaps during the 2020s
could enhance this appeal.

Such sobering thought experiments can
help to develop an awareness of how West-
ern shortcomings might be seen by Beijing as
a window of opportunity that could make an
attempt on Taiwan seem tempting enough to
face the risk of escalation rather than missing
the chance once and for all. This means that
the current situation calls for extreme watch-
fulness, clear signaling, and the enhancement
of deterrence by all necessary means to ensure
that it does not fail. Taiwan itself plays a key
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role in this, as the most effective deterrence
would be Taiwan’s ability to defend itself.
Worryingly, RAND analyst David Ochmanek
recently reported that U.S. war-gaming exer-
cises simulating an attack on Taiwan over the
years have consistently indicated that the U.S.
would lose if it followed its standard approach
and that American attempts to counter Chi-
nese military advances were still falling short
of the required goal. Ochmanek attributes this
to “attention deficit disorder,” a result of con-
centrating on counterterrorism and counterin-
surgency wars for the past two decades.*
However, a recent Pentagon war game
in which U.S. forces changed their approach
and integrated emerging technologies into
a changed posture yielded decidedly more
promising results. This time, “a more defen-
sive and dispersed posture less reliant on large,
vulnerable bases, ports and aircraft carriers”
was adopted. To make the posture more resil-
ient, this strategy employed “large numbers of
long-range, mobile strike systems, to include
anti-ship cruise missile batteries, mobile rock-
et artillery systems, unmanned mini-subma-
rines, mines and robust surface-to-air mis-
sile batteries for air defense,” while focusing
strongly on “surveillance and reconnaissance
capabilities for both early warning and accu-
rate intelligence to enable quicker decisions
by U.S. policymakers, and a more capable
command-and-control system to coordinate
the actions of more dispersed forces.” In that
particular war game, the dispersed, resilient
U.S. posture reportedly dissuaded the oppo-
nent from risking an attack in the first place.*”

How Can Risk Be Mitigated?

Navigating the challenges of the 2020s
and managing the military risk ensuing from
China’s rise and increasingly assertive stance
will require vigilance and wisdom. If history
can be seen as a path-dependent process that
is shaped by the interactions of all parties, it
is important for the West to get its part of the
interaction right.

As the experiences of Pentagon war games
show, there is a strong necessity to enhance

the state of readiness; improve early warning
and intelligence (as well as intelligence sharing
among allies); create redundancies in key mil-
itary systems and weapon platforms; develop
resilient postures relying on dispersed rather
than concentrated forces; strengthen industry
and logistic capabilities; enhance the resilience
of critical infrastructures; and—above all—bol-
ster threatened allies’ abilities to defend them-
selves. The aim should be to eliminate as many
attack vectors as possible.

Such an approach would have the added
benefit of signaling resolve and demonstrat-
ing the ability to adapt. It would counter the
other side’s misperceptions of an irreversible
Western decline.

The current dynamic calls for close coop-
eration among all powers that have a stake in
maintaining the rules-based international or-
der and deterring China from risking military
adventurism. To be effective, such a Western
approach needs a combination of credible
capacity-building, clearly communicated stra-
tegic intentions and priorities, and measured
yet determined reactions to individual rogue
actions that are aimed at slowly hollowing out
the status quo.

Allies should use different countries’ ex-
periences, best practices, capabilities, and
strengths to create a sum that is larger than
its parts. The goal should be to signal to Chi-
na’s military planners and political leadership
the costs and dangers of engaging in brink-
manship while at the same time pointing
out a possible way to peaceful coexistence
with the large community of democratic
nations—if and when China’s leaders drop
their threatening behavior and adopt a more
reasonable path.

It is ultimately not in China’s interest to
challenge the U.S. militarily as long as China
cannot be assured of victory. Risking a humil-
iating defeat would endanger CCP rule within
China and would certainly disrupt China’s eco-
nomic growth, which still depends on exchang-
es with the outside world. The West therefore
needs to make sure that China can never be
certain of victory.
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