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he world of cyber operations is notoriously ~ words of Kenneth P. Rapuano, former Assistant

secretive. Nevertheless, even a rudimen-
tary understanding of the domain, the threats
and opportunities associated with it, and the
ability of the Department of Defense (DOD)
to protect the U.S. from cyberattack and en-
able military operations against enemies is of
the greatest importance. To supplement the
concise overview of military cyber capabilities
provided in this chapter, more detailed discus-
sions of the characteristics of cyber warfare
can be found in “National Defense and the
Cyber Domain”! and “The Reality of Cyber
Conflict: Warfare in the Modern Age.”” These
essays, published in previous editions of the In-
dex of U.S. Military Strength, provide a wealth
of information about the cyber domain and
how it fits into the world of national defense.

Cybersecurity has been very much in the
forefront of public attention this year, with
several large cyber incidents from foreign ac-
tors drawing considerable public attention. The
Solar Winds hack and the Colonial Pipeline and
other notable ransomware attacks demonstrate
the potential threat to the homeland from mali-
cious cyber actors and provide awindow into the
types of threats the U.S. could face on abroader
scale during wartime. They also demonstrate
the link between private networks and public
networks, as well as the broad approach that is
necessary to ensure cybersecurity.

The vulnerability of allies and the private
sector has an indirect effect on military affairs
because the compromise of just one can lead to
complications for the military services. In the

Secretary of Defense for Homeland Defense
and Global Security:

Their vulnerability means that adversaries
could disrupt military operations with-
out actually targeting military networks
and systems themselves.... To address
these challenges, we are strengthening
alliances and attracting new partners

to take a whole-of-society approach to
enabling better security and resilience of
key assets.®

Because of this, cybersecurity for the mil-
itary is very expansive and goes beyond the
Department of Defense alone.

The use of cyber as a military tool to target
enemy forces and capabilities falls into catego-
ries similar to those of other military operations.
Cyber tools can be used in the form of conven-
tional operations, like the operations against
the Islamic State that were used to disrupt
command and control nodes and the group’s
ability to distribute propaganda.* In this type
of campaign, cyber accompanies the other mil-
itary capabilities as a way to target enemy forces.

Or they can take the form of special
operations—type activity like the Stuxnet cyber
operation against Iran, which could be com-
pared to the U.S. Navy SEAL raid to kill Osama
Bin Laden.” In these operations, cyber is used
to achieve targeted goals, sometimes in a co-
vert way that, like special operations, falls be-
low the threshold of traditional armed conflict.
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In conventional operations, cyber is used to
support forces and commanders by ensuring
that they can operate uninhibited in cyber-
space or by disrupting the enemy’s ability to
operate in order to achieve necessary objec-
tives more effectively. In this way, cyber is used
to gain an advantage over an adversary similar
to the way advantage is sought in the other do-
mains. This is similar to the use of naval forces
torestrict the enemy’s ability to use the seas to
achieve strategic ends.

Like naval power, cyber is an important
means with which to maximize one’s own ac-
cess and effectiveness while restricting the
opponent’s access and effectiveness. However,
it differs from other domains in the sense that
time and space are incredibly compressed. A
cyber force can launch an attack from any-
where in the world and strike very quickly,
unlike more traditional forces that take time
to move and launch attacks.

U.S. Cyber Command

U.S. Cyber Command (USCYBERCOM) is
a capability-based Unified Combatant Com-
mand similar to U.S. Special Operations Com-
mand and is the military’s primary organiza-
tion for both offensive and defensive cyber
activity. It is currently commanded by Gener-
al Paul Nakasone, who serves simultaneously
as Director of the National Security Agency
(NSA). The two organizations have a close
cooperative relationship: The NSA and Cyber
Command operate, respectively, under Title
50 and Title 10 of the U.S. Code, the sections
that govern intelligence and military affairs.”

U.S. Cyber Command was founded in 2010
as a sub-unified command under U.S. Strate-
gic Command. In 2018, the Trump Adminis-
tration elevated it to full Unified Combatant
Command status, and it reached full opera-
tional capability in that same year.® Over the
past approximately 11 years, Cyber Command
has grown from a very small organization that
was largely dependent on the NSA for per-
sonnel and resources into the much more
robust and independent organization that
exists today.

Missions

U.S. Cyber Command has a wide range of
missions, from offensive and defensive cyber
operations to monitoring DOD networks and
assisting with the defense of critical infrastruc-
ture. Its primary role is to ensure the DOD’s
ability to operate in aworld that is increasingly
dependent on cyber. To this end, according to
General Nakasone:

Our three enduring lines of operation
are as follows:

o Provide mission assurance for the De-
partment of Defense (DoD) by directing
the operation and defense of the Depart-
ment of Defense Information Networks
(i.e. the DoDIN) and its key terrain and
capabilities;

o Defeat strategic threats to the United
States and its national interests; and

o Assist Combatant Commanders to achieve
their missions in and through cyberspace.’

These “lines of operation” are critical to en-
suring the success of the military enterprise
and national defense, as any compromise in the
ability to communicate or operate could jeop-
ardize the full range of U.S. military activities.

The types of operations that Cyber Com-
mand is tasked with performing encompass
defensive cyber activity coupled with offensive
options to impose costs on an adversary. For
example, USCYBERCOM is helping to lead the
government’s response to the SolarWinds hack.

Discovered in December 2020, the Solar
Winds hack was one of the most significant
breaches of computer networks in history,
and its effects are still being felt because of
the number of organizations affected and the
sophistication of the hackers. A Russia-aligned
hacking organization known as Cozy Bear was
most likely behind the breach. Thousands of
private-sector organizations, as well as gov-
ernment agencies like the Departments of the
Treasury, Commerce, and Homeland Security,
were compromised following the corruption
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of the widely used Orion software. Cyber
Command has worked to search for compro-
mise within networks and expel the adversary
when found, and it will provide options to pol-
icymakers for imposing costs on the attacker.

With respect to election security, U.S. Cy-
ber Command conducted a number of oper-
ations aimed at preventing meddling in the
2020 presidential election. Another example
was the 2018 targeting of the Russian Internet
Research Agency (IRA), “a troll farm that led
the effort to spread disinformation around the
2016 presidential election and 2018 midterm
elections.”® USCYBERCOM proactively shut
down the organization’s Internet access to pre-
vent it from engaging in influence operations
against the United States.

In 2021, Cyber Command has also continued
to support the ongoing counterterrorism fight,
including force protection and target prose-
cution in Afghanistan in support of U.S. Cen-
tral Command. These efforts are continuous
and extend to other regions as well, including
support for U.S. Special Operations Command.
Cyberis used to disrupt terrorist organizations’
financing and ability to communicate in addi-
tion to intelligence collection and targeting.

Akey part of these missions is the concept of

“defending forward.” As described in the 2018
DOD Cyber Strategy, “[t]his includes working
with the private sector and our foreign allies
and partners to contest cyber activity that could
threaten Joint Force missions and to counter
the exfiltration of sensitive DoD information.”™

Defending forward means operating as
close to the origins of the cyber threat as pos-
sible before it reaches critical networks in the
U.S. with the goal of collecting threat intelli-
gence or disrupting attacks. This is contrasted
with passive defense, which involves monitor-
ing within U.S. networks for intrusions. Cyber
compresses time and space in the battlespace
by its very nature, and attacks can emanate
from anywhere in the world with similar speed.
U.S. forces must therefore engage adversaries
in their networks and work to disrupt attacks
in their early stages because it is often too late
once the networks have been compromised.

Budget

Analyzing the budget for cybersecurity is
difficult because of the large degree of classi-
fication involved, but there are some data that
can be tracked with respect to USCYBERCOM
and the broader Department of Defense. Pres-
ident Joseph Biden’s FY 2022 DOD budget re-
quest includes $10.4 billion for cyberspace.'
This is slightly higher than the $9.8 billion re-
quested for FY 2021.1%

General Nakasone has testified that U.S.
Cyber Command alone executed a budget of
$605 million in FY 2021."* This was $9 million
over the reported executed budget for FY 2020,
which was $596 million."”

Capacity

The Cyber Mission Force is the operational
arm of U.S. Cyber Command, and CMF teams
are distributed across various mission sets. In
2013, a force of 133 teams with 6,200 person-
nel was envisioned based on the mission re-
quirements at that time. All 133 CMF teams
reached full operational capability in 2018.'6
These teams are distributed across functional
areas. Specifically, there are:

» 13 National Mission Teams that defend
the U.S. against high-impact cyberattacks
and provide for election security;

e 68 Cyber Protection Teams that are
focused on defending DOD networks and
systems and ensuring that the department
is not compromised by a hack;

e 27 Combat Mission Teams that support
the combatant commands with integrated
cyber effects in various theaters across the
globe, either in tandem with or indepen-
dent of other military forces, and ensure
that the Combatant Commanders have
cyber tools at their disposal; and

e 25 Support Teams that support the
national mission and combat teams with
analysis and planning.”
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The teams are supported by four ser-
vice components: Army Cyber Command
(ARCYBER); Air Force Cyber Command
(AFCYBER); Navy Fleet Cyber Command
(FLTCYBER); and Marine Corps Forces Cy-
berspace Command (MARFORCYBER). These
four commands, created at the same time that
U.S. Cyber Command was created, provide the
operational forces that make up the teams.

* ARCYBER supplies 41 teams to the CMF;'®
e AFCYBER supplies 39 teams;"

e FLTCYBER supplies 40 teams, which
reached full operational capability a year
ahead of schedule in 2017;* and

e MARFORCYBER provides 13 teams.?

As of January 2021, according to Gener-
al Nakasone, Cyber Command had “roughly
6,000 service members and civilians out of
an authorized total of 6,187 positions.”?> The
Biden Administration is proposing a 10 percent
increase to expand the CMF by approximate-
ly 600 personnel to meet its growing demands
for FY 2022.2

In addition, there are about 12,000 person-
nel outside of U.S. Cyber Command who main-
tain DOD networks and fall under the com-
mand of the various services. Asked by House
Armed Services Committee Chairman James
Langevin (D-RI) to specify “how many people
will be part of the new Cyber Operations Force,
General Paul Nakasone, Commander of U.S.
Cyber Command and Director of the National
Security Agency, testified that “I would say the
6,187 that are part of our Cyber Mission Force.
And then I would say probably double that with
regards to our cybersecurity service providers
across all four services.”?*

The recruiting and retaining of cyber tal-
ent is one of the key challenges for U.S. Cyber
Command, which has invested in retention
and incentive programs in an effort to keep

3

the talent it cultivates. The high demand for
cyber personnel in the private sector makes
this a difficult challenge.

Capability

Due to the nature of cyber and the classifi-
cation of methods, analyzing USCYBERCOM'’s
capability as reflected in open-source (i.e., un-
classified) literature is nearly impossible. How-
ever, the United States is considered to be one
of the world’s most capable cyber actors, an
assessment that is based on its wide range of
infrastructure and strategies and the advanced
technologies that the U.S. is known to employ.*®

Readiness

Because of the lack of open-source report-
ing, it is also nearly impossible to assess the
readiness of America’s cyber forces. The U.S.
Government Accountability Office has identi-
fied some issues of training consistency in the
past.?s Standardizing and improving training is
one of the main priorities for U.S. Cyber Com-
mand, along with retaining its talent, and both
are critical to maintaining readiness.

Conclusion

Cyber is a key domain for the U.S. military.
It also is increasingly important and expan-
sive in the modern world generally. As seen in
the various breaches and ransomware attacks
that have come to light, cybersecurity for de-
fense extends well beyond the Department of
Defense. For the Joint Force, cyber supports
military capabilities both by ensuring that U.S.
forces can operate in cyberspace without dis-
ruption and as a tool on its own to achieve goals.

U.S. Cyber Command is the primary orga-
nization for the full spectrum of military cyber
operations, and it has grown as an organization,
reaching full operating capability in 2018. Now
that USCYBERCOM has reached its authorized
manning levels, the emphasis has shifted to
training the force to ensure that in the coming
years, it will be as capable as possible in helping
to advance and protect the nation’s interests.
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