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he United States faces an expanded na-
tional security landscape of threats that
are interconnected by the rise of great-power
competition from China, Russia, and their al-
lies. The wide array of these threats to Ameri-
ca’s security will require our national defense
and intelligence posture to adapt to a world
that for nearly 20 years has been fixated on
defeating international terrorists. For decades
following the end of World War IT and the on-
set of the Cold War, America’s attention was fo-
cused almost entirely on the Soviet threat. Now
our intelligence capabilities must be refocused
to counter the global challenges to American
national security interests from a rising Chi-
na and an emboldened Russia in order to give
decision-makers options for addressing the
nefarious activities of these two great powers.
In the decades preceding the collapse of
the Soviet Union, America’s spies were almost
singularly focused on collecting secrets on the
USSR and its Communist allies. For the past
two decades, however, U.S. intelligence agen-
cies have been dedicated to thwarting inter-
national terrorism and supporting two long
unconventional wars in Afghanistan and Iraq.
In the 1990s, intelligence capabilities were
hollowed out by President Bill Clinton under
the false premise of a “peace dividend” from
a defeated Soviet Union. That assumption
of a safer world proved false in the wake of
the September 11, 2001, terrorist attacks. Al-
most immediately, America’s slimmed-down

Intelligence Community (IC) shifted its focus
from nation-state threats posed by a rising
China or a defeated Soviet Union to a new type
of adversary. The events of 9/11 demonstrated
that nontraditional enemies could do enor-
mous damage to our way of life while expend-
ing few resources—either people or funds—in
the process. After 9/11, the IC rallied to shift a
shrunken resource base—people, secret collec-
tion, and analytic capabilities—and spent the
next five years rebuilding itself to address the
new threat of Islamic radicals.

Following those attacks, President George
W. Bush called for a significant increase in re-
sources for the IC, which had been starved by
budget and personnel cuts during the 1990s.
There was an immediate redirection of in-
telligence capabilities to confront a new and
growing threat from international terrorism
and awar in Afghanistan aimed at denying the
terrorists a safe haven. The IC acted expedi-
tiously and effectively to undertake the neces-
sary shifts by becoming much more focused on
finding terrorists and denying them the ability
to plan and execute their attacks. The intelli-
gence officer also moved to serve side-by-side
with the warfighter, first in Afghanistan and
then in Iraq after the U.S. invasion in 2003.

Obtaining intelligence to warn of, prevent,
and respond to the actions of an adversary re-
mains the core business of the IC. Yet Ameri-
ca’s intelligence agencies remain ill-postured
to address the threats posed by China and a
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reemergent Russia. These gaps must be closed
while the IC continues to address the disrup-
tive capabilities of non-state terrorist groups
such as al-Qaida, ISIS, and Hezbollah.

Complicating the landscape, globalization
is producing its own national security chal-
lenges. Propaganda campaigns to shape peo-
ple’s hearts and minds are but one example
of the global nature of these challenges. The
disinformation campaigns mounted by state
and non-state players promoting unanticipat-
ed objectives leverage commercial mass-media
outlets, further complicating the process of
warning, preventing, and responding. The
IC’s shortfall in providing anticipatory warn-
ing about complex emerging threats is the
result of insufficient resources. Even though
the IC simply does not have sufficient capa-
bility and capacity to deal equally with every
threat that America faces, it must adapt to this
changing reality.

The 2017 National Security Strategy
and the Intelligence Community

President Trump’s 2017 National Securi-
ty Strategy states that our national security
requires that the U.S. be able to determine
whether and where geostrategic and regional
shifts are taking place that will threaten our
interests. To that end, the strategy calls on the
IC to collect, analyze, and develop options for
the decision-maker to address the panorama of
threats. Policymakers expect the IC to engage
in aggressive collection of strategic-level in-
telligence that enables the anticipation of geo-
strategic shifts such as we see currently with
China and Russia. At the same time, American
intelligence also needs to obtain secret infor-
mation essential to generating reliable tacti-
cal intelligence so that decision-makers can
respond effectively to the actions and provo-
cations of our adversaries.

The President recognizes that modern-
ization of U.S. military forces to overmatch
America’s adversaries requires intelligence
support. To have an improved capability, one
has to have some idea of the opponent’s capa-
bility. Moreover, the strategy underscores that

“[iIntelligence is needed to understand and an-
ticipate foreign doctrine and the intent of for-
eign leaders, prevent tactical and operational
surprise, and ensure that U.S. capabilities are
not compromised before they are fielded.”

Adversaries like China and Russia are now
mastering technology to build up their own ca-
pabilities, which in turn are used to undermine
U.S. interests at home and abroad. These same
adversaries are making significant investments
in artificial intelligence (AI) and machine
learning (ML) initiatives for processing and
analyzing large quantities of data. Knowing
specifically what our adversaries are doing re-
quires that the U.S. IC be able to understand
theirlanguages in addition to having the exper-
tise to understand the scientific and technical
capabilities that they are pursuing. As they did
during the Cold War, U.S. spy agencies need to
attract and retain deep country and regional
subject matter experts with ample foreign
language capabilities and professional spies
with technical proficiency in order to gain a
significantly increased understanding of the
intentions of China, Russia, and their allies.

Spy tradecraft—the art of collecting secrets—
needs to be adapted to match today’s threats.
We know, for example, that China is investing
vast sums of money in cutting-edge dual-use
technologies that will enable the government
to track its own citizens. These same technol-
ogies are being used to uncover the plans and
intentions of China’s adversaries including the
U.S. A plan backed by Chinese President Xi Jin-
ping illustrates just how critical technology de-
velopment is to the Chinese government (and
the Chinese Communist Party):

China will invest an estimated $1.4 trillion
over six years to 2025, calling on urban
governments and private tech giants

like Huawei Technologies Co. to lay fifth
generation [5G] wireless networks, install
cameras and sensors, and develop Al
software that will underpin autonomous
driving to automated factories and mass
surveillance.2
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Intelligence: What Is It and
What Role Does It Play?

In the Intelligence Community, “intelli-
gence” refers to a dynamic set of actions that
relies on collection requirements established
by the customers of intelligence, sharing the
information within the IC so that various types
of analysis can be performed, and then dissem-
inating the results of insights to its customers.
Former longtime intelligence professional
Mark Lowenthal provides a classic definition
of intelligence: “[I]ntelligence is the process
by which specific types of information import-
ant to national security is requested, collect-
ed, analyzed, and provided to policymakers.”®
This essay focuses primarily on information
as intelligence: that is, the macro-world of
ideas, propaganda, and perception and how
our adversaries are working to shape public
perspectives on the larger strategic competi-
tion with the U.S.

From the standpoint of national securi-
ty or military operations, intelligence needs
to provide decision advantage: “Successful
intelligence provides advantages to decision-
makers they would not otherwise have, so an
analyst must know the frame of mind of the
decision-maker and the strategy to help the
policymaker to succeed.” In other words, one
obtains a better understanding of the compet-
itor and is able to hide that advantage so that
the competitor is unaware that his efforts have
been compromised and his secrets discovered.

In his 2019 worldwide threats briefing to
the U.S. Congress, then-Director of National
Intelligence Daniel Coats described the nature
of the emerging new threats:

The post-World War Il international
system is coming under increasing strain
amid continuing cyber and WMD prolif-
eration threats, competition in space, and
regional conflicts. Among the disturbing
trends are hostile states and actors’ in-
tensifying online efforts to influence and
interfere with elections here and abroad
and their use of chemical weapons. Ter-
rorism too will continue to be a top threat

to US and partner interests worldwide,
particularly in Sub-Saharan Africa, the
Middle East, South Asia, and Southeast
Asia. The development and application
of new technologies will introduce both
risks and opportunities, and the US econ-
omy will be challenged by slower global
economic growth and growing threats to
US economic competitiveness.®

The role of intelligence, whether it is provid-
ing information or identifying options for the
policymaker or the military commander in the
field, is to protect American interests at home
and abroad. This is not new. What has changed
is that intelligence must now be refocused to
cover a more diverse and complex set of na-
tional security threats. U.S. intelligence faces
expanded threats emerging from cyber warfare,
adversarial use of Al and ML, space-based capa-
bilities, and very sophisticated counterintelli-
gence from competitor nations that are able to
invest in the most advanced technologies.

The National Intelligence Strategy
and the Intelligence Community

The IC published its National Intelligence
Strategy (NIS) in 2019 to provide its workforce
with strategic direction for the next four years.
While the NIS does not outline specific prior-
ities (these are kept classified), the strategy
asserts that “all IC activities must be respon-
sive to national security priorities.” It further
specifies that:

All our activities will be conducted con-
sistent with our guiding principles: We
advance our national security, economic
strength, and technological superiority by
delivering distinctive, timely insights with
clarity, objectivity, and independence; we
achieve unparalleled access to protected
information and exquisite understanding
of our adversaries’ intentions and capa-
bilities; we maintain global awareness for
strategic warning; and we leverage what
others do well, adding unique value for
the Nation.®
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These four principles for the intelligence
enterprise give the IC’s rank and file a clear
framework to adjust and identify needed re-
sources to hone in collecting and analyzing
the intentions and capabilities of near-peer
adversaries.

To fully understand the challenges facing
the Intelligence Community as it adapts to
new circumstances, it is important to know
its composition and how it is resourced. The
IC is composed of 17 elements, including the
Office of the Director of National Intelligence
(ODNI).” Of these, eight reside within the De-
partment of Defense (DOD),® a fact that under-
scores the importance of intelligence to Amer-
ica’s defense posture and to the warfighter in
particular. These elements operate in a feder-
ated fashion with each one receiving its own
appropriated budget within the National In-
telligence Program (NIP). Supplementing the
NIP funds is the Military Intelligence Program
applicable to some of the DOD-based intelli-
gence elements.

The Director of National Intelligence (DNI),
a position established by the Intelligence Re-
form and Terrorism Prevention Act IRTPA) of
2004, is called upon to “lead a unified, coordi-
nated, and effective intelligence effort. In addi-
tion, the Director shall...take into account the
views of the heads of departments containing
an element of the Intelligence Community and
the Director of the Central Intelligence Agen-
cy” in guiding America’s disbursed intelligence
personnel and capabilities.'

A Tale of Intelligence Transformation:
2001 to the Present

America’s spy agencies have evolved since
their establishment over an extended period
following World War II and during the Cold
War with the USSR and its allies. A certain
Sovietology discipline matured over the de-
cades. The IC benefited from deep invest-
ments in language skills; deep development
of expertise on Soviet political, military, and
economic developments; and unique spy
tradecraft driven by the need to develop, re-
cruit, and handle Soviet and Soviet-bloc spies

and ferret out spies working against the U.S.
and its allies.

After the USSR collapsed, the U.S. no longer
had a clearly defined adversary. This so-called
peace dividend, combined with disinvestment
in human talent and technical capacity, led
in the 1990s to a significant reduction in the
nation’s intelligence capabilities. Then, when
al-Qaeda attacked the homeland in 2001, the
Bush Administration directed the IC to shift
its focus to countering Islamic terrorism. Soon
after the terrorist attacks, President George W.
Bush assigned the Director of Central Intelli-
gence, George Tenet, the de facto responsibili-
ty to become America’s combatant commander
for countering international terrorism while
also serving as America’s top intelligence of-
ficer. This informal designation for the DCI
underscored the role that intelligence would
play for years to come in the war on interna-
tional terrorism.

The events of 9/11 provided an opportunity
both to revitalize our nation’s intelligence ca-
pabilities and to redirect resources to counter
a very different type of adversary compared
to the USSR during the Cold War. Acquiring
new capabilities was given top priority. These
capabilities included recruiting Arab, Farsi,
Urdu, and other language proficient person-
nel, adapting technical collection to pursue
geolocational discovery, augmenting tactical
collection to identify small terrorist cells, and
identifying clandestine Internet communica-
tions by Islamic extremists.

To address the redirection and rebuilding
of intelligence capabilities in the aftermath
of the attacks in 2001 and the ensuing wars in
Afghanistan and Iraq:

[T]otal intelligence spending grew by
about 110% from 2001 to 2012. National
defense excluding intelligence grew by
55% over that time period.... [W]hen
measured from 1980, total intelligence
spending by 2012 had grown 274%, while
national defense spending without
intelligence had grown 82% over that
time period.!
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Even with significant growth in the intel-
ligence budgets, however, a side effect of the
rise of counterterrorism as the top priority for
America’s intelligence agencies was to down-
grade collection and analysis with respect to
more traditional geopolitical issues around
the globe. In effect, countering terrorist orga-
nizations became vastly more important than
countering competitor countries.

The demand for battlefield-level intelli-
gence increased significantly as American and
coalition warfighters went into Afghanistan
after late 2001 and after the 2003 invasion of
Iraq. Geolocational data to detect the enemy’s
whereabouts was of paramount importance.
Our already limited resources shifted further
away from clandestine collection on China and
Russia to focus on electronically intercepting
terrorist messages, honing imagery collection
at the battlefield level, and performing clandes-
tine human intelligence at a more tactical level.
The warfighter demanded that strategic-level
intelligence collection be fused with field-level
tactical collection and analysis to find and de-
stroy the enemy on the ground.

American Intelligence ina
Rapidly Changing World

As US. intelligence collection and analytical
priorities shifted to address Islamic terrorism,
those same enemies adapted their operational
planning and activities. U.S. cyber-focused op-
erations had to adapt to finding an enemy that
was modifying its use of web-based presence
to communicate, recruit terrorists, and launch
propaganda operations. America’s spies were
essential to disrupting Islamic terrorists’ com-
munications and operational planning.

The buildup of counterterrorist (CT) ca-
pabilities is now useful in meeting the intelli-
gence demands associated with today’s world.
For example, data analytics that was used in CT
operations to identify and counter “fake news”
now has widespread application in confronting
the national security challenges we face from
nation-state competitors.

Former National Counterterrorism Center
Acting Director Russell Travers has noted that

we “will never have enough analysts to process
the available information so Artificial Intelli-
gence and Machine Learning are not ‘nice to
have’ they are an imperative.” Travers quotes
from the interim report of the National Securi-
ty Commission on Artificial Intelligence:

With respect to data, the government is
well positioned to collect useful informa-
tion from its worldwide network of sen-
sors. But much of that data is unlabeled,
hidden in various silos across disparate
networks, or inaccessible to the govern-
ment... Even more data is simply expelled
as “exhaust” because it is not deemed to
be immediately relevant.2

Travers adds that “[w]e have a long way to
go to realize the benefits of Artificial intelli-
gence and machine learning.”*® Data analytic
processing that results in usable information
for IC analysts will help to expand the range
of available sources and in turn facilitate the
dissemination of better “indications and warn-
ing”'*to the customer.

Our adversaries, both state and non-state,
are resilient and adaptable. They continue
to invest in their own capabilities, ranging
from cyber-focused operations to advanced
weaponry, in order to upend our way of life
and that of our allies. Our intelligence agen-
cies must therefore continue their own
journey of change—and in some instances
transformation—to meet today’s more com-
plex national security threats and stay ahead
of our adversaries. This includes a reexamina-
tion of how intelligence should be managed in
a post-9/11 world:

The U.S. Government must fundamen-
tally reexamine the manner in which

the Intelligence Community manages
intelligence information. In many instanc-
es, the intelligence failures that preceded
the terrorist attacks of September 11, 2001
were marked by an insistence—whether
historically or legally grounded—that
intelligence information must be tightly
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controlled by the intelligence collector.
Often, this position was based on a mis-
taken predicate, namely that an agency
“owned” information that it had collected.

The reforms in America’s intelligence en-
terprise spurred by 9/11 focused on removing
barriers to the sharing of two types of infor-
mation by U.S. agencies: information collect-
ed outside the U.S. and information lawfully
obtained inside the U.S. Before September 11,
2001, U.S. law (as it still does) prevented the
Intelligence Community from conducting sur-
veillance of U.S. citizens. Once granted legal au-
thority pursuant to an investigation, U.S. law
enforcement agencies could surveil citizens,
but they could not share that information with
the Intelligence Community.

The terrorist attacks of 9/11 showed that
there was a gap between these two worlds
where dangers inside and outside of the
U.S. overlapped to create opportunities for
enemies—opportunities about which the fed-
eral government was ignorant because of the
prohibition on sharing information. The In-
telligence Reform and Terrorism Prevention
Act of 2004'° led to improvements that made
critical CT information more readily available
to those charged with disrupting terrorist plots
against the homeland, but better information
sharing is still needed.

Designing and directing the nation’s intel-
ligence capabilities requires a resilient and
committed IC leadership operating with a
sense of urgency. America’s adversaries are
constantly and rapidly adapting their capa-
bilities in cyber operations, social media, and
other means of technology. American intelli-
gence must remain focused on improving its
own intelligence tool kit and staying ahead
of the enemy, but that is not enough. Ameri-
ca’s intelligence agencies also need to pursue
improvements in their business processes so
that they not only can deliver better products
to the decision-maker in a timelier manner,
but also will be able to operate more efficient-
ly and effectively if significant resource con-
straints reappear."”

Despite the IC reforms enacted post-9/11,
additional action is needed. Collaboration
among the spy agencies needs to improve.
There is still a propensity among bureaucra-
cies to avoid sharing information. The reasons
for not sharing may include concerns by the
agency that collected the information that
the sensitive intelligence will be mishandled
by other agencies and perhaps even leaked to
the media or sourced in such a way that sen-
sitive collection methods are exposed. Not-
withstanding significant changes in how the
spy agencies work today, the evolving threats
to the nation require that the IC and its 17 ele-
ments continue to adapt.

One area of adaptation is technology itself.
In order to be more effective in driving the
integration of innovative technology within
American intelligence, the IC must shift its
culture mindset that expects any needed new
technology to be developed within the com-
munity. The IC needs to welcome commercial
technology solutions, modifying them as nec-
essary to meet the mission requirements of the
intelligence professionals.

The ICleadership should consider how best
to shift resources and capabilities as they per-
tain to the adoption of technical capabilities
(AI, ML, etc.) that can be applied to the rise
of great-power competition. Oracle Cloud’s
Adaptable Business research project led to
the interesting finding that business efficiency
increases by 64 percent when the right tech-
nology is implemented alongside seven key
cultural factors within an organization—all of
which are factors that can be linked to char-
acteristics in today’s intelligence enterprise:

1. Flexibility and embracing change,

2. Learning culture,

3. Data-driven decision-making,

4. Open communication and collaboration,

5. Shared digital vision and participa-
tive leadership,
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6. Entrepreneurial culture, and
7. Critical thinking and open questioning.'®

According to the research, many organiza-
tions have invested in the right technologies
but lack the culture, skills, or behaviors nec-
essary to fully reap their benefits. The study
found that business efficiency increases by
only 27 percent when technology is imple-
mented without the identified seven factors.”

America’s intelligence professionals, in
shifting their attention to the rising securi-
ty threats posed by China, Russia, and their
allies, are well postured to do so in only two
out of the seven areas: critical thinking/open
questioning and a learning culture. The IC as
awhole is reluctant either to embrace open
communication and collaboration across
its 17 elements or to demonstrate flexibility
and embrace change. The intelligence ele-
ments also fall short of applying data-driven
decision-making at every level, having a
shared digital vision, or promoting an entre-
preneurial culture. If the Intelligence Com-
munity is to meet the challenges of the 21st
century, its leaders need to address these
shortfalls with a sense of urgency. If imple-
mented, their strong and unwavering direc-
tion can offer opportunities to enhance the
effectiveness of the IC’s workforce.

The pivot of 2001 toward combating Islam-
ic extremism as the top intelligence priority
and away from a focused attention on the
rise of China and the geopolitical aspirations
of Russia has shaped the mindset of today’s
collectors. For example, for two decades, an
entire generation of intelligence operators
has not been schooled in how to conduct tra-
ditional operations against state actors, much
less against our near-peer competitors. As a
former CIA human intelligence operator ob-
served in 2017:

Over the past 15 years, this “global war
on terror” mindset has become the
default at the CIA. After accusations that
it was stuck in the Cold War, the agency

began to trade concealment devices and
human sources for military hardware.
Under a directive from President George
W. Bush, it expanded its ranks to fight
terror. It bulked up its abilities to track
and target a dispersed enemy fighting
an asymmetrical war. Gone were the
days, it seemed, of risky brush passes

in a heart-pounding, adrenaline-filled
four-second period when an officer

was “black”—meaning free, just for a
moment, from hostile surveillance and
able to pass a message to an asset. The
Cold War was over; we had a new ene-
my to defeat.?®

To address the security threats posed by
China, Russia, and their allies effectively, our
experienced operators and analysts must be
reprioritized to meet customers’ demands for
accurate, relevant, and timely intelligence re-
lated to capable adversaries. These adversaries
are not only capable of mounting complex op-
erations against the U.S,, but also able to detect
sophisticated operational activities against
them. Reflecting on the challenges posed by a
rising power, Secretary of State Mike Pompeo
has pointedly characterized the nature of the
threats presented by a rising China:

Under [Premier] Xi Jinping, the [Chinese
Communist Party] has prioritized some-
thing called “military-civil fusion.”... It’s a
technical term but a very simple idea. Un-
der Chinese law, Chinese companies and
researchers must—I repeat, must—under
penalty of law, share technology with the
Chinese military.

The goal is to ensure that the People’s
Liberation Army has military dominance.
And the PLA’s core mission is to sustain
the Chinese Communist Party’s grip on
power—that same Chinese Communist
Party that has led China in an increasingly
authoritarian direction and one that is
increasingly repressive as well...2!
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Time to Accelerate
Intelligence Transformation

Technology. The IC agencies are keen-
ly aware that they are operating in a com-
plex world of information technology that is
changing rapidly. How America’s spies respond
to these changes is vital. The advent of fifth
generation (5G) technology is on the verge of
establishing China as a near-peer competitor
in telecommunications. Although there are
barriers to entry that limit Huawei’s access
to the U.S. market, the Chinese 5G footprint
is expanding at a rapid clip around the world
including among U.S. allies. The intelligence
threat posed by Huawei is of a significance that
should not be underestimated:

As an adversarial power, China cannot
be allowed to use its government-con-
trolled companies to gain a significant
foothold in the United States’ burgeon-
ing 5G wireless networks. Such a pres-
ence would be a clear national security
threat that could decisively compromise
American telecommunications and data
infrastructure—including the communi-
cations integrity of the US military and
intelligence community...

The U.S. must not be complacent. Bei-
jing’s “civil-military fusion” practices must
not be allowed to threaten U.S. national
security. Further, the U.S. must penalize
Beijing’s blatant attempts to threaten
America’s critical infrastructure and to use
its technology industry as an extension of
state espionage.?

Technology is generally multipurposed and
often integrated into multiple strands of hard-
ware and software. For example, AT combined
with ML can be incorporated into the daily use
of intelligence capabilities to support analysis,
counter cyber threats, and also address insider
threats. Machine learning holds promise for
cyber defense.

The single biggest challenge for network
defenders is detection: finding the adversary’s

presence in one’s own network. Detection

times vary based on the sophistication of the

attacker and defender, but the average lingers

at well over a year. While defenders have im-
proved, in many cases, intruders can operate

for months within the target network, unno-
ticed and unconstrained.?® As cybersecurity
expert Ben Buchanan has noted:

Virtually every major cyber attack—such
as Stuxnet, the two blackouts in Ukraine,
and NotPetya—has been preceded by
months, if not years, of reconnaissance
and preparation. This window offers an
opportunity. If machine learning can
improve detection, interdiction, and
attribution, it can dramatically reduce the
potential dangers of cyber operations.
That said, machine learning has been
applied to cyber defense for several years
already and challenges persist; it is thus
vital to ground the evaluation of machine
learning-aided cyber defense not just

in theory but in practical—and ideally
measurable—results.?*

Our intelligence professionals must have
the very best technology at their disposal. To-
day, technological innovation rests predomi-
nantly in the private sector. To bridge this gap,
IC leaders need to promote the development
of deeper public-private partnerships to fa-
cilitate rapid adoption of this technology. Un-
fortunately, because of mutual distrust, these
partnerships are not easy to forge. Nonethe-
less, commercial companies can help to find
innovative ways both to exploit the vast and
increasing body of open-source information
available to the intelligence analyst and to
counter the sophisticated counterintelligence
methods employed by China, Russia, and oth-
ers to protect their secrets.

As Russell Travers noted in 2019, at least one
vehicle for such collaboration already exists:

Over the past two years, there has been
a marked increase in Industries” will-
ingness to work with one another, the
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US government and foreign partners to
counter terrorism through the Global
Internet Forum to Counter Terrorism
(GIFCT). Originally created by Facebook,
Microsoft, Twitter and YouTube, GIFCT
has provided a vehicle for discussions and
potential information sharing....

The recent move to establish GIFCT as

an independent organization, or NGO,
offers a formalized opportunity to better
leverage the respective strengths of the
private sector and the U.S. government
against this dynamic problem. The new
construct looks to sustain and deepen
industry collaboration and capacity, while
incorporating the advice of key civil soci-
ety and government stakeholders.2s

The IC leadership needs to adapt com-
mercially available “off the shelf” technology,
even if modifications may be required to meet
a specific intelligence need. Simultaneously,
the IC leadership should cut off funding for
technology development within its agencies
if it lags far behind what is available in the
private sector. This also requires a change
in the cultural mindset to make the IC more
receptive to adopting commercially based
technology. Former Intelligence Community
Chief Information Officer John Sherman has
underscored that:

Our adversaries are moving out quickly in
many areas such as cyber, artificial intelli-
gence and machine learning, information
and asymmetric warfare, not to mention
other capabilities such as conventional
weapons and space. We must respond
with equal urgency. We can and must
win in an arena increasingly defined by
technology, data, and cybersecurity. This
requires even greater innovation and
partnerships between the government,
industry, allies, and academia.2¢

The IC requires commercial support in de-
veloping computer infrastructure that allows

collectors and analysts to tackle rough prob-
lems such as breaking sophisticated encryption

related to leadership communications or ad-
vanced weapon systems and identifying deni-
al and deception tactics by adversaries. These

capabilities must be secure yet interoperable

across intelligence and defense platforms.

Information Integration. Managing
information sharing effectively in a classi-
fied world remains enormously challenging
because of the need to protect our secrets.
Nonetheless, the balance between “the need
to share” and “the need to protect” is askew
under the current paradigm among our intel-
ligence professionals. It is imperative to have
in place a data management system in which
every person that touches a piece of classified
information is monitored to ensure not only
that mission needs are met, but also that se-
crets are protected.

IC analysts are inundated by information,
but the most important information needed
to “connect the dots” can remain undiscovered
or unavailable because the right information is
not always identified for the right user. Barri-
ers to information sharing persist among ana-
lysts, operators, and military personnel even
within the same agency and certainly between
the IC’s various elements. This shortfall must
be addressed to improve the quality of analytic
work. As Damien van Puyvelde, Stephen Coul-
thart, and M. Shahriar Hossain have argued:

Interest in data analytics has been
growing due to the demand for more
reliable intelligence products following
the controversies caused by the 9/11
attacks and the absence of weapons of
mass destruction in Iraq. Prior to 9/11 the
US intelligence community lacked and
missed specific pieces of information
pointing to the terrorist plot. In 2002, a
national intelligence estimate made a
series of erroneous assessments regard-
ing Irag’s WMD programme, which were
later used to justify the US decision to go
to war in Irag. These events cast doubt
on the intelligence collection and analysis
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capabilities of America’s spy agencies,
especially in the domain of human intel-
ligence (HUMINT). Big data capabilities,

it was hoped, would compensate for the
limitations, and sometimes the absence,
of HUMINT. Consequently, US intelligence
agencies began to embrace more system-
atic and sophisticated data collection and
analysis techniques.?”

Enacting user-based access controls across
IC data repositories offers a way to take the
human intervention out of the information-
sharing conundrum when accompanied with
data user rights. What good does it do for an
analyst to learn after judgments have been
made that information was available but could
not be accessed because of artificial barriers?
Information needs to be controlled, butin a
world where threats are often interconnect-
ed, the barriers to accessing mission-relevant
information need to be removed so that the
IC can provide the most accurate assessments
possible to policy customers.

Integrated intelligence assessments are
equally important for all customers. This is
underscored by the case of the U.S. military,
which needs reliable intelligence to maintain
situational awareness and be prepared to pre-
vent war but, if necessary, to fight and decisive-
ly win the next one. With reference to the Army
(although it is equally true for all of America’s
uniformed services):

Army HUMINT must be prepared to
operate within multiple domains and em-
ploy materiel modernization to leverage
artificial intelligence/fusion capabilities
to reduce cognitive burdens on ana-
lysts. The Army G-2X enterprise must
adapt to meet the readiness demands

of great power competition by ensuring
our CI, HUMINT, and security personnel
are prepared to deploy, fight, and win
across the spectrum of conflict. Through
modernization, the Army G-2X enterprise
must be able to build an agile Cl, HUMINT,
and security force that fully embraces

the Information Age, including leveraging
technology to reduce cognitive burdens
on the force and deliver intelligence at
the speed of mission.2®

The complexities associated with under-
standing, preparing, and as necessary respond-
ing to more sophisticated adversaries calls for
the best possible integrated intelligence for
our warfighters and planners.

Talent. Removing barriers to hiring and
retaining America’s top talent is essential to
addressing complex national security chal-
lenges. The backbone of the IC’s performance,
effectiveness, and efficiency is the quality and
retention of its people. The good news is that
the IC has no problem attracting prospective
personnel with extraordinary skills and back-
grounds. The bad news is that the IC lacks
the ability to hire them quickly enough, and
significant expertise is lost because the hir-
ing process can takes as much as a year. Also,
once in the IC, talented officers leave because
they become disaffected by bureaucracy that
discourages analytic dissent or by elements
that discourage joint-duty career-enhancing
assignments among the IC’s 17 components.

As it relates to attracting and retaining the
best and brightest personnel for the IC, two
significant barriers need to be addressed.

First, the granting of a security clearance for
an intelligence professional and/or support-
ing government contractor with the requisite
skills remains inefficient despite some grad-
ual improvements. In figures released in late
November 2019, the Defense Counterintelli-
gence and Security Agency “noted a dramatic
drop in security clearance processing times as
of FY 2019 Q4—295 days for Top Secret clear-
ances (down from a high that reached over 500
days), and 181 days for Secret security clear-
ances, down from over 300 days.” These “DoD/
Industry only numbers...represent the fastest
90% of all clearances.”?® However, the most tal-
ented professionals are not likely to wait a year
or longer to start their jobs.

Second, when the time it still takes to get a
security clearance is combined with the time
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needed for a hiring decision—often more than

ayear—it is not hard to see why the new grad-
uate in one of the highly sought-after technol-
ogy fields may well not wait to be hired by an

intelligence agency. It often takes much longer

for first-generation American applicants with

highly desirable native foreign language skills

to be cleared. It is difficult to quantify the loss

of talent and capability this represents, but we

can assume that the Intelligence Community
does lose badly needed talent.

A case study of graduates from the North
Carolina State University Master’s Program
in Advanced Analytics provides some insights.
If a graduate of this 10-month program were
interested in a career in national security, it
would be next to impossible for that individu-
al to be interviewed, offered a job, and cleared
through the process in less than 10 months.
Even assuming a somewhat faster hiring pro-
cess, 40 percent of those hired will leave their
employment within two years because of per-
ceived opportunities for job growth elsewhere—
obviously a huge loss for any intelligence agen-
cy. Many leave for the private sector.®®

Suitability Barriers to IC Talent Man-
agement. Different suitability norms (“suit-
ability” refers to judgments about a person’s
character traits and conduct) among the IC
elements act as a significant constraint on the
movement of talent within the IC to meet the
highest intelligence priorities. This obstacle
also undermines IC team building. The receiv-
ing element often raises subjective objections
under the guise of finding the prospective per-
son “unsuitable” for the rotational assignment
even though the criteria for security clearance
are the same for all IC personnel. The resultant
delays, often measured in months, undermine
the use of the best talent despite IC mission
requirements.

This obstacle must be removed if the IC is
going to be able to place its talent where it is
most needed to meet the requirements of the
nation’s political or military leadership and
prioritize resource allocations to match the
greatest threats that appear on the horizon.
Removing the suitability barriers to transfers

of IC personnel would also remove an import-
ant reason for the IC’s talent drain. The ODNI
should establish policies that significantly
reduce what are often many months of delay
in having personnel move from one IC ele-
ment to another.

The Changing Persona of Clandestine
Collection. The advent of biometrics and oth-
er threats to secure operation make obtaining
core secrets from clandestine human sources
extraordinarily challenging. Many of the tech-
nologies used by intelligence professionals are
readily available to our adversaries, state and
non-state alike. Facial recognition and bio-
metrics more generally make the use of alias
operational tradecraft nearly impossible. Hu-
man intelligence collection must therefore
continue to evolve both to address the coun-
terintelligence threats to securely running
foreign human spies and to protect its own
operational capabilities from the watchful eye
of our adversaries.

A major shift in how human intelligence
operations are conducted is required. While
not easy, and while tradecraft must be applied,
online (or cyber-based) human intelligence
operations must be increased to spot, assess,
develop, recruit, and handle human sources.
At the same time, human-to-human interac-
tion in a clandestine manner faces significant
hurdles. “U.S. spies are no longer being tailed
by foreign governments in about 30 different
countries,” according to one report, “because
advances in facial recognition, biometrics
and artificial intelligence have made it almost
impossible for the agents to [maintain a false
identity].”*! One former CIA senior officer not-
ed insightfully in 2015 that:

As we continue to advance technologi-
cally, in essence making our world smaller,
the potential threats posed by these
advancements will make both protecting
and exploiting real secrets exponentially
more difficult. In addition, as these chal-
lenges continue to grow, those tasked
with addressing them will need to adjust
at a much more rapid rate. This applies
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both to field operatives as well as to
their managers...

The next generation of operatives and
their managers will need to be more
familiar with, if not adept at, techno-
logical augmentation. Augmentation,

not replacement. While the tendency

to rely increasingly on technology to
make HUMINT collection more efficient

is commendable, adherence to the core
principals [sic] will ensure that human
operations remain as secure as possible.32

Cyber Integration. The DNI has the au-
thority to assign responsibilities within the
IC, but the absence of clear policy direction on
cyber issues leaves intelligence professionals
without the guidance they need with respect
to the parameters of their cyber activities. In
addition, because of the absence of a policy
framework, the IC elements, alongside other
elements of the executive branch, have been
left to chart their own courses as individual de-
partments or agencies in executing offensive
and defensive cyber activities as an element of
U.S. national security.*

Adversarial threats in the cyber domain
change quickly and are increasingly complex.
As for the appropriate governance to meet cy-
ber threats, Executive Order 12333, as amended
by President George W. Bush in July 2008,** did
not specifically address cyber as an intelligence
discipline. Nonetheless, in just the few years
since the IC’s principal presidential directive
was amended, it has become apparent that spe-
cific cyber “lanes in the road” need to be identi-
fied within the IC and throughout government.

Cyber intelligence informs a significant
number of sub-disciplines such as cyber securi-
ty, cyber defense, cyber offence, and cyber sup-
port to traditional military operations, as well
as the establishment of international norms on
cyber behavior during peacetime. These mis-
sions call for intelligence professionals who
are competent to address the multi-strand
demands associated with cyber operations,
but there is a critical shortage of cyber talent

in the public sector as it competes with private
industry because demand for the unique skills
and knowledge needed to combat the growing
threats in the cyber domain has outpaced the
supply of that talent for years. The public sec-
tor struggles to attract the required numbers
of cyber-trained and experienced personnel
because of its slow hiring process and lower
compensation compared to the private sector.*
For example, February 2015, the Pentagon had
reached only the midway point in staffing Cy-
ber Command and was backing away from the
long-held goal of deploying a full force of 6,000
cyber personnel by 2016.% As a top priority, the
IC must spend whatever is necessary to train
existing IC officers with transferable skills and
high potential to be cyber intelligence officers.
Training is available in the private sector.*”
Executive Order 12333 as amended gives
the DNI the authority to define roles and re-
sponsibilities for elements of the Intelligence
Community.?® What is needed now to achieve
enhanced integration among the key cyber col-
lection agencies—the National Security Agency,
Central Intelligence Agency, and Federal Bu-
reau of Investigation—are clearly articulated
policies for defining their respective missions
and how information will be shared among
them in a transparent manner. The IC lead-
ership needs to remain focused on achieving
“unity of cyber mission,” which must be the top
priority for anticipating and providing warning
to the decision-makers about future threats.
Under well-defined rules, the Cyber Threat
Intelligence Integration Center (CTIIC) may
eventually be in a position to contribute a
strong analytic product on cyber threats.
Some progress has been made, but it is
not enough. Cyber legislation was stalled for
years, but with passage of the cyber bill in 2015,
a framework for addressing cyber-related ac-
tivities has begun to take form.* The CTIIC,
established at the instigation of the White
House ostensibly to conduct analysis of cyber
threats, appears to have an ill-defined mission.
It also has neither the resources nor the stand-
ing among the big departments and agencies to
assess cyber threats.*°
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Counterintelligence. Catching spies
and protecting our secrets is the traditional
framework for counterintelligence. In order
to counter highly sophisticated adversaries,
however, the scope of counterintelligence
needs to be expanded. This broader definition
needs to include what our adversaries are do-
ing through disinformation and other forms
of information warfare to undermine both the
U.S. and its friends and allies. IC talent needs
to be placed against this broader definition of
counterintelligence.

While the Chinese, Russians, and other
adversaries have long wanted to steal our se-
crets by any means possible, these nations now
leverage big data to promote their interests,
using all forms of media to foster a false nar-
rative of events in and outside the U.S. Coun-
terintelligence requires identifying and then
protecting our national security information
on amuch broader level. CI must still include
its traditional focus on protecting our own se-
crets from foreign spies, but our security also
depends on identifying and countering disin-
formation and insider threats, as well as re-
sponding to adversaries’ efforts to disrupt U.S.
intelligence. As Christopher Costa and Joshua
Gelzter have written:

If the U.S. government is to fight off
disinformation—which can now be
created on an industrial scale and spread
globally not just by states but also by
terrorists and criminals—it must rein-
vigorate and broaden the practice of
counterintelligence.

For too long, the focus of U.S. counterin-
telligence has been safeguarding gov-
ernment secrets and corporate intellec-
tual property, particularly by thwarting
foreign efforts to recruit potential thieves.
We must remember that counterintel-
ligence also means warding off efforts
to divide and weaken us. We can draw
on our Cold War experience and up-
date our responses to reflect modern
technologies.*

Today, “Moscow and other governments are
learning key disinformation tactics from non-
state actors” that are using more sophisticated
cyber-generated influence operations. All ad-
versaries are now in the cyber domain.

These developments suggest a future in
which both non-state and state actors
will contest the United States through on-
line disinformation campaigns, even while
more traditional global power competi-
tion tied to geography continues to play
out. Moreover, it seems inevitable that the
Chinese, Iranians, and others will escalate
their malign social media efforts much

as the Russians have done. FBI Director
Christopher Wray recently acknowledged
that other countries have been exploring
such influence efforts.*?

The opportunities for the IC to identify and
then counter the broad range of counterintel-
ligence threats are coupled with the challeng-
es and opportunities related to technology,
information integration, people talent, and
clandestine collection. All of these pieces must
fit together to maximize the ability of our spy
agencies to respond to a much higher national
security threat environment for years to come.
An effective response to these threats does not
require additional funding or personnel re-
sources for the IC, but rather reprioritization
of existing capabilities.

Building a More Effective
Intelligence Enterprise

As demonstrated after the terrorist attacks
of 2001, the U.S. Intelligence Community has
demonstrated that it can redirect its resourc-
es to meet a different type of threat. It did so
immediately in the aftermath of the attacks in
2001 in order to pursue aggressive collection
and analysis of Islamic terrorist groups. The
goals for intelligence are immutable. Intelli-
gence resources must be postured to give the
policymaker and warfighter alike the upper
hand against the adversary. That upper hand
requires collecting threat warnings that can be
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prevented from becoming a reality or be coun-
tered by reliable intelligence.

The ability of America’s spy agencies to ad-
dress the wide array of complex threats emerg-
ing from the need to deter great-power rivals
requires IC leadership committed to applying
the resources to address the highest threat vec-
tors. It requires a strong sense of urgency with
a top goal of harnessing the power of emerg-
ing and disruptive technologies as applied to
data analytics, artificial intelligence, machine
learning, 5G, and quantum computing while
enabling the integration of autonomous sys-
tems. Currently, America’s intelligence pro-
fessionals must be prepared to ensure un-
ambiguous advantage in the event of conflict
escalation, but the IC needs to be able to act
preemptively and provide advance warnings
of threats to our national security from both
state and non-state actors.

With this in mind, there are several actions
that can and should be taken. Specifically:

o The Director of National Intelligence
should require all IC members to
provide a plan with specific goals to
increase their partnerships with the
private sector to acquire cutting-edge
technology and infrastructure sup-
port. Each plan should be accompanied
by aroad map and timetable for adoption
of that technology. In an era of signifi-
cant growth in data and data processing
requirements, America’s intelligence
professionals require the best technology
that the private sector has to offer. They
should therefore promote agile public—-
private partnerships to assure their access
to the technological innovation that is
constantly emerging from America’s
vibrant commercial sector.

» The DNI needs to establish a needs-
based information-sharing model
with appropriate auditing functions
to enable enhanced data access by all
intelligence professionals with a need
to know. Notwithstanding advances over

the past two decades, mission-essential
information sharing remains too restrict-
ed within the IC due to the propagation of
data stovepipes and absence of user-based
permissions. Fear continues to drive the
risk calculus by the so called owners of
data (the agencies that obtain the classi-
fied information). The result could be fail-
ure to provide adequate warning because
mission users are unable to access siloed
information.

For the Top Secret/Sensitive Com-
partmented Information clearance,
the DNI should mandate and then
rigorously enforce time constraints
on the security clearance process. The
IC must depend on state-of-the art CI
monitoring for its first ring of protection.
Therefore, bureaucratic barriers that
prevent the timely entry of much-needed
talent must be eliminated, and every effort
must be made to retain vital personnel
and to facilitate ingress to and egress from
the IC for that talent. Special allowances
are needed for compensation related to
highly desirable science, technology, engi-
neering, and mathematics (STEM) talent.
Interchangeability of intelligence person-
nel talent must be promoted aggressively
among the 17 elements of the IC to meet
the highest intelligence requirements.
Suitability barriers to accepting transfers
of personnel need to be removed.

Clandestine human intelligence col-
lection needs to reevaluate how it can
identify, assess, develop, and recruit
foreign spies by using different tactics.
Human intelligence operations can no
longer rely solely on traditional tradecraft
for in-person meetings using alias perso-
nas that are subject to discovery because
of microchip information and biometrics.
A comprehensive revamping of clan-
destine human intelligence collection
isneeded. Today’s threats to traditional
spying will require far more reliance on
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online cyber personas and far less reliance
on foreign-based collection efforts by
American operators.

e The Acting DNI took an important
step in mid-May with the announce-
ment that intelligence-focused cyber
efforts would be consolidated under
an IC Cyber Executive. However, this
does not go far enough to meet the chal-
lenges of cyber-centric requirements.
The IC’s capabilities against determined
adversaries now need to be rigorously
assessed with a view to ensuring the
IC’s ability to defend and respond as
necessary to an adversary’s capabilities
in cyberspace.

e The DNI needs to lead in expanding
the scope and depth of America’s coun-
terintelligence focus to address our
adversaries’ ability to use aggressive
cyber online operations to influence
the hearts and minds of Americans.
This expanded application of CI can meet
the continued need to address more
complex challenges pertaining to insider
threats in a cyber-centric world and the
need to protect national security secrets.

Conclusion

The foundation of U.S. intelligence is sound,
but America’s intelligence agencies face a
range of new national security challenges from
emerging great-power competitors. To meet

these challenges, the IC needs to attract and

retain deep subject matter expertise, including

foreign languages, and to focus on China and

Russia (and their allies), enhanced operational

tradecraft, and a significant increase in the use

of technology and STEM-trained personnel to

apply artificial intelligence, machine learning,
and data analytics in an effective manner. Cy-
ber-centric operational capabilities for U.S. in-
telligence personnel must become the norm

for achieving success against determined and

relentless adversaries.

The Intelligence Community, with the ben-
efit of clearly articulated requirements from
the policymaker and the warfighter, is capable
of delivering invaluable intelligence. This re-
quires bold leadership that is prepared to in-
vest in its people, technology, and security. The
leadership needs to incentivize the increase of
IC integration and strengthen public—private
partnerships to maximize access to innovative
technologies.

The challenges facing our intelligence
professionals are not for the faint of heart.
Dealing with these challenges will require
creativity and meaningful steps to break
down the bureaucratic walls among the IC’s
17 elements. America’s national security de-
serves nothing less than a federated Intelli-
gence Community that operates with unity of
effort and interdependence, confronting the
capabilities of our adversaries with an eye to
providing high-confidence decision advan-
tage for every customer of the world’s finest
intelligence organizations.
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