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America’s Joint Force

and the Domains of Warfare

James Jay Carafano, PhD

he term “joint” has been well established

in the U.S. military lexicon for many de-
cades. While the word’s meaning may remain
a constant, its significance for the American
military is changing.

The essays on the dimensions of warfare in
the 2018 Index of U.S. Military Strength reflect
a crucial dynamic that affects thinking about
how militaries ought to be employed. Domi-
nance in war will not be gained through domi-
nation of a single domain. The future focus of
jointness will be on ensuring that U.S. armed
forces retain the ability to operate effectively
in all domains in a theater (land, sea, air, sub-
surface, cyberspace, and space) and to exploit
the ability to use advantages in one domain
to operate in another. For the U.S,, having the
capacity to check an adversary or take the ini-
tiative across all domains will be essential to
establishing a competitive advantage in fu-
ture conflicts.

The Dimensions of War

One of the great truisms of war was ex-
pressed by the British military historian B.
H. Liddell Hart: “The real target in war is the
mind of the enemy commander, not the bodies
of his troops.” This maxim touches the core of
understanding the nature of warfare. War is a
competition. War is a competition between ad-
versaries, a contest of action and counteraction
that concludes or changes based on the agency
of competitors, and this competition unfolds

in the domains accessible to each competitor:
land, sea, air, space, and cyberspace. Dominat-
ing in war is not about dominating a domain. I't
is about dominating an enemy.

In contemporary conflict, as competitors
increasingly gain access to all domains of war-
fare, it becomes more likely that adversaries
will seek to offset a competitor’s dominance
in one domain by acting more aggressively in
another space. As transnational terrorists like
ISIS have lost physical ground in the Middle
East, for example, they have redoubled their
cyber operations to stay in the fight against the
West. Alternatively, competitors might redou-
ble their efforts to defeat an adversary’s capac-
ity to dominate them in a particular domain.
This has become a feature of Chinese military
strategy, which seeks to prevent adversaries
from achieving adominant advantage in space,
air, sea, and cyber operations in the Asia-Pa-
cific theater.

Thus, dominance in one or more domains
is important, but to dominate an enemy, the
ability to conduct operations in more than
one domain at a time, to shift between them,
and to use one domain to affect another is
more important.

The elements of the U.S. armed forces in-
creasingly operate across domains, each ser-
vice specializing in one but increasingly having
an effective presence in the others and/or rely-
ing on the other services to create opportuni-
ties for exploitation and to prevent an enemy
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from using a domain for their own purposes.
No one service bears sole responsibility for

military operations in any domain. Each of the

uniformed military services, for example, uses

cyberspace. All conduct or depend on space op-
erations. Forces from land bases can affect op-
erations at sea. Naval forces can influence land

battles. Air force operations routinely have an

impact on multiple domains.

The nature of contemporary warfare has
implications for how the armed forces address
jointness now and in the future. Further, the
evolution of the joint force and how the U.S.
military thinks about conducting joint opera-
tions has significant consequences for how
national leaders understand military strength
and its utility in securing national interests.

Evolution of the Joint Concept

For the Pentagon, “joint” “[c]onnotes activi-
ties, operations, organizations, etc., in which
elements of two or more Military Departments
participate.”? In the case of the United States,
that means the Army, Air Force, and Navy De-
partments, the last of which includes the Navy
and Marine Corps. The U.S. Coast Guard, when
operating in concert with them, also could be
considered part of the joint force. U.S. Special
Operations Forces (e.g., SEALs and Rangers)
are provided by the services; when they oper-
ate across service components or with conven-
tional forces (e.g., Army brigades), they are also
conducting joint operations.

The U.S. military’s appreciation of jointness
is built on a historical understanding of West-
ern warfare and its own contemporary experi-
ences. While joint operations, the cooperative
use of forces operating in their respective do-
mains, may not be as old as war itself, there are
certainly many antecedents from the times of
ancient warfare. Most notably, histories of the
Peloponnesian Wars, the decades-long struggle
between alliances led by the Greek city-states
Athens (primarily a naval power) and Sparta
(the dominant land power), turned on joint
operations.?

Athens and Sparta. One instructive ex-
ample of joint operations in the ancient world

was the land-sea campaign in Sicily from 415
BC to 413 BC. An Athenian expeditionary force
was dispatched to secure the strategic island
off the coast of Italy that, some of their leaders
argued, would provide a decisive advantage in
the war with Sparta. The Athenian force was
joint, composed of a naval force of some 100
triremes (Greek war galleys, or rowed fighting
ships); numerous transport and cargo ships;
and more than 5,000 hoplite infantrymen and
additional archers and slingers that could con-
duct ground operations.*

Once establishing themselves in Sicily, the
Athenians were slow to advance on their main
objective, the city of Syracuse. This allowed
time for the Spartans to dispatch reinforce-
ments to their Syracusan allies. The Athe-
nians lost the land battle against the superior
combined land force of Sparta and Syracuse.
When they tried to withdraw by sea, the Spar-
tans, having developed their own navy, inter-
cepted the retreating fleet, soundly defeating
the Athenians in a massive sea battle.

Using the Athenian naval assets to maneu-
ver ground units into a superior position was a
classic exercise in joint operations, leveraging
forces that operate in one domain to provide
a competitive advantage to forces operating in
another. But coordinating different forces and
operating in different domains is complex. Ef-
fective command and control of the Athenian
expeditionary force broke down, leaving it vul-
nerable to the Spartan counterstrike.? In this
respect, the operation illustrated both the po-
tential advantages and possible pitfalls of em-
ploying joint forces in a campaign.

Joint operations, principally cooperation
between land and sea forces, have been a fea-
ture of Western warfare through the ages. U.S.
military history also includes exemplars of
joint operations, notably including the defeat
of the British at Yorktown in 1781° and the
siege of Vicksburg in 1863.”

Yorktown. The siege of Yorktown includ-
ed both joint operations and combined op-
erations (operations involving forces of more
than one nation). After a vigorous campaign
in Virginia, British forces withdrew to the
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Yorktown Peninsula to rearm and refit, resup-
plied and protected by British naval forces.
As the Continental Army conducted a forced
march from New York to the Tidewater region
in the Chesapeake Bay to block the British by
land, a French fleet intercepted and destroyed
reinforcements dispatched to the British at
Yorktown by sea. While the Continental Army
laid siege to the garrison by land, the French
Navy blockaded Yorktown by sea. Pressed by
the advance of combined American-French
forces and cut off from reinforcement and re-
supply, the British surrendered, a catastrophic
military defeat that led to the end of the war
and the securing of American independence.

Napoleon in Egypt. The battles of the
American Revolution presaged the transition
from the early modern era of warfare to the
Napoleonic Age, which saw significant inno-
vation in both land and sea warfare in terms
of technology, tactics, and logistics. The prac-
tice of joint operations—such as Napoleon’s
aborted invasion of Egypt in 1798, in which the
future emperor transported an army of over
30,000 by sea only to see the force eventually
cut off and defeated in detail—looked not much
different from the conduct of joint operations
in previous decades.?

In many ways, the American Civil War
continued the practices and tactics of the Na-
poleonic era. One area in which there were
glimpses of change was in the conduct of joint
operations, which indicated the potential
promise of coordinating land and sea opera-
tions to achieve strategic objectives—practices
that would emerge more fully during the two
great world wars of the 20th century.

Vicksburg. The most illustrative battle
was the siege of Vicksburg.’ A joint land-na-
val force isolated and reduced the Confeder-
ate strong point at Vicksburg, Mississippi. The
victory gave the Union control of the Missis-
sippi River, effectively cutting the Confederacy
in two. Not only did the battle preview new
technology, such as armored ships and rifled
cannon, but Union operations demonstrated
the effective coordination, command, and
control of joint forces, with General Ulysses

Grant succeeding where Athens and Napoleon
had failed.

Throughout the evolution of war in the
early modern and Napoleonic eras and into
the modern era, joint operations were a mat-
ter of practice, but there was scant emphasis
on the development of doctrine, tactics, train-
ing, or force development. Even massive joint
operations, such as the Gallipoli campaign of
1915-1916 during World War I, were largely
improvised.*

Gallipoli. While war on the European
Western Front stagnated in trench combat,
operations in the Dardanelles were intended
to knock the Ottoman Empire out of the war
by employing the swift maneuver of forces that
could be achieved by joint operations. A Brit-
ish-led Allied expeditionary force moved to
secure Gallipoli, a strategically important pen-
insula that controlled Mediterranean access to
the Black Sea, but the operation was protracted
and suffered from numerous delays, giving the
Turks time to move adequate defenses into
place, after which the battle devolved into
trench warfare that soon resembled the stale-
mate on the Western Front. Though the Allies
had the means to transport a land force by sea
and support its employment from the sea, and
enjoyed effectively uncontested use of the sea,
their failure to move swiftly, decisively, and in
well-practiced form ceded all of the important
advantages to the Turks, who used their con-
trol of the land to greater effect."

World War II. The modern age of warfare
arrived during World War IT when operations
in several theaters required the integrated use
ofland, sea, and air forces. Most notably in the
Pacific Theater, amphibious operations to sus-
tain land campaigns from the sea, designed to
seize a beachhead in order to conduct more
expanded operations ashore, required joint
operations as a matter of course.

Dramatic advances in airpower during the
1930s added a new dimension to warfare. Forc-
es and supplies could be moved by air, either
air-landed or inserted by glider or parachute
forces. Airpower could also provide airborne
reconnaissance and fire support for both land
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and sea services (e.g., sub hunting and attack
by air of an opposing fleet).

Another but little discussed aspect of
emerging joint warfare was the electromag-
netic dimension, from radio communications
to intercept, radar, and electronic jamming.
Forces had to learn how to operate across a
new dimension of war that did not transit a
geographical space and was not the purview
of any one service. This was a sign of times to
come, as all of the services would find them-
selves operating increasingly in multiple do-
mains, which requires a great degree of coor-
dination and deconfliction.

In response to the demands of the war, the
military services developed operations, com-
mand and control organizations, equipment,
doctrine, and training to facilitate joint opera-
tions. However, while military operations and
campaigning were joint, many other aspects of
military operations including education, intel-
ligence, and logistics were often done as single-
service activities or only loosely integrated.

The Post-World War II Era. Even af-
ter the experience of the Second World War,
military thought continued to focus on the
competition between domains for dominance
in warfare. The classics still mattered. The
Army favored Prussian military theorist Carl
von Clausewitz, who focused his writing on
victory in land battles;'? the Navy had Alfred
Thayer Mahan, who concentrated on control
of the sea;"® and new-to-the-scene airpower
enthusiasts referenced Giulio Douhet, who
championed victory through airpower.** With
the invention of nuclear weapons, strategists
like Bernard Brodie argued for the strategic
dominance of nuclear weapons.'”

Despite the prevalence of joint operations
during World War I1, little was done to insti-
tutionalize joint operations. The Defense Re-
organization Act 0f 1958, under the tutelage of
President Dwight David Eisenhower, drawing
in part on his extensive experience with joint
operations during the war as Supreme Allied
Commander Europe, advanced efforts to es-
tablish unified command for joint forces, but
little more.'®

Goldwater-Nichols. Lack of effective joint
operations at the operational level was one of
the significant criticisms of U.S. military activi-
ties during the Vietnam War. The issue was fa-
mously addressed in Arthur T. Hadley’s book
The Straw Giant.” Among the many reforms
instituted by the Goldwater-Nichols Depart-
ment of Defense Reorganization Act of 1986
was a legislative effort to institutionalize joint-
ness in the armed forces.”® The legislation ad-
dressed the Unified Command Plan (the global
command and control of U.S. forces); educa-
tion, professional development, and training;
and acquisition of weapon systems, platforms,
and related equipment.' Thus, after Goldwa-
ter-Nichols, jointness emphasized integration
of the military services across the full range of
defense activities, not just warfighting.

The case for jointness, introduced by the
Senate Armed Services Committee staff that
spearheaded the Goldwater—-Nichols legisla-
tive effort, was illustrated by the aborted Ira-
nian hostage rescue operation (1980), popu-
larly called the disaster at Desert One.?® All of
the services participated in the ad hoc effort
to put together a special operation to rescue
U.S. embassy employees who had been taken
hostage in Tehran during the Iranian Revolu-
tion. Although the operation was joint, it failed.

In truth, however, the mission’s most criti-
cal shortfalls had little to do with a failure of
joint operations. The Marine helicopters were
operating at the extreme edge of their opera-
tional range; that, combined with bad luck and
some miscues on the ground, doomed the mis-
sion. Nevertheless, the story was one of dra-
matic and embarrassing failure and helped to
galvanize support for the legislation, which
was actively opposed by the Pentagon and the
services, which viewed jointness as an imposi-
tion on their responsibilities for managing and
employing military forces.

Despite opposition from the Pentagon,
the legislation was passed and signed into
law. This effort coincided with the Reagan
defense buildup, which increased the size of
the military force, as well as funding for opera-
tions and training, and greatly advanced the
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modernization of key military platforms (ships,
planes, and armored vehicles).? Flush with re-
sources and responding to the challenge and

demands of jointness imposed by Goldwater-
Nichols, the military responded adroitly.

Goldwater—Nichols largely succeeded in
institutionalizing joint warfare. From profes-
sional military education to operations in the
field, U.S. military activities today are inher-
ently joint. Further, the U.S. military has de-
cades of extensive combat experience in joint
operations at the operational and tactical lev-
els across the spectrum of conflict. Joint inte-
gration has been so successful that when major
defense reforms (e.g., Goldwater-Nichols IT)
are suggested, they rarely substantively ad-
dress joint matters.??

Of course, innovations in jointness did
not erase the intellectual debate about which
dimensions of war ought to be considered
the most important and which service forces
would dominate future conflict. The debate
was renewed in the wake of the First Gulf War
(1991). Air Force advocates, with the intro-
duction of the proliferated use of precision-
guided weapons, argued that post—-Cold War
military operations would be dominated by
airpower. This vision was reflected in the Air
Force-sponsored Gulf War Air Power Survey.*
In contrast, the official Army history, Certain
Victory, argued for the returned dominance of
land power.?* The Navy, which played a subor-
dinate role in the conflict, looked beyond the

“lessons” of the war to make the case that U.S.
security in the post-Cold War world would be
protected by sea-centric military dominance.?

The renewed debate about domain domi-
nance that emerged after the Gulf War was as
likely a reflection of competition between the
services for scarce defense dollars as it was in-
fluenced by new technologies and warfighting
concepts. In the wake of the war, the Pentagon
suffered from an end-of-the-Cold War “peace
dividend” that saw a reduction in forces and
military spending throughout the 1990s.%¢ In-
creasingly, the services squabbled over pieces
of an increasingly smaller budget pie, with
each service arguing in part that it delivered

more bang for the buck because of its capacity
to dominate battle space in its domain.

Despite the renewal of interservice intel-
lectual rivalry, in practice, the trend toward
increasing jointness in the development and
employment of forces continued. There were
many controversial aspects to military opera-
tions in Afghanistan and Iraq following the
terrorist attacks of September 11, 2001, but
shortfalls in the capacity to undertake joint op-
erations were far down the list of items noted
by critics.

Joint Future

While some military reformers and theo-
rists continue to propose ways of war predi-
cated on dominance of particular domains,
most modern military thinking envisions fu-
ture operations that are inherently joint. In
recent years, for example, the U.S. Army and
Marine Corps have advanced the concept of
Multi-Domain Battle, the notion that the U.S.
should be prepared to fight in an environment
in which all domains are contested.?”” Whether
the Army-Marine concept is useful remains a
subject of some debate (and would eventually
have to be proven in battle anyway), but it does
reflect mainstream military thinking: The U.S.
armed forces must have the expertise, capa-
bilities, and capacity to operate in all domains
in a contested theater and to leverage those
domains more effectively than the enemy can.
Developing and sustaining that capacity will
be the key goal of joint future.

As previewed by Multi-Domain Battle, joint
future will likely focus on the challenge of
employing the armed forces in environments
where operations are contested in multiple do-
mains. Planning for military operations may
likely be based on assumptions that the U.S.
will not enjoy superiority,?® much less suprem-
acy,”” in one or more domains. The services will
likely focus more on what they can contribute
to operations across the dimensions of war
rather than arguing the unique contributions
of their capabilities in a single domain. The
U.S. military will likely continue to look at a
mix of operational practices, technologies,
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force structure, and capacity to achieve and
sustain a competitive edge across the dimen-
sions of warfare.

Most likely, other aspects of jointness will
fade in priority: Logistics, infrastructure, ed-
ucation, planning, and training will become
more inherently joint as a matter of practice.
Joint future will focus on inter-domain de-
pendencies and cross-dimension operations
and effects.

A careful reading of the domain essays
in this edition of the Index of U.S. Military
Strength suggests both the challenges and op-
portunities involved in building U.S. military
strength for the next fight. These range from
human resources to warfighting systems, from
alliances to enemies, from technological im-
provement to intellectual innovation. The es-
says raise important questions for the future of
the joint force concept and its role in protect-
ing the vital interests of the United States.
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An Overview of Land Warfare

David E. Johnson, PhD

“The past is never dead. It’s not even past.”
—William Faulkner!

ince the dawn of time, as historian T. R.

Fehrenbach wrote in This Kind of War, “the
object of warfare [has been] to dominate a por-
tion of the earth, with its peoples, for causes
either just or unjust. It is not to destroy the
land and people, unless you have gone wholly
mad.”? Fehrenbach was analyzing U.S. involve-
ment in the Korean War, and in his preface, he
draws alesson from that war—fought in a time
of great-power competition between nuclear-
armed adversaries—that bears revisiting today:

The great test placed upon the United States
was not whether it had the power to dev-
astate the Soviet Union—this it had—but
whether the American leadership had the will
to continue to fight for an orderly world rather
than to succumb to hysteric violence.... Yet
when America committed its ground troops
into Korea, the American people committed
their entire prestige, and put the failure or suc-
cess of their foreign policy on the line.2

Over the past 15 years, the United States
has become an expeditionary power, largely
based in the Continental United States, ac-
customed to projecting power by dominating
the air, maritime, space, and cyber domains.
U.S. superiority was routinely contested only
in the land domain, albeit largely by irregular
adversaries, insurgents, and terrorists. U.S.
domain supremacy is eroding, if not ending,
with the renewal of great-power competition

with state actors—principally China and Rus-
sia—that can contest U.S. operations to some

degree in all domains. This reality will shape

how land forces contribute to U.S. security now
and into the future.

Where We All Live

Of all the domains, the land domain has the
greatest ability to create operational friction. It
is the environment that informed Clausewitz’s
admonition that “Everything in war is very
simple, but the simplest thing is difficult.”* Sol-
diers and Marines cannot “slip the surly bonds
of earth.”® It is the domain where humans live,
and operating there almost certainly results in
human interaction—for good or ill.

The Inherently Complex Physical As-
pects of Terrain. The land domain, unlike
other physical domains (air and maritime) is
highly variable, and its very nature forces ad-
aptation by ground forces. According to the
Army’s 2005 working definition:

[“Complex terrain” is comprised of] those ar-
eas that severely restrict the Army’s ability to
engage adversaries at a time and place of its
choosing due to natural or man-made topog-
raphy, dense vegetation or civil populations,
including urban, mountains, jungle, subter-
ranean, littorals and swamps. In some locales,
such as the Philippines, all of these features
can be present within a ten-kilometer radius.®

Retired Army Lieutenant General Patrick M.
Hughes succinctly summed up the implications
of operating in complex terrain: “It is dam (sic)
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hard to find a vacant lot to hold awar in...and in

this new era of warfare, that’s the last thing the

enemy wants anyway.”” Additionally, superior-
ity in the other domains does not simplify the

demands that land places on ground forces.

Operations in Afghanistan, both now and
during occupation by the Soviet Union, show
the effects of complex terrain. The absence
of roads and the mountainous terrain make
helicopters important in movement of forces,
medical evacuation, and resupply. However,
the weather and terrain (cool and thin air at
high altitudes affecting lift) also make flying
helicopters much more difficult than in Iraq
(hot air at low altitudes with good lift).

The continued global trend toward urbaniza-
tion means that dense urban terrain is a likely
future operational environment. “In the future,”
Army Chief of Staff General Mark Milley noted in
October 2016, “I can say with very high degrees
of confidence, the American Army is probably
going to be fighting in urban areas.” While dense
urban terrain can affect all of the domains, it cre-
ates particularly difficult challenges for land
forces, as recent U.S. experiences in Mogadishu,
Fallujah, Baghdad, and Mosul demonstrate.

Dense urban areas enable an adversary to
hide, both physically and among the popula-
tion, move unobserved, and achieve positions
of advantage over friendly forces. Dense urban
terrain occludes target acquisition by reducing
targetable signatures and target exposure times.
Beyond slowing the advance of ground forces,
urban areas have a canalizing effect on mobility
that not only affects approach speed, but signifi-
cantly increases the risk to maneuver elements.
It slows ground operations and often involves
clearing buildings one by one, putting friendly
ground forces at risk. Subterranean features like
subways and sewer tunnels, multistory build-
ings, and “urban canyons” only further com-
plicate operations in cities, as experienced by
Germany in Stalingrad during World War IT and
by Russia in Grozny during its Chechen Wars.°

Weather. Weather, notoriously unpredictable
and ever changing, can conspire with terrain to
complicate the inherent challenges of land do-
main operations. Weather can impede the ability

to employ maritime and air domain capabilities
in support of ground operations and can make
ground maneuver difficult. A sandstorm caused
apause in ground maneuver during the coalition
drive to Baghdad in 2003." Furthermore, as the
Germans realized during Operation Barbarossa,
winter in Russia can be a formidable adversary.
Weather and tides were critical decision points
for the invasion of Normandy in June 1944 and
Incheon in September 1950. Bad weather enabled
the German offensive in the Ardennes in late 1944
by grounding Allied air support.

Fog, rain, dust storms, sandstorms, and
darkness can affect the ability to see the enemy
and employ air support and can limit the effec-
tive range of weapons that require line of sight
to the target. In addition, cold and heat can af-
fect the performance of soldiers and increase
logistical demands: Hot weather, for example,
increases the demand for water.

Opportunities and Challenges. The prin-
cipal opportunity that land forces offer is the
ability to impose a decision on adversaries that
the other domains cannot: taking and holding
ground, destroying enemy forces in detail, and
controlling and protecting populations. Many
of the types of military operations required by
U.S. policy and joint doctrine shown in Table 1
can be accomplished, in whole or in part, only
with elements operating in the land domain.

Politically and strategically, operations in
the land domain signal U.S. commitment be-
cause land forces, once deployed, can be diffi-
cult to extract. They are there for the duration.
Ground forces are also essential for deterrence,
even in relatively small numbers. As Charles
Krauthammer has noted:

Today we have 28,000 troops in South Korea....
Why? Not to repel an invasion. They couldn’t.
They’re not strong enough. To put it very
coldly, they’re there to die. They’re a deliberate
message to the enemy that if you invade our
ally you will have to kill a lot of Americans first.
Which will galvanize us into a full-scale war
against you.?

At the tactical and operational levels, the
physical qualities of the land domain can
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TABLE 1

Examples of Military Operations and Activities

 Stability activities * Countering weapons of mass » Counterinsurgency

+ Defense support of civil destruction

* Homeland defense

authorities . Chemical, biOlOgical, ¢ Mass atrocity response

» Foreign humanitarian

assistance response

radiological, and nuclear .

Security cooperation
 Military engagement

* Recovery » Foreign internal defense

* Noncombatant evacuation

e Counter-drug operations

+ Peace operations » Combating terrorism

SOURCE: U.S. Department of Defense, Joint Chiefs of Staff, “Joint Operations, Joint Publication 3-0,” January 17, 2017, p. V-2,
http://www.dtic.mil/doctrine/new_pubs/jp3_0.pdf (accessed August 14, 2017).
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provide opportunities that other domains do
not, such as physical protection. Adversaries and
friendly forces can hide from observation and
avoid accurate attack from the other domains,
particularly the air domain. Fortifications, fox-
holes, barriers, gullies, subways, buildings, etc.,
all provide the ability to avoid the effects of en-
emy weapons. There are no foxholes in the sky."*

This was the case in the 2006 Lebanon War,
when Hezbollah hid rockets and other systems
in forested areas and in bunkers to avoid detec-
tion by and attack from Israel’s air force. Simi-
larly, the Islamic State (ISIS) went to ground in
Mosul, using congested, dense urban areas and
hiding among the people to avoid destruction
from the air and to force Iraqi ground forces to
clear the city block by block. The Germans used
the “impassable” Ardennes Forest to marshal
forces for their attack and achieved surprise over
Allied forces. Similarly, the North Vietnamese
used the cover of thick jungles to move troops
and supplies into South Vietnam throughout the
Vietnam War, despite U.S. air supremacy.

The land can also be used to conceal hazards
like mines, booby traps, and obstacles that im-
pede movement. There are also other inherent
advantages for land forces in comparison with
forces from other domains because they can:

e Maneuver on the land and take advantage
of terrain;

Counter adversary maneuver and pro-
tect against adversary special operations
forces (SOF) activities;

Build partner capacity by training
and advising;

Operate more easily without the highly
“nodal” structures of air and mari-
time forces;

Harden, conceal, and disperse
their capabilities;

Network with terrestrial links (e.g., bur-
ied fiber optics) that are hard to access
and disrupt;

Stockpile relatively large amounts of am-
munition that can be protected;

Reload, resupply, and refuel in theater and
away from large, vulnerable bases;

Maneuver in the absence of overhead intel-
ligence, surveillance, and reconnaissance
(ISR) and global positioning system data with
analog systems and target enemy forces; and

Enable operation in the other domains
from ground positions (e.g., counter inte-
grated air defense fires).
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These advantages, however, are not without
their challenges. The forces and capabilities
have to be in place on the ground with suffi-
cient capacity to turn the land force element
into more than a speed-bump deterrent. Fur-
thermore, as noted, the land domain’s princi-
pal challenges are posed by its inherent nature.
Movement, the sustainment of forces, protec-
tion from the elements—and the adversary—all
make land operations different from those in
the other domains.

The nature of operations on land, shaped by
the ability of land forces to traverse expanses
of varied terrain quickly, makes the position-
ing of forces a critical matter. Being close to an
expected area of action confers important ad-
vantages over a competitor who is farther away.
Consider the physical posture of U.S. forces
in Europe just three decades ago. During the
Cold War, U.S. ground forces were essentially
toe-to-toe with the Warsaw Pact along the Ger-
man border, with substantial forces prepared
to reinforce from the United States. Since the
end of the Cold War, U.S. ground forces have
been based mostly in the Continental United
States. The difference between U.S. levels in
Europe toward the end of the Cold War and
those maintained there today are startling.

Until the resurgence of Russia, a reduced
posture seemed adequate to protect U.S. in-
terests while minimizing the costs of over-
seas bases. The current U.S. posture in NATO,
however, is now problematic, particularly
in Eastern Europe in the face of recent Rus-
sian adventurism.

The Baltic States, made members of NATO
in its post-Cold War expansion, are vulnerable
with little U.S. or NATO presence to provide
a deterrent. The lone rotational U.S. Army ar-
mored brigade combat team in Poland and the
Baltics is the only capability on the ground to
deter Russia, aside from the modest Polish and
Baltic State defense forces. War games held
by a variety of organizations have repeatedly
demonstrated that Russian forces could likely
reach the outskirts of Baltic capital cities in 60
hours or less, leaving U.S. and allied forces little
time to deploy.™* Although the armed forces of

the Russian Federation are much smaller than

those maintained by the Soviet Union during

the Cold War, they are physically located on

NATO’s eastern flank. Today, the two perma-
nently stationed U.S. brigades, neither of which

is armored, are distant from the Baltics in Ger-
many and Italy. Geography alone thus suggests

a high probability that the Russians could rap-
idly present NATO with a fait accompli if they

chose to invade the Baltics.

Restoring a credible deterrent in Europe
is an expensive proposition. It would require
stationing more forces in Europe (particularly
in NATO’s frontline states), negotiating basing
rights, establishing prepositioned equipment
sets in sufficient quantities, and a host of other
tasks to convince the Russians that military ag-
gression is not a good option while restoring Al-
lied confidence in American resolve. Deterring
in Eastern Europe is different from defending
along the German border during the Cold War.
The distance from the United States is greater,
and reinforcements would have to come across
land from Western Europe or risk attempting to
arrive by air or sea under a formidable Russian
anti-access/area-denial (A2/AD) complex that
covers much of Eastern Europe and the Baltic Sea.

Today, U.S. forces deploy from bases at
home to conduct operations globally, which in-
clude rotational forces in Afghanistan and Iraq
and modest forward-stationed ground forces
in South Korea and those already mentioned
in Europe. This view that forces were better
maintained at home but kept available for
global deployment was a logical consequence
of the collapse of the Soviet Union. It was fur-
ther buttressed by the conclusion that China’s
military rise was principally a challenge for the
air, maritime, space, and cyber domains, even
though ground forces could contribute with
maneuver forces, SOF, long-range fires, and
complementary capabilities in electronic war-
fare, cyber, and intelligence, reconnaissance,
and surveillance.

As important as the physical positioning
of forces is the ability of those forces to win in
battle, which depends in no small measure on
their technological edge when compared with
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the enemy’s forces. Investments in ground force

modernization are urgently required to reverse

the situation described by Lieutenant General

H. R. McMaster in testimony before Congress

in 2016: “We are outranged and outgunned by
many potential adversaries.”® After a decade of
relative peace followed by 15 years of counter-
insurgency operations, modernization of U.S.
Army capabilities for high-end conventional

combat has repeatedly been shelved in favor of
other priorities.

The Nature of Adversaries and
Implications for Operations

The characteristics of the adversary, like
terrain, create an inherent complexity that
determines what can be done, what cannot be
done, and the difficulty of the operation. As the
old saying goes, the enemy always gets a vote.

Understanding enemy strengths, capabili-
ties, locations, activities, and possible courses
of action are key questions for commanders
to understand as they frame their own plans."”
What has become increasingly apparent since
the 2006 Lebanon War is that there are three
broad categories of adversaries that the United
States could confront in the future: non-state ir-
regular, state-sponsored hybrid, and state forces.

Importantly, the nature of the enemy
and his will to continue fighting often can be
countered and defeated only by ground forces.
Protracted air operations can be costly and
eventually result in diminishing returns. Na-
val power has little, if any, ability to overturn
enemy seizure or control of land. This is also
true for cyber and space.

Non-State Irregular Adversaries. These
are the main types of adversaries the United
States has fought since 9/11, including the
Taliban, al-Qaeda, and now the Islamic State.
The Russians faced this type of adversary in
the mujahedeen during the early stages of its
Cold War-era war in Afghanistan, as did the
Israelis during the intifadas in the West Bank
and Gaza. These adversaries are generally
limited to small arms; rocket-propelled gre-
nades (RPGs); improvised explosive devices
(IEDs); and the occasional mortar, rocket, or

man-portable air defense system (MANPADS).
Their activity is limited primarily to opera-
tions in the land domain.

Operations to counter non-state/irregular
forces often require large numbers of ground
forces for protracted periods, as seen in Af-
ghanistan and Iraq. The luster of rapid vic-
tories in Afghanistan (2001) and Iraq (2003)
quickly faded as insurgencies grew in both
countries. U.S. counterinsurgency doctrine de-
mands forces on the ground to augment, train,
and advise the supported government and its
security forces until they can take the lead with
less direct U.S. assistance, and operational de-
mands can be significant:

Counterinsurgents can apply pressure on an
insurgency by conducting raids on cell mem-
bers; recovering enemy caches; interdicting
supply routes; searching or seizing resources
from cars, homes, and personnel entering the
area of operations; isolating the insurgents
from access to markets, smugglers, and black-
market goods; and by conducting offensive
operations that diminish guerrilla numbers.!8

These activities, focused on protecting the
population, require significant numbers of
ground forces, as seen in the 2006 U.S. Army
and Marine Corps counterinsurgency doc-
trine: “Twenty counterinsurgents per 1,000
residents is often considered the minimum
troop density required for effective COIN op-
erations; however as with any fixed ratio, such
calculations remain very dependent upon the
situation.”” The Surge in Iraq succeeded in
large part because it “achieved a 50 per thou-
sand ratio in Iraq, with 30 million people be-
ing protected by 600,000 counterinsurgents
(160,000 coalition troops, 340,000 Iraqi secu-
rity forces, and 100,000 Sons of Iraq).”?°

Conventional ground forces are augmented
by special operations forces that “provide con-
ventional forces with important cultural and
advising capabilities. They also provide impor-
tant offensive capabilities. SOF capable of con-
ducting direct action might be able to conduct
raids and gain intelligence that conventional
forces cannot execute.”
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Insurgents are often fixed in the close fight
and defeated using direct and indirect fires (ar-
tillery and air strikes). Rarely is a U.S. platoon
or larger formation at risk.?

If the objective of U.S. policy is to change
conditions on the ground in an enduring way,
large numbers of ground forces are likely to be
needed.? Nevertheless, over time, the goal is
that most (eventually all) land forces will be in-
digenous, with U.S. land forces providing train-
ers and advisers and supporting the operations
oflocal forces by employing enablers from the
other domains. This transition is occurring
now in Iraq in the fight against ISIS, and it is
amajor goal of the International Security As-
sistance Force in Afghanistan.

One of the most difficult aspects of coun-
tering an insurgency is maintaining the po-
litical will to endure the costs in blood and
treasure of a protracted conflict. As that will
fades, political restrictions on force levels
and engagements may result, easing the pres-
sure on insurgent groups. The burden on the
counterinsurgent is that he must win, while
the insurgent need only avoid losing to main-
tain influence.

State-Sponsored Hybrid Adversaries.
State-sponsored or other hybrid forces may
reflect many of the attributes and behaviors
of an insurgent force yet possess a significant-
ly higher level of lethality and sophistication.
Russian-backed separatists in Ukraine and He-
zbollah represent two modern hybrid forces,
and U.S.-backed anti-Soviet mujahedeen in
Afghanistan were an early example.

The challenge posed by these adversaries
is qualitatively different from the challenge
posed by irregular opponents—similar to ma-
jor combat operations but at a lower scale and
with a mix of niche but sustainable high-end
capabilities such as anti-tank guided missiles
(ATGMs), MANPADS, and intermediate-range
or long-range surface-to-surface rockets pro-
vided by a state actor that may allow hybrid
forces to employ lethal force from greater range
and with greater survivability.>* Hybrid adver-
saries not only attempt to hide from overhead
ISR systems by using terrain or mixing with the

civilian population, but also may seek to jam or
otherwise counter key ISR capabilities directly.

Land forces, using combined arms maneu-
ver, are required to make these adversaries
visible and then defeat them in close combat
augmented by indirect fires (artillery and air
strikes). The United States has not fought ad-
versaries approximating the hybrid capabili-
ties of Hezbollah or the Ukrainian separatists
since it confronted North Vietnamese main
force units during the Vietnam War. These
types of adversaries can also inflict substantial
casualties, as seen in the destruction of Ukrai-
nian battalions by separatist rocket fire.>

The U.S. military has not suffered mass ca-
sualties of the kind these systems could impose
since the Korean War, and the U.S. Army, in par-
ticular, is increasingly aware that it needs new
capabilities (e.g., active protection for combat
vehicles against RPGs and ATGMs) to operate
against state-sponsored hybrid adversaries. As
Acting Secretary of the Army Patrick J. Murphy
and Army Chief of Staff General Mark A. Milley
acknowledged in their 2017 posture statement,

“While we are deliberately choosing to delay sev-
eral modernization efforts, we request Congres-
sional support of our prioritized modernization
programs to ensure the Army retains the neces-
sary capabilities to deter and if necessary, defeat
an act of aggression by a near-peer.”2¢

Beyond military capabilities, hybrid adver-
saries may also enjoy political advantages that
make wholly defeating them difficult. Hybrid
forces may have cross-border sources of supply
that are difficult to interdict. Further, they may
enjoy the support of the local populace, as Hez-
bollah does in Lebanon. If they are seen as the
legitimate government or at least as a strong
political actor, their defeat could be region-
ally destabilizing.

State Adversaries. Events in Ukraine,
Syria, and the Pacific have drawn U.S. atten-
tion once more to high-end state adversaries
(Russia, China, North Korea, and Iran) that
have capabilities ranging from small arms to
nuclear weapons. They have long studied U.S.
capabilities and are modernizing their mili-
taries to contest the United States across all
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FIGURE 1

Phasing an Operation Based on Predominant Military Activities
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NOTE: Figure is illustrative only.
SOURCE: U.S. Department of Defense, Joint Chiefs of Staff, “Joint Operations, Joint Publication 3-0,” January 17, 2017, p. V-13,

http:/www.dtic.mil/doctrine/new_pubs/jp3_0.pdf (accessed August 14, 2017).
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domains, seeking in particular to undermine
the advantages that the U.S. military has en-
joyed since Operation Desert Storm, including
but not limited to uncontested use of close-in
air bases and logistics facilities, overhead and/
or persistent ISR, and relatively unprotected,
high-bandwidth communications.

Again, the Russians present a particularly
difficult challenge because of their proxim-
ity to Eastern European NATO members, the
lack of NATO forces on the ground in Eastern
Europe, and the comparatively small militar-
ies of the NATO frontline states. As noted, this
situation is different from the U.S. speed bump
in South Korea, where substantial Republic
of Korea forces deter North Korean action.

Although land forces in the Pacific can make
contributions in many areas, they are central
to deterring Russian activity in NATO. This
will require forward-positioned land forces
that are large enough and capable enough to
convince Russia that the game is not worth
the candle—a case not made clearly in Georgia,
Ukraine, and Syria.

Old Concepts and Better Adversaries

Complicating deterrence demands in East-
ern Europe and the Pacific is the advent of a
tough, layered A2/AD environment designed
to thwart U.S. operations.?” This challenges the
long-standing U.S. operational phasing model
shown in Figure 1.
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What is important in this figure is the re-
quirement for a steady increase of military ef-
fort during Phase I (deter) and Phase I1 (seize
the initiative) before reaching Phase III (domi-
nate). In large-scale operations since the end
of the Cold War, Phase II and Phase III have
required moving the majority of forces, partic-
ularly land forces and their sustainment, from
the Continental United States (CONUS) to the
theater of operations.

Operations Desert Shield and Desert Storm
are good examples of how the United States
has employed this phasing construct since the
end of the Cold War. While the President and
the executive branch of the U.S. government
worked to establish coalitions, basing rights,
and other agreements, the Department of De-
fense began to move forces forward to deter
Saddam Hussein from attacking Saudi Arabia.
This involved activity across the domains, with
significant air and maritime components rush-
ing to theater and a quickly deployable buffer
force on the ground, initially provided by the
rapidly deployable 82nd Airborne Division,
backed by overwhelming U.S. superiority in
all other domains.

Over the next five months, the U.S. coalition
built up sufficient forces and sustainment ca-
pacity to seize the military initiative and then
dominate in air and ground offensive opera-
tions against the Iraqi force occupying Ku-
wait. What is extremely important from this
example—and from the initial operations in
virtually all large-scale U.S. operations since
World War I1—is the fact that the United States
initially had unchallenged supremacy in all but
the land domain, and this dominance enabled
a sanctuary for the buildup of forces sufficient
to win in Phase II1.

This will not be the case against near-peer
regional adversaries. U.S. abilities to project
power into their regions or steadily build up
combat power and sustainment capacity will
be confronted by formidable A2/AD capabili-
ties that could interdict reinforcements as
they close on the conflict zone. Thus, there is
likely to be greater emphasis in the future on
having greater combat power forward not just

for deterrence, but to also conduct the initial
stages of a conflict while the joint force seeks to
regain freedom of maneuver, an arduous pro-
cess of methodically degrading or defeating the
enemy’s efforts to impede U.S. operations.

This rising challenge of reinforcement
stems from the emergence and adoption of
new technologies across all domains that are
contesting U.S. capabilities to deploy and oper-
ate. Secretary of Defense James Mattis testi-
fied in June before the House Armed Services
Committee that:

For decades, the United States enjoyed un-
contested or dominant superiority in every op-
erating domain or realm. We could generally
deploy our forces when we wanted, assemble
them where we wanted, and operate how

we wanted. Today, every operating domain

is contested.?8

Furthermore, getting to the operational
area is only half of the problem; operating
there will also be heavily contested. In his
written testimony, Secretary Mattis elaborat-
ed, noting that “the introduction of long-range
air-to-surface and surface-to-surface guided
weapons, advanced armored vehicles and anti-
tank weapons, and tactical electronic warfare
systems” threatens U.S. dominance on land.*

General Joseph Dunford, Chairman of the
Joint Chiefs of Staff, shares Mattis’s concern,
testifying in the same session that “[i]n just
afew years, if we don’t change our trajectory,
we will lose our qualitative and quantitative
competitive advantage.” He also said that the
Budget Control Act denies the U.S. military
the “sustained, sufficient and predictable fund-
ing” that it needs. If this situation is not recti-
fied, Dunford warned, the United States will
lose “our ability to project power,” and the U.S.
military will be “much smaller” or “a hollow
force.”®® The Army’s Future Force Development
Strategy sums up what this means for a service
whose role is sustained land combat:

The Army faces the triple effect of a reduced
force combined with an aging combat fleet
and a severe reduction of research and
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development spending. This reduction comes
just as revisionist powers are aggressively
challenging the world order and modernizing
their own militaries. Modernization resources
are close to historic lows since 1945. The
Army requires resources in order to maintain
tactical overmatch.®!

Thus, there is an urgent need for new con-
cepts and capabilities across the U.S. armed
forces that can be used to solve the access
challenge. For land forces, these concepts and
modernization initiatives will need to assist
the U.S. Army and Marine Corps to operate
and win in increasingly contested land envi-
ronments while under threat from combined
arms fires that include missile, air, and other
potential challenges.

Air and naval forces can mitigate the access
challenges posed by increasingly capable com-
petitors, but only to the extent that they can
get enemy targets within range of the weapons
they carry (increasingly a problem for naval
forces in particular) and sustain an effective
posture overhead (a growing problem for air
forces). Thus, the Army must have better or-
ganic capabilities that are relevant to conduct-
ing land warfare in the modern age. To improve
warfighting capabilities for these future battle-
fields, the Army has established modernization
priorities to close the capability gaps that U.S.
land forces face against capable adversaries:

1. Air and Missile Defense (SHORAD, short-
range air defense);

2. Long-Range Fires such as improvements
to multiple launch rocket systems (MLRS)
and advanced weapons like the Army Tac-
tical Missile System (ATACMS);

3. Munitions;

4. Mobility, Lethality, and Protection of bri-
gade combat teams (BCTs);

5. Active Protection Systems, Air
and Ground;

6. Assured position, navigation, and timing
(PNT);

7. Electronic Warfare/Signals Intelligence;
8. Cyber (offensive and defensive);

9. Assured Communications (i.e., protected
from enemy compromise or denial); and

10.Vertical lift (e.g., next-generation helicop-
ters or tiltrotor aircraft).>?

Together, these capability areas will help
to improve Army resiliency in the event joint
control of other enabling domains is disrupt-
ed. Further, they would provide the Army
(and the Marine Corps) with the ability to im-
pose cross-domain effects on an adversary in
support of joint operations, such as through
ground-based counter-air and electromagnet-
ic warfare systems. As air and naval forces can
enable land operations, so too can land forces
facilitate operations in other domains by le-
veraging their ability to bring “fires” to bear
against targets that threaten platforms and
forces operating in the air and naval domains.
It is not enough just to develop next-gener-
ation systems, however. The Army and Ma-
rine Corps must integrate these capabilities
together in functional warfighting concepts,
exercise those concepts, and then prepare to
fight that way in the field.

How Are the Domain and Related
Warfare Concepts Changing?

The resurgence of Russia has brought the
role of land operations to the fore again, back
to the war Fehrenbach described in This Kind
of War, which highlighted the centrality of the
land domain and the need to put boots (and fires,
electronic warfare, and other land-based capa-
bilities) on the ground to achieve policy objec-
tives and enable success in the other domains:

Americans in 1950 rediscovered something
that since Hiroshima they had forgotten: you
may fly over a land forever; you may bomb
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it, atomize it, pulverize it and wipe it clean of
life—but if you desire to defend it, protect it,
and keep it for civilization, you must do this

on the ground, the way the Roman legions did,
by putting your young men into the mud.®?

Technology and special operations forces
will not provide universal solutions. These are
the central points that make land forces a key
component of a force that deters adversaries,
as U.S. ground forces have done on the Ko-
rean Peninsula since the Korean War and did
in NATO during the Cold War. Ground forces
are also important to compel adversaries if de-
terrence fails; Operation Desert Storm accom-
plished this by physically forcing Iraqi forces
out of Kuwait.

Arguments abound that dominance in new
domains—airpower following World War II or
cyber today—can render land power all but ob-
solete by deterring or defeating adversaries or
atleast sufficiently degrading their capabilities
to the point that they are no longer a significant
threat to the interests of the United States or
its partners. The protracted aftermaths of the
initial “victories” in Afghanistan and Iraq, both
states with only limited capabilities to contest
U.S. operations in other domains, have not yet
put these arguments to rest, despite the diffi-
culty with which the United States pursued its
policy objectives. Possible future conflicts with
peer competitors, who will possess far more
sophisticated domain-denial capabilities, will
likely bear little resemblance to recent U.S.
warfighting experiences and reflect the diffi-
culties of achieving victories through a single
dominant domain.

Additional arguments similar to those ex-
tolling the primacy of technology have risen
in the post-9/11 world as the United States
has begun to rely on relatively small numbers
of highly trained special operations forces
in its fight against disparate insurgent and
terrorist organizations. Special forces have
enormous utility because they can direct
precision attacks by air and maritime forces
and can also conduct precision raids to kill
or capture high-value targets. Both special
forces and small detachments of conventional

ground forces can deploy to train and advise

partner forces and enable their use of our ca-
pabilities without becoming directly engaged

in combat themselves. Yet special forces can-
not hold terrain against determined adversar-
ies and cannot retake land seized through acts

of aggression.

Thus, an assessment of the continued re-
lationship between ground forces and the
attainment of U.S. policy objectives is fun-
damental to understanding the full portfolio
of capabilities and capacities that the United
States will likely require in the future. Land
forces will continue to be a vital part of future
conflicts, whether they are the supported ele-
ment of a principally land-based war or serve
as an enabling force assisting other elements
to retake control of the skies and seas of a
littoral conflict. Many elements of military
competition in the 21st century will be de-
fined by air, naval, and cyber forces, but the
fate of lands and peoples will continue to be
determined principally by the staying power
of land forces.

The Nature of the Competition

The global military challenges that con-
front the United States are evolving, and they
are doing so in different ways. Managing these
disparate challenges will be an added compli-
cation for the joint force. Today, just as Japan
and Nazi Germany represented unique chal-
lenges in the 1930s and 1940s, a rising China
and resurgent Russia pose problems that are
dramatically different from anything else that
the United States has faced since the end of the
Cold War. Coupled with these near-peer com-
petitors are the continued challenges posed by
North Korea, Iran, turmoil in the Middle East,
and global terrorism.

Concepts and capabilities that work in one
setting and the mix of land with other forms
of military power may have little relevance in
other settings. What is clear is that capabilities
that put the joint force at risk against even mid-
tier competitors are proliferating. The need
for force modernization to restore overmatch
in the land domain is urgent. Also needed are
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new concepts for how to employ these modern-
ized forces—with the understanding that what

might work against one adversary might not

work against another.

Understanding the problem is the first step
in developing solutions. In the land domain, as
already discussed, distance, terrain, weather,
and the nature of our adversaries combine to
create complex problems that often only land
forces can solve.

In the 2017 Index of U.S. Military Strength,
Antulio Echevarria discussed the central
importance of and challenges involved in
crafting new operational concepts to “pro-
vide a way to convert military strength into
military power: the ability to employ military
force where and when we want to employ it.”**
While noting the success of some U.S. con-
cepts like Air-Land Battle, he highlights the
failure of Effects-Based Operations and the
incomplete nature of Air-Sea Battle.>> What
all of these concepts share is that they began
as away that U.S. forces wanted to fight and
then later evolved into general-purpose solu-
tions for confronting any adversary.

The recently published Army-Marine
Corps white paper, “Multi-Domain Battle:
Combined Arms for the 21st Century,” recog-
nizes the military problem that the current
and future operating environments pose for
the United States across the domains: “U.S.
ground combat forces, operating as part of a
joint, interorganizational, and multination-
al teams [sic], are currently not sufficiently
trained, organized, equipped, nor postured to
deter or defeat highly capable peer enemies to
win in future war.”?¢ The paper also includes a

“Solution synopsis”:

Multi-Domain Battle: Combined Arms for the
2Ist Century requires ready and resilient Army
and Marine Corps combat forces capable of
outmaneuvering aaversaries physically and
cognitively through the extension of combined
arms across all domains.... Through credible for-
ward presence and resilient battle formations,
future Army and Marine Corps forces integrate
and synchronize capabilities as part of a joint
team to create temporary windows of superior-
ity across multiple domains and throughout the
depth of the battlefield in order to seize, retain,
and exploit the initiative: defeat enemies; and
achieve military objectives.®”

While a good starting point, however, the
Multi-Domain Battle concept is just the be-
ginning. Much work remains to be done as the
United States is now in a competition for the
first time since the Cold War with adversaries
who can challenge, and perhaps defeat, Amer-
ica’s armed forces in their local regions.

Conclusion

For the first time since the 1940s, the United
States faces the prospect of peer competitors
in the Pacific and Europe that can challenge
U.S. capabilities in their regions. Coupled with
these high-end adversaries are other actors,
ranging from rogue states (North Korea and
Iran) to hybrid adversaries (Hezbollah) to ir-
regular terrorist threats (al-Qaeda, the Taliban,
and ISIS). In this evolving security environ-
ment, the land domain will be particularly im-
portant both in crafting concepts and capabili-
ties to support U.S. deterrence regimes and in
defeating America’s enemies if deterrence fails.

Time and current resourcing levels, how-
ever, are not on our side. If the United States
does not approach these challenges with the
urgency required, it will forfeit its credibility
as agreat power.
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The Naval Warfare Domain

Thomas Callender

he maritime domain, in and through which

operations on and under the oceans and
seas are conducted, presents unique challeng-
es as well as advantages to maritime nations
and military forces. The domain is generally
subdivided into two primary categories: lit-
toral (coastal) and open ocean (“blue-water”).
The littorals are defined by relatively shallow
waters and close proximity to the coasts and
include the territorial waters of coastal nations.
Open-ocean operations, as the name suggests,
are marked by waters beyond the maritime
boundaries of nations, with their extreme
depths and vast spaces.

While the maritime domain demands some
common capabilities and operational concepts
for all naval forces, littoral and blue-water en-
vironments require very different forces and
warfighting strategies. The maritime domain
drives some common characteristics for na-
val vessels: relatively large size and payloads
compared to land and air platforms, slow speed,
limited organic sensor range, long-range com-
munications requirements, and naval logistics.
In addition, the maritime domain shapes na-
val concepts of operations with tactics such
as layered defense, forward presence, and
sea control.

Importance of the Maritime Domain

Since prehistoric times, the world’s oceans
and seas have played a critical part in the devel-
opment of mankind and many of man’s domi-
nant civilizations. Evidence suggests that the
earliest man-made boats date back as far as

45,000 years.' Initially, these vessels were used
for coastal fishing, but as they became larger
and more sophisticated, people used them to
trade with other coastal civilizations. Once
man learned to navigate beyond sight of land
and to harness the wind, exploration and trade
routes developed across the Mediterranean
Sea, the Arabian Sea, the Indian Ocean, and
the Pacific Ocean. Maritime exploration also
led to human migration between continents
and island archipelagos.

The development of larger vessels made
it possible to transport greater quantities of
commodities both faster and more cheaply
than was possible over land routes. These
maritime trade routes eliminated the need to
transit through the sovereign territory of other
nations and pay often exorbitant tolls. How-
ever, the movement of large amounts of pre-
cious commodities by sea soon led to the rise
of piracy. Just as land armies arose to defend
national borders and trade routes, armed naval
vessels soon arose to help protect these mari-
time trade routes. From the Ancient Egyptians
to the Greeks and on to the rise of the British
Empire, dominant maritime trade and naval
power were critical to the rise and expansion
of these empires.

The oceans and seas still play a vital role in
the prosperity and protection of most of the
world’s population. Of the world’s 195 nations,
147 border an ocean or sea, and 40 percent of
the world’s population lives within 100 kilome-
ters (62 miles) of an oceanic coast.? In addition,
maritime trade through international shipping
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lanes comprises over 90 percent of global com-
merce.® In a modern world that appears to be
dominated by wireless communications and
satellite broadcasts, 99 percent of all inter-
national data (phone, texts, and Internet) is
transported over approximately 200 undersea
fiber optic cables at speeds eight times faster
than satellites.* While typically very robust,
these submarine cables are susceptible to land-
slides and other seismic events.

Challenges and Advantages
of the Maritime Environment

For those whose experience with the oceans
is limited to the coasts, the vastness of the
world’s oceans is difficult to convey. The five
recognized oceans (Atlantic, Pacific, Arctic,
Indian, and Southern) cover 71 percent of
the Earth’s surface with an average depth of
13,000 feet.® The Atlantic Ocean covers “ap-
proximately 41,105,000 square miles,” and
the Pacific Ocean covers “more than 60 mil-
lion square miles,” or approximately 20 per-
cent and 46 percent, respectively, of the Earth’s
surface.® For comparison, the Pacific Ocean is
larger than all of the Earth’s land masses com-
bined;” the continental United States covers
only 3,120,426 square miles (1.58 percent) of
the Earth’s surface.®

The vastness of the world’s oceans presents
both advantages and challenges. The immense
oceanic distances and limited speed of ships
(10-15 knots on average for transoceanic trav-
el) create natural barriers of time and space.
For example, these barriers prevented trans-
oceanic exploration and colonization for cen-
turies until shipbuilding technology and sea-
faring techniques became advanced enough
to withstand storms, navigate safely, and carry
sufficient supplies to survive weeks or months
of travel. While land forces can resupply along
their route with local fresh water and food,
transoceanic vessels must be self-sufficient for
extended periods, carrying or making adequate
fresh water, food, and fuel.

The limited speed of naval vessels limits
their rapid responsiveness or reposition-
ing. For example, the great circle route (the

shortest distance between two points on the
curved surface of the Earth) between Norfolk,
Virginia, and the Strait of Gibraltar at the
entrance to the Mediterranean Sea is 3,326
nautical miles. For a ship traveling at an aver-
age speed of 12 knots—a common economi-
cal speed for commercial shipping—it would
take 11.5 days to make this transit, while a
modern jet passenger aircraft traveling at 500
knots would take approximately six hours and
40 minutes.

This time and distance effect requires pre-
planning or prepositioning of naval forces if a
nation desires a timely transoceanic response
to maritime crises. For the United States, this
has meant development of a forward-deployed
blue-water Navy. Maintaining a credible deter-
rent force constantly deployed near potential
naval adversaries enables the U.S. to respond
rapidly to maritime security crises before they
approach America’s shores. This could not be
accomplished with naval forces that remain
predominantly in their home ports or near
territorial waters.

The expanse of the oceans and the lack of
landmarks once a sailor gets beyond sight of
land present unique navigational challenges
when traversing thousands of miles of ever-
changing ocean surface. The fact that the
ocean’s surface varies from one second to the
next and does not offer any geographical ref-
erence points has led to the development of
rather sophisticated navigation techniques
and technologies. Satellite navigation systems
such as the Global Positioning System (GPS)
provide a highly accurate real-time ship’s posi-
tion for both military and commercial vessels.
GPS and related technologies have afforded
military naval vessels the required positioning,
navigation, and timing (PNT) accuracy that en-
ables use of precision-guided munitions and
coordinated military operations.

With the advent and subsequent prolifera-
tion of GPS-denial or degradation technolo-
gies, it has become essential for modern mili-
tary vessels to have backup navigation systems
that are resilient and reliable even in the face
of enemy actions. Celestial navigation—the
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determination of one’s position on the Earth’s

surface based on the position of celestial bod-
ies, typically the sun, moon, or specific stars—is

one such technique that relies on a clear sky
and a highly accurate chronometer. An essen-
tial skill for sailors across the centuries, celes-
tial navigation is again being taught to young

sailors as navies recognize that they cannot

rely solely on GPS. Another critical GPS-de-
nied navigation method is inertial navigation,
which provides the speed and position of a ship

or other platform by measuring its accelera-
tion in all three dimensions. Once extremely
large and expensive, current solid-state iner-
tial navigation units are getting smaller and

cheaper, enabling their use on small surface

vessels and even on unmanned undersea ve-
hicles (UUVs).

The vast ocean expanses have also provided
ameasure of stealth for naval vessels, although
this is becoming less and less true. For years,
most modern naval vessels relied primarily on
organic radar and electronic support measures
(ESM) systems to locate and target adversary
naval vessels at over-the-horizon (OTH) rang-
es beyond the line of sight. Maritime patrol
craft and carrier aviation early-warning air-
craft were able to extend the ability of these
warships to locate and engage adversaries, but
the ocean is a very big place, and even with ra-
dar, finding a comparatively small ship was still
achallenge.

With the rise of intelligence, surveillance,
and reconnaissance (ISR) satellites, this

“stealth via vastness” was further reduced.
The limited number of ISR satellites, however,
precluded continuous coverage of any spe-
cific area, affording naval vessels opportuni-
ties in specific time and location windows to
avoid detection.

The current proliferation of commercial
and military electro-optic/infrared, radar,
and electronic intelligence (ELINT) satellites
is providing greater coverage of and more fre-
quent revisit rates to the world’s oceans. In
addition, maritime domain awareness tech-
nologies such as the Automatic Identification
System (AIS) provide the location and identity

of commercial shipping, thereby helping to

clarify the maritime picture. The proliferation

of ISR unmanned aerial vehicles (UAVs) is also

changing maritime surveillance by greatly in-
creasing the capacity for real-time OTH ISR
and targeting information for naval platforms.
Not only can long-range land-based UAVs

provide ISR coverage hundreds of miles from

shore for 12 hours or more at a time, but small-
er UAVs are being fielded that can be launched

and recovered from naval platforms, providing

naval fleets with organic ISR and cueing,.

While these systems still have gaps in cover-
age and some require complex algorithms to
scour the vast amounts of imagery required for
open-ocean searches, it is getting harder for a
large surface naval vessel such as an aircraft
carrier to hide in the open ocean. To this end,
many modern navies are regularly practicing
electromagnetic emission control (EMCON)
operations as well as developing technologies
and tactics to deny or degrade ISR satellites
and related platforms.

The ocean’s depths provide their own condi-
tion of stealth for submarines and other under-
sea platforms such as UUVs, enabling undersea
forces to move unseen and relatively unde-
tected by adversary forces. This is because the
environment below the ocean’s surface is dras-
tically different from the world above it. While
light and radio waves can travel thousands of
miles through the Earth’s atmosphere, they
penetrate the ocean’s depths only from several
inches to a maximum of several hundred feet
depending on the frequency of the electromag-
netic wave (light or radio waves). For example,
only a minuscule fraction of sunlight penetrates
the ocean’s depths beyond approximately 650
feet, and for much of the ocean’s depths, vis-
ibility is less than 100 feet in any direction. Ra-
dar and other radio transmissions cannot be
used to search for objects or to communicate
with submerged submarines or other under-
sea platforms. Although this limits the ability
of submarines or other undersea platforms to
communicate with ships, aircraft, or land-based
headquarters, it also hides them from all but the
most advanced search techniques.
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While the air is the domain of radio waves
and light, the ocean’s depths are the domain
of sound. Sound is the most effective means
to communicate or to detect objects across
the vast expanse of the oceans. Compared to
light and radio waves, sound can travel from
thousands of yards up to thousands of miles
in water. For example, the vocalization of
blue whales (at frequencies as low as 14 Hz)
has been detected thousands of miles away.’
Sound also travels eight times faster in wa-
ter than in air, and sound waves travel faster
as temperature, water pressure, and salinity
increase. The deeper, warmer, and saltier the
water, the faster sound travels.

The variance in ocean temperature and
pressure with depth and geographic location
can be exploited to benefit naval operations.
Differences in temperature and pressure cause
sound waves to bend (or refract) toward the
area of slower speed of sound. This bending of
sound waves can create “acoustic blind spots”
as well as deep-sea sound channels where
sound energy is easily transmitted for long
distances. Lower-frequency sound travels
further in water than higher-frequency sound
does. Submarines, surface ships, and aircraft
hunting for submarines, as well as land-based
command centers communicating with sub-
marines, will use these characteristics to hide
from acoustic search or to pulse acoustic en-
ergy into the water to affect communications
or locate an object.

Background ocean noise can mask quieter
noise sources such as submarines. The prima-
ry factors contributing to ocean background
noise are the sea state (how big the waves are);
the amount of local shipping traffic; seismic
events such as undersea earthquakes, volcanic
eruptions, rock slides, and thermal vents; other
noisy maritime evolutions such as fishing and
offshore drilling; and even the animal life of the
ocean including clicking shrimp, whales, and
other marine mammals like porpoises.

Finally, undersea topography can affect the
transmission of sound. The ocean’s bottom
varies from extraordinarily deep trenches to
broad plains and undersea mountains, with the

floor rising dramatically at times to form walls
that stretch upward to the continental shelves.
Acoustically, the shallow littoral waters behave
differently from the deep oceans as sound
waves repeatedly bounce off rocky bottoms
and the ocean’s surface or are attenuated by
muddy sea floors. As on land, these undersea
terrain features can affect the transmission of
sound and the flow of currents, which in turn
can affect temperature gradients as water flows,
rises, and falls. The complexity and variability
of ocean waters drives undersea naval forces
to monitor these changes continuously and
alter their tactics and operating profile to
exploit any acoustic advantage as effectively
as possible.

There are two main types of sound navi-
gation and frequency ranging (SONAR) that
provide an acoustic “picture” of the under-
sea world. The first is passive sonar, which
essentially is listening for any noise sources
on or below the ocean’s surface. Passive sonar
provides only the direction from which the
sound came.

Active sonar provides a much more com-
plete picture of the undersea environment.
Like bats and whales, ships and submarines
can transmit sound and then listen for the
return echo as the sound wave bounces off an
object. Most surface vessels, from small plea-
sure boats to large commercial transports and
naval vessels, use high-frequency active sonar
(tens to hundreds of kHz) “depth sounders”
to determine the ocean depth beneath them.
Active sonars used by submarines and other
naval vessels are typically in the 1 kHz to 10
kHz range, with some high-definition sonars
in the 100 kHz to 1 GHz or higher range. While
the higher frequencies give better resolution of
the ocean bottom and other undersea objects,
their effective range is less than 100 meters.
Conversely, low-frequency active sonars (less
than 1,000 Hz) can potentially detect subma-
rines at tens of thousands of yards in proper
acoustic conditions.

The disadvantage of active sonar is that the
transmitting platform gives away its own pres-
ence and position. Since they do not want to
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surrender their acoustic stealth, U.S. subma-
rines therefore operate their active sonar only
in very select tactical situations.

The global maritime commons differ greatly
from land, where nations have very visible geo-
graphic boundaries, and long-standing proto-
cols—codified in laws, treaties, and recognized
practices—govern how countries interact with
each other. Whereas almost all of the Earth’s
land masses are claimed by one nation or an-
other, the vast majority of the 139.7 million
square miles of its oceans are international wa-
ters and not subject to any one nation’s laws or
control.’® This means that ships can sail almost
anywhere without needing the permission of
or being subject to restrictions or obligations
imposed by any one nation.

The 1982 United Nations Convention on
the Law of the Sea (UNCLOS) defines a na-
tion’s territorial sea as a belt of coastal waters
extending at most 12 nautical miles from its
coast. The United States has not ratified UN-
CLOS because of concerns about some of its
provisions, but it does recognize the agree-
ment’s conventions on territorial limits and
freedom of navigation as customary interna-
tional law and has established similar sover-
eignrights in U.S. law. While territorial waters
are regarded as the nation’s sovereign territory,
foreign ships (both military and civilian) are
allowed innocent passage through them, or
transit passage for straits, under specific guide-
lines. This sovereignty extends to the airspace
and seabed.

UNCLOS also establishes an Exclusive
Economic Zone (EEZ) in which a coastal state
assumes jurisdiction over the exploration and
exploitation of marine resources in its adjacent
section of the continental shelf, taken to be a
band extending 200 miles from the shore. An-
other important aspect of UNCLOS and inter-
national maritime law is freedom of navigation,
according to which ships flying the flag of any
sovereign state shall not be subject to interfer-
ence by other states.

Since no one nation’s laws apply to these in-
ternational waters, they are governed by sev-
eral multilateral treaties. The most important

is the 1972 Convention on the International
Regulations for Preventing Collisions at Sea,
which establishes among other things the
“rules of the road” or navigation rules to be
followed by ships and other vessels at sea to
prevent collisions between vessels. Since there
are no marked traffic lanes or stoplights on the
open seas, all ships must remain vigilant with
respect to the course and speed of other vessels.
As the USS Fitzgerald’s June 2017 fatal colli-
sion with a Philippine container ship demon-
strates, even routine at-sea training operations
are dangerous and require a minimum safe
level of proficiency."

In short, international maritime laws afford
the U.S. Navy the ability to project power in re-
sponse to crises or attempt to deter potential
adversaries by sailing U.S. warships anywhere
around the globe without having to obtain
the permission of any other nation. In similar
manner, they also afford maritime competitors
the opportunity to sail their naval platforms off
the U.S. coast. Visible examples of this are the
recent periodic deployments of Russian sub-
marines off the east coast of the U.S. near U.S.
naval bases (e.g., Kings Bay, Georgia).

While some nations focus their navies on
coastal defense against adversaries operating
near their coasts and territorial waters, the
U.S. Navy has taken a different approach. The
Navy’s maritime strategy since World War
IT has focused on maintaining a continuous
forward naval presence that strives to deter
adversaries and, if necessary, engage them in
the open ocean or near their own coasts, keep-
ing the fight and threat far from U.S. shores. At
present, no other nation can conduct routine,
sustained naval operations far from its home
waters as does the U.S. However, some near-
peer competitors like Russia could attempt
to deploy small numbers of nuclear-powered
submarines off the U.S. coast to launch missiles
armed with conventional explosives against
targets of vital importance to the U.S. In light
of this threat, the U.S. Navy and U.S. Northern
Command (USNORTHCOM) maintain the
ability to find and target adversary undersea
forces closer to the U.S. homeland.

The Heritage Foundation | heritage.org/Military

49


https://en.wikipedia.org/wiki/United_Nations_Convention_on_the_Law_of_the_Sea
https://en.wikipedia.org/wiki/United_Nations_Convention_on_the_Law_of_the_Sea
https://en.wikipedia.org/wiki/Coast
https://en.wikipedia.org/wiki/Nautical_mile
https://en.wikipedia.org/wiki/Innocent_passage
https://en.wikipedia.org/wiki/Transit_passage
https://en.wikipedia.org/wiki/Strait
https://en.wikipedia.org/wiki/Sovereign_state

Implications of the Maritime
Domain for Naval Forces

The ocean and its unique characteristics
place demands on and drive the design of a
nation’s navy. This is most readily apparent
in the difference between a littoral or coastal
defense navy and a blue-water or global open-
ocean navy.

A coastal navy is focused on protecting a
country’s territorial waters and adjacent in-
ternational waters. How far a nation’s mari-
time area of concern extends from its coast
will depend on the nation’s strategic focus
and the size of its navy. A coastal navy that
operates within several hundred miles from
the coast can consist of smaller vessels such
as fast attack craft, frigates, and diesel subma-
rines. Since they generally will operate at sea
for days to weeks rather than months, they do
not require the size and ability to carry large
amounts of supplies, fuel, and ammunition.

Coastal waters typically are more protected
from severe storms and seas; as a result, coastal
naval vessels can be smaller and less robust
than open-ocean warships. Also, since they
operate closer to shore, these naval vessels will
be less dependent on satellite communications
and long-range ISR than are their blue-water
counterparts, which operate thousands of
miles from their military commanders. If nec-
essary, these navies can use line-of-sight UHF
or VHF communications with aircraft or other
surface vessels to pass urgent communications.
Smaller fast attack craft employ shorter-range
(tens of miles) OTH anti-ship missiles that can
receive targeting information from onboard or,
in some cases, even shore-based radars. Larger
frigates will operate farther from shore and
can support longer-range OTH weapons that
can engage adversary surface vessels at ranges
in excess of 100 miles, requiring timely and ac-
curate targeting information from other ships,
aircraft, or space-based ISR.

Diesel submarines are perfectly suited to
the coastal defense mission. Usually operating
in a defensive posture off a strategic area of the
coast or near a choke point, diesel submarines
can operate at very slow speeds (five knots or

less) that allow them to conserve their battery
energy, which provides propulsion and electri-
cal power while submerged. In areas where the

continental shelf extends into diesel subma-
rine patrol areas, modern diesel submarines

can even bottom themselves to conserve en-
ergy even further.

Amodern diesel submarine operating on its
battery or Air Independent Propulsion (AIP)*?
is extremely quiet and difficult to detect by pas-
sive sonar, especially when operating in or near
congested coastal waters. A modern diesel sub-
marine armed with wake-homing torpedoes
requires only a moderately proficient crew to
attack an adversary’s surface ship as it tran-
sits through a choke point. A coastal defense
approach can be supported by land-based air-
craft (fighters, maritime patrol craft, and he-
licopters); OTH radars; and anti-ship cruise
missiles. A coastal navy also does not require
alarge fleet of logistics ships, because its ships
and submarines can return quickly to port for
fuel, supplies, and weapons.

Naval mines are extremely well suited to a
coastal defense strategy whose primary mis-
sion is to keep potential adversaries out of its
area of concern or far enough away that they
are unable or degraded in their ability to con-
duct maritime strikes ashore. Naval mines are
relatively cheap compared to modern preci-
sion-guided munitions, and a littoral minefield
can easily be laid by small naval vessels or even
by militia vessels (civilian vessels that can be
used for some low-end military missions). Just
one ship hitting a mine effectively shuts down
a choke point or area of concern until it can
be confirmed that all mines are cleared. Since
the high-frequency sonars required to detect
undersea mines have limited range, it can take
weeks or months to survey and clear a suspect-
ed minefield. This mission gets even harder if
the local adversary has surface dominance over
the minefield area, thus preventing the use of
mine countermeasure ships.

Since the transit time to and from coastal
navy’s bases to desired operating areas is rela-
tively short (hours to days), a smaller force
can maintain a specific defensive posture.
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Additionally, coastal navies can surge addi-
tional forces quickly if needed and have them
on station within hours. Finally, coastal de-
fense navies can use undersea acoustic arrays
in or near their territorial waters to provide
early warning of adversary submarines or un-
manned undersea vehicles approaching their
coastlines or critical undersea infrastructure.

ADblue-water or global open-ocean navy like
the U.S. Navy has very different demands that
drive the design of its vessels as well as the
overall structure of the force. Since these war-
ships operate thousands of miles from their
nearest naval base for months at a time, they
must be larger than their coastal counterparts
for avariety of reasons. First, blue-water naval
vessels must be large enough to withstand the
worst possible storms and seas; a ship with a
maximum speed of 20-30 knots may not be
able to outrun a hurricane or other large storm.
They must also have larger crews to support
sustained 24-hour operations for months on
end and perform preventive maintenance to
ensure maximum operational readiness.

Since forward-deployed warships can-
not count on getting supplies from a port in
their forward operating areas during a time of
conflict, they must be able to carry sufficient
supplies (food, spare parts, etc.) to operate for
several months if necessary and must carry
sufficient fuel for an operating range of several
thousand miles to enable transoceanic cross-
ings without refueling. Blue-water naval ves-
sels also require weapons magazines that are
large enough for them to perform their initial
warfighting missions.

These warships are usually multimission,
since operational commanders must have the
flexibility to respond rapidly to numerous mili-
tary contingencies without waiting weeks for the
warship with the “right mission capability” to
arrive. While not every ship can perform every
mission, having a mix of numerous multimission
ships forward deployed enables these naval forces
to respond to the vast majority of contingencies.
Blue-water navies also require a large logistics
fleet to resupply warships with food, fuel, repair
parts, and ammunition while underway, thereby

enabling them to remain forward deployed and
on station for months on end.

The level of training required for blue-water
sailors to attain the required proficiency to op-
erate safely and effectively in the harsh open-
ocean environment is significantly greater
than the level needed for short-duration lit-
toral operations. This training must include
at-sea local area operations to simulate the
conditions they will face on deployment to en-
sure that the crew is proficient in all potential
missions they could be called on to perform.

An open-ocean global navy requires a much
larger force structure than its coastal coun-
terpart. The typical rule of thumb for naval
force structure is that it takes a minimum of
four ships of a given class to have any one of
those ships deployed. This accounts for one
vessel in major extended maintenance, one on
deployment, one just returned from deploy-
ment, and one preparing for deployment. Since
it takes weeks for a ship to transit to a forward-
deployed area, the geographic combat com-
manders must maintain a specific minimum
number of deployed ships and submarines of
various classes so that they can respond im-
mediately to a major combat operation. Even
in peacetime, the strategic deterrent provided
by a sufficiently large forward naval presence
can cause potential adversaries to refrain from
taking hostile or other undesirable actions.

Blue-water submarines also have differ-
ent demands on their designs compared with
their coastal counterparts. Nuclear propulsion
is more advantageous for a blue-water subma-
rine than diesel electric or an air-independent
battery recharge method.

¢ Asnoted, it can take weeks to transit an
ocean even at an average speed of 12-15
knots. A diesel submarine can transit at
that average speed for less than one day
before it must slow and come near the
surface to recharge its battery. A nuclear
submarine, however, can operate at its
maximum speed for days or weeks with-
out surfacing if required to transit rapidly
across the globe.
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e With its greater propulsion power
(~40,000 shaft horsepower compared to
4,000 for a diesel boat), a nuclear sub-
marine can be much larger (~7,800 tons
submerged) than a diesel submarine (less
than 2,000 tons submerged) and therefore
carry more weapons and a larger crew.

¢ Anuclear submarine’s greater available
power also enables it to have sufficient
atmosphere control and fresh water-pro-
ducing equipment to allow lengthy sub-
merged operations.

The key drawback of a nuclear submarine
compared to a diesel submarine is the noise
generated by its power plant. The reactor sup-
port equipment and steam plant are inherently
much louder than a diesel submarine operating
an electric motor on the battery. These systems
can be made extremely quiet and more closely
approach the minimal noise levels of a diesel
submarine, but the engineering is much more
complicated and expensive. For example, it
took the Russian/Soviet Navy and now the Chi-
nese People’s Liberation Army Navy (PLAN)
decades to develop the expertise to quiet their
nuclear submarines so that they could not be
heard tens of thousands of yards away.

Similar demands drive the design of open-
ocean aircraft carriers. Most immediately
noticeable is the size of a modern carrier. For
an aircraft carrier to provide sufficient power-
projection capability anywhere on the globe, it
must be able to store, launch, and maintain a
variety and large quantity of aircraft in a car-
rier air wing. For example, a U.S. Navy carrier
air wing typically consists of 68 aircraft of six
different types.!® Steam-driven catapults to
launch aircraft and an arrested landing system
to enable their recovery aboard ship provide
significant decreases over traditional run-
ways, but a minimum distance is still needed
for aircraft to take off and land on the carrier’s
deck (modern U.S. carriers are more than 1,000
feet long). The carrier must also hold sufficient
aviation fuel and ordnance to support car-
rier flight operations for several days without

resupply, and the manpower required to oper-
ate both the carrier and the carrier air wing is

substantial: A typical U.S. carrier deploys with

over 5,000 personnel.

All of these requirements result in a vessel
that is 60,000 tons to over 100,000 tons for the
Nimitz class. The large size, need for extended
periods of high speed for carrier operations,
and power requirements of support equipment
(especially the catapult system) make nuclear
power attractive for modern carriers.

A credible blue-water or global open-ocean
navy is expensive to build, train, and maintain,
but it provides the capability for global power
projection and enduring forward presence.

Increasing Maritime Competition
and Threats

The world’s oceans have never been more
critical to its prosperity and security. Global
maritime traffic has increased almost fourfold
over the past 20 years,"” with even more dra-
matic increases in the Indian Ocean and the
East and South China Seas. The sea-lanes con-
necting Asia with North America, the Mediter-
ranean, and Northern Europe flow through the
Suez Canal and account for over 15 percent of
today’s global shipping traffic.’® These global
shipping lanes are extremely congested and
subject to increased risk of collisions, terror-
ism, or piracy as they pass through critical
choke points. Each year, for example, 50,000
ships transit the Strait of Malacca, averaging
more than 135 per day, and the Suez Canal
handles upwards of 75 ships per day."” World
seaborne trade accounts for 80 percent of glob-
al merchandise trade, some 10 billion tons of
cargo.”®

Although global maritime piracy has de-
creased significantly over the past few years
due to the efforts of multinational naval task
forces such as Combined Task Force 151 off the
east coast of Africa and actions by the commer-
cial shipping industry, piracy remains a preva-
lent concern. Some areas such as the Gulf of
Guinea are seeing increased activity. The
threat of maritime piracy affects shipping costs
by causing commercial shipping companies
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to route their ships farther out into the open
ocean to avoid these small pirate vessels, thus
creating longer and less efficient routes; to
deploy armed guards and other self-defense
measures; and to transit areas of increased
threat at faster speeds that burn more fuel per
distance traveled.

The search for oil, gas, and mineral resourc-
es has fueled an unprecedented increase in
undersea exploration. The commercial use of
remotely operated vehicles (ROVs) and UUVs
to explore the ocean’s bottom and to inspect
and maintain deep-sea oil rigs has helped drive
the technological maturation and increasing
capabilities of small to medium-sized UUVs.
Rapidly improving UUV and ROV technology
also makes it possible for a growing number of
state and non-state actors to find and cut un-
dersea cables clandestinely.

The 2006 magnitude 7.0 Taiwan earthquake
severed eight submarine cables in multiple
places, resulting in a severe Internet disrup-
tion in China. It took 11 special cable-laying
ships 49 days to repair the damage.” If an ad-
versary or natural disaster cut the majority of
cables to the continental United States or even
to Hawaii, where U.S. Pacific Command Head-
quarters is located, it would likely take months
to find and repair the damage. Trillions of dol-
lars of international financial transactions
would be affected, and secure military com-
munications would be dangerously reduced.
It should be noted that of the 56 commercial
cable-laying/repair ships in operation world-
wide, only one is registered in the U.S., and the
U.S. government owns only one cable-repair
ship, the USNS Zeus.?° Just how many repair
ships the commercial undersea industry would
dedicate to such U.S.-focused repairs is there-
fore uncertain at best.

The search for undersea natural resources
has political and legal implications. Accord-
ing to the United States Geological Survey, as
much as one-fifth of the planet’s undiscovered
petroleum reserves may reside in the Arctic:
roughly 90 billion barrels of oil and 1,670
trillion cubic feet of natural gas.* Under in-
ternational maritime law, Canada, Denmark,

Norway, Russia, and the United States all have

alegal claim to this valuable seafloor territory.
UNCLOS allows these nations to file claims for

additional territory out to 350 nautical miles

if they can prove their continental shelves ex-
tend into the Arctic seabed. To date, Russia,
Denmark, and Norway have submitted claims

to an extended continental shelf in the Arctic,
providing yet another potential source of mari-
time conflict.

In the South China Sea, China has staked
claims to maritime territory that includes the
Spratly Islands, Paracel Islands, and Scarbor-
ough Shoal. These claims overlap with the EEZ
claims of Brunei, Indonesia, Malaysia, the Phil-
ippines, and Vietnam. In addition to fishing
rights, potentially lucrative oil and natural gas
deposits are at stake. In the past few years, the
Chinese have begun island-building projects
on the Subi, Mischief, and Fiery Cross reefs
to advance their disputed territorial claims.
While the Chinese have claimed that these
islands are being built for civilian purposes,
to increase safety for ships transiting the wa-
terway, analysis of recent construction shows
airfields, radars, and hardened shelters that
indicate a military focus.

Key Naval Warfare Competitors and
Challenges for the U.S. Navy

The rapid maturation and proliferation of
certain technologies have affected the mari-
time environment and security challenges for
the U.S. The proliferation of commercial satel-
lites has greatly improved the ability of many
nations to conduct open-ocean command, con-
trol, communications, computers, intelligence,
surveillance, and reconnaissance (C4ISR).
Space-based electro-optical and synthetic aper-
ture radar sensors permit wide-area search for
surface vessels because, unlike the land with its
forests, mountains, and other masking terrain,
there is nowhere to hide on the ocean’s surface.
Commercial satellite communications provide
global communications capabilities to nations
and navies that do not possess their own, as
well as redundant communications for near-
peer adversaries.
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Forty of the world’s coastal nations current-
ly possess submarines.?* The capabilities and
proficiencies of these submarine fleets vary
significantly from nation to nation, but mod-
ern export submarines and weapon systems
provide even a very small navy with a credible
naval threat. The vast majority of these subma-
rines are quiet diesel submarines that operate
in coastal defense missions.

Since the passive radiated noise of modern
diesel submarines is extremely low when op-
erating on the battery, resulting in exception-
ally short passive sonar detection ranges of
less than 2,000 yards, active sonar is the most
effective means by which to search for and lo-
cate diesel submarines. Their limited speed
and endurance (imost can sprint at speeds
in excess of 20 knots only for less than one
hour) prevent them from effectively evading
a searching platform using active sonar. In
addition, efforts by Russia and China to quiet
their nuclear submarines have reduced their
passive detection ranges, making open-ocean
search and localization by U.S. naval forces
more difficult and requiring the use of mul-
tiple anti-submarine warfare (ASW) assets,
such as the Surveillance Towed Array Sensor
System (SURTASS), maritime patrol aircraft,
and destroyers.

Underwater acoustic arrays have become
more prevalent in the littoral areas of most of
the world’s continents. Although the vast ma-
jority of these arrays are for oceanographic re-
search, submarines operating in their vicinity
could possibly be detected. Modern air-based
and space-based surface search radars also
have the ability to detect submarines operat-
ing at periscope depth, provided one knows ex-
actly where to look or can apply sophisticated
data analysis techniques designed to detect the
unique radar signature of an exposed subma-
rine periscope or antenna mast as it interacts
with a constantly changing ocean surface.

Some argue that advancing non-acoustic
anti-submarine warfare (NAASW) capabili-
ties will soon make the oceans transparent,
but the laws of physics and projected technolo-
gies do not support this assessment. While the

probability of detecting a submarine either
acoustically or by means of NAASW increases
significantly for a submarine operating in the
littorals off near-peer adversaries, especially
at periscope depth, a submarine or other un-
dersea platform remains comparatively much
harder to detect than even the stealthiest air-
craft. The undersea environment continues
to provide a significant military advantage to
navies that are able to operate in it effectively.

The proliferation of precision-guided mu-
nitions, especially land-based and sea-based
anti-ship cruise missiles (ASCMs), and other
advanced weapons technologies provides an
increasing threat to U.S. naval forces, espe-
cially when operating in choke points and the
littorals. Just as the flat ocean expanses make
it easy to see surface ships, they also provide an
unobstructed field of fire for adversaries with
the ability to field ASCMs. Since ships cannot
hide at sea, they must have the capability to de-
fend against these increasingly capable weap-
ons. Although unsuccessful, the October 2016
Houthi missile attack from land-based launch-
ers in Yemen against the USS Mason while it
was operating in the Red Sea clearly illustrates
the reality of this threat.>* The development of
long-range (greater than 1,000-mile) anti-ship
ballistic missiles presents a potential threat
to carrier strike groups and other surface na-
val forces.

Rapidly maturing UAV technologies and
their proliferation to both state and non-state
actors presents another growing maritime
threat. Small military and commercial micro-
UAVs can easily be “weaponized,” allowing
them either to drop small explosives on ships
or other targets or to serve as “kamikaze” UAVs.
These small and slow UAVs are hard to detect
with traditional air-search radars, which are
focused on larger and fast-moving military
aircraft and missiles. While the very small
commercial UAVs have a rather limited range
of less than five miles, their range and endur-
ance are rapidly increasing, and even today,
they could be launched from shore or from a
nearby civilian vessel against a naval vessel
transiting a choke point.
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Key Nations That Affect
U.S. Navy Design and Missions

Iran. The Iranian Navy is a regional navy
that has been shaped by its maritime operat-
ing environment on the Arabian Gulf and the
Gulf of Oman. Aided by land-based aircraft and
avery capable Russian-built integrated air de-
fense system, the Iranian fleet consists primar-
ily of coastal patrol frigates, fast attack craft, fast
inshore attack craft, and submarines. Iranian
diesel submarines and mini-submarines armed
with torpedoes and anti-ship missiles are ideal
platforms with which to lie in wait undersea in
Iranian territorial waters and hold the Strait of
Hormuz at risk. The Iranian Navy has been ob-
served employing its fast attack craft (FAC) and
fast inshore attack craft (FIAC) in swarm tactics
meant to overwhelm the capacity of adversary
warships to target and engage incoming vessels
and their anti-ship cruise missiles.

Although the Iranian Navy possesses only a
few dedicated mine-laying vessels, it could em-
ployits FAC/FIAC and other vessels to deploy
the over 2,000 naval mines in its inventory.*
Naval mines would be extremely effective in
controlling the relatively narrow Strait of Hor-
muz, as evidenced by the damage inflicted on
the USS Samuel B. Roberts when it struck an
Iranian floating contact mine in April 1988. Al-
though not a naval capability, Iran’s ballistic
missile capabilities and their potential threat
to Europe have led to aballistic missile defense
(BMD) mission for specified U.S. Navy cruisers
and destroyers.

Russia. The Russian Navy, like Iran’s, has
been shaped by its unique maritime operating
environment. With much of the Barents Sea
covered with ice for part of the year, provid-
ing a “bastion” for its nuclear strategic sub-
marines, it is logical that Russia has priori-
tized its submarine force over a large surface
blue-water navy. A resurgent Russian Navy has
focused its modernization efforts on subma-
rines and small surface combatants (frigates
and corvettes). Its new Yazen-class nuclear
guided missile submarine is assessed as being
extremely quiet and capable of launching con-
ventional or tactical nuclear long-range cruise

missiles. The new Borei-class nuclear ballistic
missile submarine demonstrates Russia’s con-
tinued prioritization of a submarine strategic
nuclear deterrent.

The new Russian Maritime Doctrine illus-
trates the Russian Navy’s focus on the Arctic
and Atlantic Oceans with the ultimate goal of
restoring its blue-water capabilities.?® In the
Black and Baltic Seas, the Russian Navy would
assist any future efforts for Russian influence
and territorial expansion in Eastern Europe.
The past few years have seen a dramatic in-
crease in provocative and sometimes unsafe
engagements between Russian warships and
fighter aircraft and U.S. Navy warships and
maritime patrol aircraft in the Mediterranean,
Baltic, and Black Seas.

China. Over the past two decades, the Chi-
nese military has focused its modernization
efforts on developing capabilities to disrupt
the U.S. military’s power projection forces in
the Western Pacific, with a focus on its carrier
strike groups and C4ISR enterprise. China’s
emphasis on denying U.S. access to the South
China Sea and East China Sea has concen-
trated primarily on land-based anti-ship
and anti-land ballistic missiles with effective
ranges out to over 1,000 miles as well as land-
based fighter aircraft best suited for control
of the close-in air domain. Long-range land-
based OTH radars and airborne early-warning
aircraft and satellites provide the necessary
detection and targeting data for these long-
range weapons.

The development of these long-range, land-
based anti-ship capabilities has lessened Chi-
na’s dependence on naval platforms (destroyers,
frigates, fast attack craft, and diesel subma-
rines) to disrupt or deny U.S. naval power pro-
jection in the South China sea. The Chinese saw
the advantages presented by the South China
Sea’s maritime environment in the context of
their strategy and developed new technologies
to take advantage of them: the vast capacity ad-
vantage that land-based aircraft and anti-ship
weapons can provide over a forward-deployed
blue-water navy with limited weapons’ maga-
zines and extended logistic tail.
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Although not critical to support this area
denial strategy against the U.S., the PLAN has
been slowly developing blue-water naval capa-
bilities: indigenous aircraft carriers, advanced
guided missile destroyers, and quiet nuclear
attack submarines to supplement its regional
naval force structure. These blue-water capa-
bilities help China to protect its growing eco-
nomic interests in Africa and other maritime
areas far beyond the second island chain. It
remains to be seen whether China is able to
develop the logistics foundation to support a
truly forward-deployed naval power—logistics
ships, a network of friendly forward bases, and
the operational proficiency to project naval
power effectively far from its homeland—or
whether platforms such as its aircraft carriers
are merely symbols of China’s economic and
military strength.

Implications for U.S. Fleet Design

Given the characteristics of the maritime
domain and the evolving challenges affecting
the U.S. Navy’s ability to protect U.S. national
security interests, the Navy must likewise
evolve to remain relevant.

The Navy must be able to operate in all
subsets of the maritime domain—constricted
choke points and archipelagos, the littorals,
the Arctic seas, the expansive open ocean, and
the complex depths of the undersea world—as
well as to defeat potential maritime adversar-
ies with capabilities ranging from swarms of
fast attack craft to near-peer competitors’
long-range anti-ship missiles. This should
drive a force structure comprised of a mix of
multimission naval platforms possessing the
defensive and offensive capabilities necessary
to control the sea when and where necessary
and to project power from the sea against any

competitor that attempts to deny the U.S. ac-
cess to regions, markets, and allies.

The fleet must be large enough for forward-
deployed naval forces to provide an enduring,
credible deterrent to potential adversaries
in all critical geographic maritime regions of
concern. A sufficiently large, forward-deployed
force also enables the Navy to respond rapidly
to emerging and unforeseen crises wherever
and whenever such response is needed.

Since the U.S. Navy always prefers to play
the “away game,” keeping enemies as far
from the U.S. as possible, there is a press-
ing requirement for increased magazine size
on naval platforms and secure intra-theater
weapons replenishment and reload capability.
Conflicts in distant theaters typically do not
allow time for ships to return to a regionally
local port, much less the U.S,, for resupply. A
robust logistics and airborne tanker fleet and a
resilient and secure C4ISR enterprise provide
the essential foundation for global maritime
operations far from land-based defenses and
logistics support.

Fortunately, the Navy’s senior leadership
has recognized these challenges and is striving
to develop new naval strategies and capabili-
ties to maintain America’s advantages in this
domain. These efforts include Distributed
Lethality;* Design for Maintaining Maritime
Superiority;*® Undersea Domain Operating
Concept (UDOC);? and Electromagnetic Ma-
neuver Warfare (EMW).?°

The key to success in all of these efforts
will be a commensurate commitment by the
U.S. Congress to provide adequate and sta-
ble funding so that the Navy can maintain a
healthy, well-trained fleet of sufficient size
and capability to secure U.S. interests in the
maritime domain.
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The Air Domain and the
Challenges of Modern Air Warfare

Harry Foster

I tis difficult to imagine a modern world with-
out flight and its associated technologies. The
speed possible in the air domain shrinks time:
A modern airliner travels 25 times faster than
the fastest cruise ship on the Atlantic and seven
times faster than the fastest locomotive in the
1950s. Militarily, operating in the air domain
provides vantage: the ability to see not only over
the next hill, but also over the horizon. It pro-
vides maneuverability unencumbered by moun-
tain ranges, roads, river crossings, or rocky
shoals at sea. Although navalists frequently re-
mind us that 70 percent of the world is covered
by oceans, 100 percent of the world is covered by
air. The air domain is physically linked to every
other domain, thus providing flexibility in op-
erations, while its range provides an avenue for
access anywhere in the world, anytime.

Over the past century, exploitation of the
air domain’s speed, vantage, maneuverability,
flexibility, and range changed the nature of
warfare. Specifically, it:

e Created new asymmetries that broke the
stalemate of trench warfare after World
War I, enabling combined-arms maneuver
warfare that is with us today;

» Extended the reach of fleets and shore
defenses beyond the sight of observation
towers or the range of naval surface fires,
making control of the air a requisite for
operations on the sea;

e Allowed rapid insertion and resupply of
forces at great distance from supporting
bases; and

e Allowed air forces to go “over not
through” the front lines of opposing
armies, disrupting rearward logistics, de-
nying maneuver, and taking war directly
to capitals.

Today, from a military perspective, the de-
gree to which the United States can exploit the
air domain in its favor to find and hold at risk
any target (fixed, mobile, hardened, and deep
inland) anywhere on the globe is a key differ-
entiator that makes it a military superpower.

Understanding the complexity of modern
air power begins with a basic understanding of
the air domain itself. This means understand-
ing the air domain’s unique attributes; how
one can access and use the domain while ex-
ploring the limits of height and speed for plat-
forms that operate in it; the domain’s unique
attributes of speed, range, persistence, and
payload that have allowed the United States to
dominate conflicts for the past 25 years; and
current key shifts in the domain, driven by the
evolution of technology and the return of state-
based competition, and their implications for
future military requirements.
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Attributes of the Air Domain

The Atmosphere: Home to the Air Do-
main. The Department of Defense defines the
air domain as “the atmosphere, beginning at
the Earth’s surface, extending to the altitude
where its effects upon operations become neg-
ligible.”* At its most fundamental level, the at-
mosphere is composed of air, a mixture of gases
consisting of 21 percent oxygen, 78 percent
nitrogen, and 1 percent argon, carbon dioxide,
and other gases.”

The composition of air is perhaps its most
extraordinary and important characteristic
because it determines the very nature of the
domain and dictates what can and cannot be
done in it and drives the characteristics of the
platforms that fly through it. Because these
gases have mass, the distribution of the at-
mosphere is not uniform. For example, due
to gravitational effects, nearly 50 percent of
atmospheric mass is contained below 18,000
feet at the equator, 90 percent is contained
below 52,000 feet, and 99.99 percent is con-
tained below 330,000 feet or an altitude of 100
kilometers.® While some international organi-
zations such as the Fédération Aéronautique
Internationale define 100 kilometers as the
beginning of space, the United States does not
recognize a formal boundary either by treaty
or by policy.*

The atmosphere is divided into several lay-
ers that are of varying degrees of significance
to military operations.

e Thelowest level, the troposphere, varies
in height from the surface to 60,000 feet at
the equator to 30,000 feet over the poles.
All weather occurs in the troposphere.

The top of the troposphere, called the
tropopause, is the “cap” where summer
thunderstorms flatten out to form an anvil
shape. In the troposphere, the wind blows
west to east in the Northern Hemisphere
and east to west in the Southern Hemi-
sphere. Temperature decreases by about
3.5 degrees Fahrenheit with every 1,000
feet of climb. Wind speed changes signifi-
cantly with altitude, averaging 75 miles

per hour from the west at 35,000 feet over
the central United States in winter to as
much as 200 miles per hour in the stron-
gest jet streams.

e Above the troposphere is the stratosphere,
which extends to about 180,000 feet. The
stratosphere is where the ozone layer is
located, and it is free from clouds and
weather. Wind diminishes significantly
with altitude in the stratosphere. Most of
today’s military operations occur in the
troposphere and the stratosphere.

e Above the stratosphere at an altitude of
about 34 miles is a region of the atmo-
sphere that has proven easy to transit
but difficult to operate in persistently. In
this region, there is enough air to cause
drag and surface heating but not enough
to support aerodynamic control or air-
breathing engine combustion.

» Sitting above the stratosphere, extending
t0 260,000 feet, is the mesosphere. Here,
meteors burn up due to atmospheric heat-
ing. The ionosphere, which causes high-
frequency radio waves to bounce off the
atmosphere enabling long-range amateur
radio operations, begins in this region.

e Above the mesosphere lies the final layer
of the atmosphere, the thermosphere,
which extends to as much as 600 miles
above the Earth depending on solar activ-
ity. Atmospheric drag caused by gases in
the lower portion of this layer limits the
lowest unpowered, stable satellite orbit to
roughly 120 miles.

Accessing the Air Domain for Military
Advantage. From its earliest days, competi-
tion in the air domain has been enabled by
constantly advancing technology. Warfight-
ing in the air domain, however, is fundamen-
tally a human endeavor, and as one learns
about airspace technologies, it is important to
keep technology in perspective. Technology
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enables access to and exploitation of the air
domain, but humans marshal this technol-
ogy to gain advantage over others as a tool
of statecraft and war. Competition in the air
domain therefore centers on maintaining or
denying this advantage and depends not only
on mastery of technology, but also on its artful
and creative organization and application in
strategy and tactics.

The characteristics of air and the atmo-
sphere make five modes of access to the
air domain possible: lighter-than-air flight,
heavier-than-air flight, missiles, ground-fired
or sea-fired projectiles, and the electromag-
netic spectrum.

Lighter-than-air flight is achieved by trap-
ping gases lighter than oxygen and nitrogen,
like hydrogen or helium, or heated air in a
sealed casing. Because the gas inside the cas-
ing is lighter than the surrounding air, lift is
produced. The volume of air contained in that
casing, coupled with the characteristics of the
gas inside, determines its lifting ability. This
allows exploitation of the air domain using hot-
air balloons, gas-filled balloons, or powered air-
ships (dirigibles and blimps). Lighter-than-air
aircraft can provide persistence and relatively
heavy lift, but this means of access is both slow
and heavily affected by weather.

Lighter-than-air flight was exploited in
World War I by Germany, which used dirigibles,
or powered airships, to bomb central London,
and in World War II by the United States,
which used blimps for antisubmarine warfare
patrols.® Although the speed of heavier-than-
air platforms made them dominant over their
lighter-than-air brothers, a role remains for
balloons and powered airships today. Tethered
balloons (aerostats) extending up to 14,000
feetline the U.S. border with Mexico and have
been used in Iraq to provide persistent surveil-
lance coverage.® Powered airships used by the
logging industry to extract harvested timber
from remote areas could provide a slow-speed,
heavy-lift logistics option for military purpos-
es.” High-altitude balloons also offer military
utility as a backup to space-based capabilities
like communications satellites.®

Heavier-than-air flight, on the other hand,
uses aerodynamic forces to produce and sus-
tain lift. Aerodynamic lift is produced by mov-
ing an airfoil (wing) through volume of air or
fluid. Design differences between the upper
and lower surfaces of the airfoil force the air
to move faster across the upper surface as the
wing is propelled through the air. This creates
an area of lower pressure on the top of the wing
that generates lift. There are other factors in-
volved, but if one produces enough aerody-
namic lift to overcome the force of gravity, then
a heavier-than-air machine can fly.’

There are two other forces at play in the cre-
ation of aerodynamic lift: the thrust required
to propel awing though the air to generate lift
and the drag that the wing creates through the
process of creating lift. Thus, balancing the
problems of lift, gravity, thrust, and drag makes
flight possible using vehicles that are powered
(airplanes, cruise missiles, helicopters, tilt ro-
tors, and quad copters) and unpowered (towed
gliders, lifting bodies, and air-delivered guided
munitions). Aircraft provide a reusable form of
access to the air domain and offer an incredible
degree of flexibility with regard to speed, range,
payload, and endurance for military operations.

Missiles use the brute force of expanding,
burning gases provided by liquid-fueled or sol-
id-fueled rocket engines to overcome the effects
of gravity and gain access to the air domain. As
the vehicle accelerates, it takes on aerodynamic
characteristics and can be controlled using air-
craft-like control surfaces until it reaches mid-
stratosphere. Above this altitude, small thrust-
ers or gimbaled engines controlled by guidance
systems allow the highest levels of precision in
movement and endgame placement.

Missiles deliver high-speed effects in both
the air and space domains without the risk
associated with manned flight, but there are
trade-offs. Lift is created on the sheer power
of their engines, making this form of access
markedly less efficient than winged aircraft.
Moreover, missiles used for attack or defense
are not reusable; an aircraft can return to base
and reload with ordnance, but a missile is a
one-time shot.!
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Projectiles like bullets, mortars, rockets, and
bombs use a controlled explosive charge, pro-
pellant, or the momentum gained by a parent
platform to overpower the aerodynamic effects
of weight and drag temporarily in order to en-
ter and transit the air domain. Aimed down-
ward, air-launched munitions provide an addi-
tional and incredibly potent axis of fire against
land-based and sea-based targets. Aimed up-
ward, ground-fired projectiles provide a low-
cost, effective way to deny an enemy use of
the air domain in a limited area. For example,
the vast majority of aircraft losses in Vietnam
were due to anti-aircraft artillery rather than
surface-to-air missile defenses.

Today, new technologies like electromag-
netic rail guns can fire projectiles from land-
based or sea-based platforms at hypersonic
speeds to attack other surface targets or defend
against low-flying, supersonic cruise missiles
and high-speed ballistic missile warheads." In
addition, long-range, precision-guided rocket
artillery teamed with unmanned intelligence,
surveillance, and reconnaissance (ISR) capa-
bilities like satellites or “drones” are changing
the way armies view fires.'

Finally, the electromagnetic spectrum pro-
vides a less obvious but equally powerful
method of accessing the air domain to enable,
disrupt, or deny air operations. This includes
use of voice and data communications to direct
and employ forces; optical, infrared, laser, and
radar-based sensors to detect objects in the air
domain and guide weapons; high-power lasers
to deny optical sensors or to attack incoming
aircraft, missiles, or bombs;'® high-powered
microwaves to disrupt operation of airborne
vehicles and weapons;* electromagnetic de-
coys to confuse an opponent’s systems;" and
modern jamming techniques to deny, disrupt,
or spoof radars, communication, and space-
based navigation systems like the Global Po-
sitioning System (GPS).

The electromagnetic spectrum can be ma-
nipulated through combinations of low-ob-
servable (stealth) technology and active elec-
tromagnetic countermeasures to increase the
survivability of both aircraft and munitions

against increasingly sophisticated air defenses.
This electromagnetic method of accessing the
air domain also enables cyberspace effects to
shape every aspect of offensive and defensive
air operations.

Leveraging these five methods of access,
nations develop offensive and defensive capa-
bilities to gain or deny advantage across the
spectrum of warfighting domains, but the air
domain is more complex than simply pitting
system against system. Sanctuary or advantage
can lie in operating at high or low altitude, op-
erating at speed, operating from range versus
operating forward, hiding in the noise of the
electromagnetic spectrum, or increasing weap-
ons accuracy to reduce repeated exposure to
the threat.

The U.S. has taken several different invest-
ment strategies within the air domain since
the 1950s. From the opening days of the jet age
through the 1970s, it pursued a “higher, farther,
faster” strategy. As the Soviet Union mastered
its integrated air defense system (IADS), U.S.
efforts moved to a low-altitude strategy that
stayed in place through the opening days of
Operation Desert Storm, when precision and
stealth capabilities became dominant. A closer
look at the limits of altitude and speed in the
air domain therefore helps one to understand
the constraints of the operating environment.

Defining the Air Domain’s Upper Limit.
Defining the upper limit of the air domain,

“where its effects on operations becomes lim-
ited,” is difficult. As noted, most military op-
erations occur in the troposphere and lower
stratosphere. Commercial aircraft operate up
to about 40,000 feet, while military aircraft
routinely operate as high as 60,000 feet. “Con-
trolled airspace” over the United States ends at
65,000 feet. Operations above this altitude are
sometimes called “near space.”

The glider-like wings of the U-2 aircraft
enable it to operate at the very edge of con-
trolled flight while flying at subsonic speeds in
the 70,000-foot regime.'® Due to the thinning
atmosphere, however, operations above this
altitude require either increasing supersonic
speeds with altitude to produce adequate lift
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or, paradoxically, no speed at all. For example,
the Mach 3.0 SR-71 operated near 85,000 feet,"”

while the Mach 3.0 Mig-25 holds the absolute

manned takeoff to altitude record of 123,523

feet.’® On the other hand, the highest manned

balloon reached 135,890 feet,'* and unmanned

balloons have reached the top of the strato-
sphere at over 176,000 feet.*°

Going higher still requires different forms
of propulsion and materials. Rocket planes car-
ried aloft by a mother ship, like the 1960s-era
X-15 (transported to high altitude by a B-52
bomber) or Virgin Galactic’s Spaceship One
flights, operate in the mesosphere and beyond
in what are known as “suborbital” operations.
Spaceship One holds the altitude record for an
air-launched rocket plane at 367,487 feet or 70
miles, but it does not have the ability to per-
sist in this regime for any meaningful length
of time.”

Achieving persistence in the flight regime
above the stratosphere is technically difficult,
but it can be realized through atmospheric

“skipping” where platforms use their speed to
“skip” off denser layers of atmosphere at hyper-
sonic speeds like a rock skipping across water.
Such a capability offers a range of military
benefits between the air and space domains
(roughly 34 miles to 120 miles above the Earth),
making it possible to maneuver and maintain
altitude without the limitations of orbital
mechanics that are imposed by operations in
space.?

A hypersonic glide vehicle (HGV), a capabil-
ity being pursued by the United States, Russia,
and China, can be deployed from an interme-
diate-range ballistic missile to enable such at-
mospheric skipping.?® An alternative approach
might be found in new propulsion techniques
such as air-breathing, plasma-fueled engines,
which are in early research and development.?*

Defining the Speed Limit in the Air Do-
main. Mach numbers play a crucial role in un-
derstanding the difficulty of going higher and
faster in the atmosphere. A Mach number is a
speed expressed as the percentage of the speed
of sound. For example, Mach .82, a typical air-
liner speed, is 82 percent of the speed of sound.

Mach 1.0 occurs at 667 knots (nautical miles
per hour) at sea level.? Above Mach 1.0 in the
atmosphere, shock waves form on the nose and
tail of an aircraft. If these shock waves reach
the ground, sonic “booms” are heard and felt
along the flight path as the shock waves pass by
in close succession.

The basic formulation of aerodynamics that
balances lift, draft, gravity, and thrust works
well up to speeds of about .80 Mach or the
beginning of the “trans-sonic” speed regime.
Here, compressibility of air becomes a factor.
Unlike water, air compresses as its velocity
over a surface increases. As one goes faster, this
changes the drag profile of traditional airfoils,
requiring substantially more energy to sustain
speed or go faster. In addition, shock waves be-
gin to form in this flight regime that disrupt
normal airflow over the airfoil.

For traditional, straight-wing airfoils, these
pressures shift suddenly as one approaches the
speed of sound, resulting in buffeting and loss
of control. This phenomenon sets the speed
limit of propeller-driven aircraft, even in a
steep dive, due to drag increases and shock
wave formation on the propeller blades.?® Thus,

“the sound barrier” was a significant obstacle in
military aviation until it was broken in October
1947 thanks to propellerless propulsion, thin
wing designs, and new control surfaces.*”

Today, aircraft designed to go faster than
.80 Mach have swept wings and other de-
sign features to reduce the effects of tran-
sonic drag. Since airliners cruise at speeds
of .8 to .87 Mach, research into the transonic
drag reduction, transonic airfoil optimiza-
tion, and engine efficiency in the transonic
regime remains important for airplane and
engine companies.

Two speed regimes are relevant militarily
in the air domain above Mach 1.0: supersonic
(Mach 1.2-Mach 5.0) and hypersonic (Mach
5.0-Mach 10.0). Each regime poses different
problems for designers.

Supersonic speed increases the range of air-
to-air missiles, improves responsiveness for in-
tercepts, expands the flight envelope for opera-
tions, and allows sustained high-altitude flight.
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In the supersonic regime, designers must
solve the problem of creating a subsonic air-
stream in the engine to support combustion
despite air entering the engine at supersonic
speed. To accomplish this, most military fighter
aircraft utilize afterburning turbofans, which
use a combination of inlet design and a spin-
ning compressor to squeeze and slow the airflow
coming into the engine to subsonic speed be-
fore injecting fuel and burning it.?® Afterburning
turbofans are far less efficient than the subsonic

“high bypass” turbofans used by the airlines, al-
though research is underway to improve their
efficiency during subsonic flight.*

As one goes faster than about Mach 3.0,
however, turbofan engines reach material
limits to handle high heat and pressures. To
go faster with an air-breathing engine, a ram-
jetis required. A ramjet uses a movable fixed
inlet to achieve compression without rotating
parts. Combustion still occurs in subsonic air,
however. Ramjets can operate to Mach 6.0 but
work best in the Mach 2.0-Mach 4.0 range.
For example, a combined-cycle turbojet/ram-
jet engine enabled the SR-71 to reach speeds
above Mach 3.0. While Mach 3.0 speed provid-
ed survivability against air defenses through
the 1980s, this speed regime would become
well within the capability of air defense sys-
tems like the Russian SA-20 and U.S. Patriot
and Aegis by the 1990s.°

To improve survivability and reduce reac-
tion time for today’s most contested airspace,
one must maneuver at hypersonic speeds. The
cost to operate above Mach 5.0 within the at-
mosphere has risen at exponential rates with
increasing speed due to shifts in structural ma-
terial requirements to mitigate extreme heat
and special requirements for air-breathing en-
gines to handle extreme speeds.* Both China
and the United States are actively pursuing
research to reduce cost in these areas.*?

To reduce the cost of hypersonic speed, air-
breathing engines are more desirable than rock-
et engines because they produce more thrust for
agiven amount of weight. Moreover, the combi-
nation of speed and better fuel efficiency enables
a hypersonic vehicle to travel longer distances

on a small amount of fuel, in turn allowing for
vehicles that are more compact.* For example,
apowered hypersonic vehicle travels 560 miles
on only eight minutes of fuel at Mach 7.0.

To achieve this, a scramjet engine that can
sustain combustion in supersonic airflows is
needed. Because these engines do not operate
below Mach 4.5, a scramjet-powered hyper-
sonic vehicle requires a rocket-motor “kick
start” to accelerate to its engine start speed.
Research into these engines is ongoing. In
2004, NASA’s X-43 achieved 10 seconds of pow-
ered flight at Mach 9.6, the fastest jet-powered
flight on record.?* In 2013, the Air Force X-51A
testbed achieved 240 seconds of hypersonic
flight with a scramjet at Mach 5.1, the longest
powered flight of a scramjet on record. Given
the capability of improving modern air defens-
es and the growing importance of striking mo-
bile targets, air-breathing hypersonic vehicles
and weapons are likely to become an area of
intense competition.®

Denominators for Exploitation
of the Air Domain

Having discussed the speed and altitude at-
tributes of the air domain, one must consider
the denominators that are needed to exploit it.
These break down into two major areas: being
able to project power through range, persis-
tence, and payload and being able to see and
act using the electromagnetic spectrum.

Range, Persistence, and Payload. The
ability of aircraft in the air domain to operate
and survive at range and persist over time with
intelligence, surveillance, and reconnaissance
sensors and flexible weapons is key to exploit-
ing the domain. This capability connects the
air domain with other domains through mis-
sions like counterair, strike, close air support,
ISR overwatch, airborne anti-submarine war-
fare, assault aviation, or airborne cyberspace
operations. Twenty-five years after Desert
Storm, the success of U.S. operations in large-
ly permissive air environments has solidified
the perception that American air power is an
omnipresent force with an unblinking eye that
wields a rapid, precision hammer.

64

2018 Index of U.S. Military Strength



TABLE 2

Effect of Distance on Sortie Production

Distance Total Sorties Pilot
from Base Sortie Duration per Manning
(nautical miles) (hours)* Aircraft/Day** (per aircraft)***
650 4.7 ~2.90 1.5
1,300 7.4 ~2.00 2.0
1,950 10.1 ~1.55 2.5
2,600 12.8 ~1.25 3.5

* Assumes 2.0 hour on-station time.

** Assumes 1.5 hour regeneration time and 6.0 hours maintenance non-availability per day per aircraft. Times vary by aircraft,

maintenance manning, and carrier deck cycles.

***12.0 hour sustained pilot duty day, 125 hours maximum per 30 days.

SOURCE: Author’s calculations.

& heritage.org

Unlike the land and sea domains, where
persistence consists of holding ground or pa-
trolling in a geographically limited area, per-
sistence in the air is about radius of action
that leverages the speed and vantage that the
air domain provides. For example, an aircraft
loitering at 20,000 feet that is 80 miles away
from a U.S. ground patrol in Syria is within easy
radio contact of the ground patrol, can imme-
diately bring sensors to bear, and can arrive
overhead at Mach 1.0 in eight minutes. Should
tensions escalate, other airborne forces can
mass quickly. Should fuel run low, air refuel-
ing tankers arrive to provide inflight refueling.
Thus, the operation can quickly scale and pro-
tract, especially in permissive environments
(areas where there is little or no threat to U.S.
air operations). Range and persistence make
this possible.

Range and persistence are related concepts
that revolve around fuel. For example, a pilot
can travel point to point at speed, translating
fuel into range, or orbit around a point at speed,
translating fuel into persistence. Thus, fuel on
board, expressed as combat radius or the unre-
fueled mission radius of action, is critical to ex-
ploitation of the air domain as well as to force

posture and basing. For example, the United

States developed air refueling in the 1950s to

allow basing of jet bombers in depth from all

sides of the Soviet Union. Without air refuel-
ing, aircraft could be based only within the

range of the aircraft, which was strategically

disadvantageous. As air refueling capability
was incorporated into fighters, the idea of as-
sured air refueling allowed designers to trade

fuel capacity (which translates to weight) for
airframe maneuverability (which also trans-
lates to weight) that was needed for air-to-air

combat. Thus, the combat radius of most of to-
day’s U.S. fighters is 550-650 nautical miles. As

aresult, operations beyond this range require

refueling about every two hours.

These basic time, combat radius, and dis-
tance economics incentivized a 60-year U.S.
reliance on forward basing and forward carrier
stations to project power in the air domain.*
(See Figure 2.) There were good reasons for
this approach. Operating from range taxes hu-
man endurance. In 2001, for example, fighters
operating from the Arab Peninsula to Afghani-
stan had to transit 1,200 miles each way to fly
around Iran. Thus, a six-hour mission time
over Afghanistan required an 11-hour sortie
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that consisted of four to five air refuelings
from four to five different air refueling aircraft.
These air refueling aircraft transited similar
distances with similar sortie durations. Thus,
sustained operations from range require more
pilots, more aircraft, and more fuel.

Forward basing, on the other hand, allows
commanders to use aircraft and pilots multiple
times per day.*” This enables a high tempo of
operations and allows persistence through
multiple revisits or cycling of aircraft across
the battlespace. Forward-based air refueling
tankers enhance this capability for fighter/
attack-sized aircraft, allowing aircraft to oper-
ate well beyond their organic combat radii and
ensuring that enough fuel is always airborne
and available. (See Figure 2.)

The ability to base forward also allowed the
United States to divest aircraft with large pay-
loads like the Navy’s A-6 and the Air Force’s
fleet of bombers, since a higher number of
sorties from fighter-sized aircraft at forward
bases could make up the difference in payload.
Recognizing this fact, China has invested in a
new generation of ballistic and cruise missiles
designed to hold forward bases and aircraft
carriers at risk through massed, raid-style at-
tacks designed to overwhelm active defenses.?®
In addition, China is taking other measures to
increase U.S. force requirements by expanding
the range of contested airspace. (See Figure 2.)

As forward bases come under increasing
threat, which in turn drives increased basing
distances, pressure on the air refueling force
becomes extreme unless the organic combat
radius of combat aircraft is increased. Protect-
ing large air refueling tankers is difficult. Shel-
tering of forward-based air refueling tankers
has proven unaffordable at scale thus far and
was not attempted during the Cold War.** Left
unsheltered, these aircraft are particularly
susceptible to attacks using a variety of weap-
ons, ranging from ballistic and cruise missiles
to rockets and mortars to sniper rifles. In ad-
dition, the short combat radii of today’s force
increase the vulnerabilities of tankers in flight,
since they must operate closer to the expanded
threat envelopes of modern threat systems to

provide adequate fuel for operations as illus-
trated in Figure 2.

Improved combat radius may therefore
become increasingly important to exploita-
tion of the air domain for power projection.
Fortunately, the capabilities of modern mis-
siles are rendering fighter maneuverability
less important, allowing airframe weight to be
traded for fuel. However, a greater emphasis is
needed on larger payloads to make up for the
potential loss of high-sortie production from
forward bases and on unmanned operations to
improve human abilities to sustain protracted
operations from range.

The Electromagnetic Spectrum. In ad-
dition to projecting range, persistence, and
payload, exploiting the air domain requires
the capability to see, decide, and act. It is
therefore difficult to separate operations
in the air domain from the electromagnetic
spectrum or the electromagnetic spectrum
from weather. The relevant portions of the
electromagnetic spectrum within the context
of the air domain include visible light; infra-
red light, which is used for sensing tempera-
ture; and all radio frequencies, which enables
communications and various forms of radar.
From eyeballs to radar, if it is detected in the
air domain, it is by and through the electro-
magnetic spectrum.

Weather, on the other hand, presents haz-
ards like thunderstorms and severe icing, as
well as wind and temperature, that affect op-
erations. Most important, however, it shapes
the degree to which the electromagnetic
spectrum can be exploited. The line of sight
distance to the horizon from an aircraft oper-
ating at 35,000 feet is 229 miles, but how much
of this distance is usable? Looking up into the
stratosphere, a great deal may be: The weather
is generally clear, and the background is cold
and free from clutter, perfect conditions for
visible, infrared, and radar sensors.

Looking down toward the thicker atmo-
sphere and the ground is another matter. In
the visible spectrum, dust and clouds may
obscure the view. For example, clouds cover
most of North Korea more than 50 percent
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FIGURE 2

How the U.S. Projects Air Power

Historically, the U.S. has been able to project air power by using airfields, carriers,
and air refueling systems to minimize the size of contested space — the area in which

aircraft would engage in conflict.
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of the time from May to September. In the in-
frared spectrum, water vapor may attenuate
temperature signatures, and clouds may block
them completely. In the radar spectrum, syn-
thetic aperture radar provides a means to see
through clouds, but power dissipates rapidly
with range (i.e., 1/range?), and rain attenuates
signals at higher frequencies. In addition, air-
borne radars must contend with the “ground

clutter” moving below them, complicating
their operation.

Moreover, aircraft are limited in the amount
of power they can produce and the sizes of
radar antenna they can carry. Thus, antenna
size tends to herd aircraft radars into a narrow
range of operating frequencies and power. This
means that a true all weather, day/night ISR
capability requires a combination of sensors to
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be effective and that aircraft may be required
tofly close to an area of interest for its sensors
to “see” it, especially if the target is mobile.

Meanwhile, actors accessing the electro-
magnetic spectrum on the ground or at sea are
not limited by power or radar size as aircraft
are. They can develop powerful radars to de-
tect and target air vehicles and employ severe
jamming to disrupt airborne radar and pre-
cision navigation like the Global Positioning
System. In addition, ground-based radars have
the advantage of looking up away from clutter.
This dynamic of air-based and ground-based
competition in the air domain through the
electromagnetic spectrum is what eventually
forced the development of stealth.

As competition between nation-states in-
tensifies, the competition to place sensors
close enough to “find” targets, especially mo-
bile ones, versus defensive efforts to prevent
these actions will continue. Stealth, enhanced
by active electronic countermeasures, remains
relevant and essential for survivability in this
environment in order to hold mobile and deep
targets at risk. Other approaches, such as hy-
personic speed or employing large numbers of
vehicles to saturate defenses, also enhance sur-
vivability and may become key contributors to
this competition. The question then becomes:
How may the character of the domain change
as technology advances?

Key Shifts Likely to Affect the Air Domain

Because exploitation of the air domain de-
pends on technology that is constantly advanc-
ing, competition in the domain has never stood
still. As technology accelerates and renewed
nation-state competition drives new moves to
counter U.S. capabilities, at least four key shifts
are underway that are likely to alter the char-
acter of the air domain.

First, exploitation of the air domain is no
longer just about aircraft. The proliferation of
mobile advanced air defenses, mobile ballis-
tic missiles, land-launched and sea-launched
hypersonic boost glide systems, and air-
launched powered hypersonic vehicles pro-
vides new means to deny air refueling, attack

forward bases, and deny forward carrier sta-
tions through the air domain. This undercuts

the force posture assumptions on which the

present force is built. Given this development,
increased combat radius of aircraft, larger

payloads, and expanded use of long-range un-
manned systems improve the ability of the U.S.
to operate from range.

Second, the most important targets are mo-
bile. The increasing importance of countering
the above-described mobile targets increases
the importance of ISR and the ability to direct
forces in contested environments. Fully le-
veraging the leading edge of technology in the
electromagnetic spectrum improves the abil-
ity of the U.S. to hold these targets at risk. This
includes technologies for advanced sensors,
penetrating stealth, survivability to “stand in,”
and alternatives to GPS navigation.

Third, weapons in flight are under increased
risk. The maturation of directed energy and
improved capability of ground-based point de-
fenses may cause traditional weapons to come
under increased threat. Increasing weapon
speed or employing saturation tactics with
large “flocks” of weapons improves the prob-
ability of weapon arrival. Either approach re-
quires survivability to “stand in” or penetrate,
increased payloads, and greater depths of
weapons magazines.

Fourth, the threat from “low end” uses of
the air domain is growing. The rise of machine
learning, object recognition, and improved
battery technology may enable small drones
or quad copters to contest the air domain at
the tree level. This capability may be used to
disrupt airfields and to project power locally
even in permissive environments. Research
into countering machine learning and new
capabilities to counter emerging small, swift,
and robotic capabilities improves the ability
of the U.S. to adjust to this threat.

Conclusion

The ability of military forces to exploit the
air domain has revolutionized warfare over the
past century. Exploiting the domain to find and
hold targets as risk at global ranges remains a
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differentiator of U.S. power. Shifting technolo-
gy, however, threatens to erode this advantage
and presents challenges to the U.S. model of
power projection. Sustaining that advantage
will require more stealth platforms with C4ISR

(command, control, communications, comput-
ers, intelligence, surveillance, and reconnais-
sance) capabilities and the ability to adapt to

unforeseen changes in the air domain, as well

as those it supports.
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Space 201: Thinking About

the Space Domain
Dean Cheng

O ver the past three decades, the role of out-
er space in military operations has risen
steadily. From the inception of the space age,
America’s activities in space have included a
large national security component. The devel-
opment of satellites was not only a matter of
national prestige in the ideological competi-
tion of the Cold War, but also an effort to moni-
tor military and other developments from the
strategic high ground of space. Many of the
earliest satellites were engaged in the gather-
ing of intelligence.

Due to their sensitive nature and the ad-
vanced technologies associated with them,
information derived from reconnaissance
satellites (sometimes termed national techni-
cal means, or NTM) has generally remained
highly classified. Rumors have long abounded
regarding the capabilities of American recon-
naissance satellites, for example, but little of
their actual resolution (what they were able to
see on the surface of the planet) was revealed
during the Cold War. The end of the Cold War
and the subsequent use of satellite imagery in
1991 during the first Gulf War pulled back many
of the curtains that had obscured the capabili-
ties and nature of reconnaissance satellites as
programs were declassified and images were
disseminated more broadly.

Space-based capabilities have also evolved
from being oriented primarily toward meet-
ing national security requirements to increas-
ingly being part of global commerce. Where as

information from satellites used to be closely
held, anyone can now purchase overhead im-
agery through companies like Digital Globe
and Skybox. Similarly, whereas satellite po-
sition, navigation, and timing (PNT) used to
be employed primarily by military forces to
improve weapons accuracy, it is now incorpo-
rated as standard equipment in many private
cars, and the timing function is employed in
myriad activities from precision agriculture to
reconciling financial transactions.

Itisimportant to recognize that this massive
expansion of the role of space is a relatively re-
cent phenomenon. The space age itself is only
a half-century old, having begun on October 4,
1957, with the launch of Sputnik by the USSR.!
Moreover, because space activities and space-
derived information have long been closely held
secrets, their full potential for military and civil-
ian applications has yet to be explored. Though
information from space systems has been em-
ployed in the wars of the past quarter-century,
no nations have yet engaged in combat in space.
Both the political and technical ramifications of
such a conflict are still largely theoretical.

Key Characteristics of Space

Given the growing importance of space
in security affairs, it is important to recog-
nize certain key characteristics of the outer
space domain.

Characteristic #1: Space is beyond
Earth. The outer space region is generally
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considered to begin somewhere between 100
kilometers (62 miles) and 100 miles above the
surface of the Earth and extends from there. At
100 kilometers, aerodynamic forces have mini-
mal impact on reentry vehicles; at 100 miles,
the atmosphere is no longer a meaningful pres-
ence. While “space” theoretically encompasses
the entire vastness of the cosmos, the militar-
ily significant region of space is that bounded
by the Earth-Moon area, as well as certain
other locations governed by the Earth-Moon
relationship. The latter include the Lagrange
points, the five points where the gravitational
pulls of the Earth, Moon, and Sun balance each
other, thus making it possible for an object
placed at one of these points to remain there
indefinitely with minimal expenditure of fuel.

Because space is literally beyond the Earth,
it is not affected by terrestrial borders as is
the case with airspace. Whereas the airspace
(physical space within the atmosphere above
the boundaries of a nation) is considered the
equivalent of sovereign territory, the same
does not apply once one enters outer space.
Instead, spacecraft of all nations are allowed
to transit freely overhead and have no obliga-
tion to curtail their activities in doing so. (Re-
alistically, such activities as satellite commu-
nications and weather forecasting would be
virtually impossible if there were a patchwork
of sovereignty governing outer space as there
is on Earth.) Ironically, this principle of “open
skies” was established when the Soviet Union
orbited its Sputnik spacecraft. The Soviets ar-
gued that Sputnik did not pass over countries;
instead, countries rotated underneath the
spacecraft.?

Because it is beyond Earth, outer space is
also not affected by considerations of terrain.
There are no features in space (at least within
the Earth-Moon system) that provide con-
cealment or otherwise can mask spacecraft
operations. Therefore, there is no real ability
for spacecraft to hide.

Counterintuitively, this set of consider-
ations actually makes space situational aware-
ness (SSA) a very complicated affair. Because
there is no place for satellites to hide, all

orbiting objects can be seen, given a suitable

suite of sensors. At the same time, however,
this means that one must track several tens of
thousands of objects in space, ranging from op-
erational and defunct satellites to spent upper

stages of rockets, loose nuts and bolts, and oth-
er debris from past space missions. Today, the

United States Air Force officially keeps track
of over 23,000 objects, which is by no means

the totality of objects currently orbiting the

Earth.? To do so, it makes over 400,000 obser-
vations (determining where various objects are

located) daily:*

Undertaking SSA is essential in part be-
cause space objects may be mistaken for mis-
siles; in order to prevent false alarms and pos-
sible inadvertent escalation, it is vital to track
atleast the larger objects in orbit so that we can
know what is normally in orbit and therefore
what new object might warrant closer scrutiny.
Almost as important, tracking current objects
in space and determining their orbits is criti-
cal to preventing collisions between satellites,
preventing collisions between orbiting objects
and spacecraft that are being launched, and
determining whether space objects’ orbits are
decaying to the point that those objects may
reenter the Earth’s atmosphere.

To maintain SSA, the United States (like
other nations) employs a variety of means. A
vital tool is a network of radars. Some are con-
ventional radars, which can track individual
targets. Others are large phased-array radars,
which can track multiple objects simultane-
ously and maintain surveillance over large vol-
umes of space. In addition, there are many tele-
scopes that allow imaging of satellites, which
in turn allows analysts to determine the likely
functions of a given satellite more precisely. All
of these are ground-based systems.

Since 2014, the United States has also de-
ployed a series of satellites that allow it to ex-
amine satellites from orbit. The Geosynchro-
nous Space Situational Awareness Program
(GSSAP) comprises a number of satellites de-
ployed in geosynchronous orbit.® These carry
electro-optical sensors that provide analysts
with up-close pictures of objects in orbit.
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Characteristic #2: Space is a hostile
environment. The reaches of outer space are
some of the most difficult environments in
which machines or people operate. Because
spacecraft are operating under near-vacuum
conditions, gases that are trapped in the mate-
rial of a spacecraft may be emitted in a process
known as outgassing. These gases, in turn, can
condense on the surfaces of a spacecraft, dam-
aging components, clouding lenses and sensors,
or otherwise adversely affecting the spacecraft.

Because spacecraft operate beyond the
protection of Earth’s atmosphere, they are ex-
posed to a variety of forms of radiation, includ-
ing cosmic rays, solar radiation, and even radi-
ation belts that encircle the Earth (for example,
the Van Allen radiation belts). Prolonged expo-
sure to ultraviolet radiation can alter the prop-
erties of various materials. Spacecraft are also
subjected to wild variations in temperature in
ranges of hundreds of degrees. This, in turn,
can lead to expansion and contraction of ma-
terials and even to cold-welding of parts.

Finally, in addition to being potentially
vulnerable to collision with other satellites
and any objects in orbit, spacecraft may be hit
by micrometeoroids.® Everything in space is
moving at very high speeds. Space debris, for
example, typically moves at about 10 kilome-
ters per second on average, which translates
to roughly 22,000 mph.” Even grains of sand
traveling at such speeds can have an abrasive
effect, and larger objects can damage solar pan-
els and instrument packages.

In order to operate in such a hostile envi-
ronment, spacecraft must be manufactured
to very high tolerances. Many are practically
hand-made, which makes them very expensive.
A commercial communications satellite costs
at least $200 million.? Military communica-
tions satellites such as the Wideband Global
Satcom satellite cost upwards of $400 million
each.? Dedicated reconnaissance satellites (spy
satellites) can cost over $1 billion. Reported-
ly, the overall cost for four new U.S. GOES-R
weather satellites will be $11 billion.*°

The steady increase in the cost of satellites
isreflected in the American Global Positioning

System (GPS) constellation. When fielding of
GPS began in the 1990s, each satellite cost ap-
proximately $43 million, and launch costs were
about $55 million. In 2013, it was reported that
the newest GPS I1I satellites would cost $500
million each and $300 million per launch.”

Given the expense, few states can afford to
develop, launch, and operate satellites, much
less maintain reserve satellites, either in orbit
or on the ground. A satellite that is lost due toa
malfunction, collision, or other problems there-
fore cannot be replaced easily. There will likely
be gaps in service or coverage until a replace-
ment satellite can be built and launched. Aug-
menting a constellation is also not something
that can be done either easily or inexpensively.

For these reasons, it is in the interest of sat-
ellite operators to have satellites last aslong as
possible. A satellite will typically carry enough
fuel to enable orbital maneuvers. These range
from station-keeping in order to stay in the
proper orbital track and location to altering
the orbit in order to avoid collisions. Activi-
ties that adversely affect the life span of a sat-
ellite (such as extensive maneuvering) are not
undertaken lightly. In particular, changing a
satellite’s orbital plane (angle relative to the
Earth’s equator) is very expensive in terms of
fuel and is usually avoided.

Characteristic #3: Space is difficult to
reach. Not only does it take time to build a
satellite; it also takes time and a great deal of
infrastructure and related expense to launch
it. Various capabilities are necessary to place
an object into orbit. One must have a satellite
and a launch vehicle. That vehicle is launched
from some kind of facility that has a launch
pad, a mission-control facility, and surveil-
lance equipment with which to monitor and
control the launch. There is usually an assem-
bly or mating facility for placing the satellite
payload on the rocket. Finally, other tracking
sites are necessary to ensure that the payload
has reached the proper orbit, has separated
from the launching rocket, and is functioning
properly after it has entered orbit.

All of these elements combine to make
space operations expensive.'? Until quite
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recently, only major countries could afford
space operations, but private companies have
entered the market.

The differences among these major space
launch providers are the result of a number of
factors, the most important of which is reliabil-
ity of launch. This is no small affair when satel-
lite payloads cost hundreds of millions or even
billions of dollars. ULA has perhaps the longest
track record of successful launches. SpaceX, a
competing private venture, is the newest en-
trant and therefore does not yet have an estab-
lished track record, making its reliability more
of an unknown.

Types of Orbits®™

While there is no terrain in space, there are
orbital bands that are loosely defined by their
altitude above the Earth’s surface. There is
no clear demarcation among them, but space
experts in general talk about three main or-
bital bands.

Low Earth Orbit (LEO). This is the part
of outer space that begins at about 100 miles
above the Earth and extends to 1,200 miles. A
variety of satellites populate this band, includ-
ing various types of reconnaissance and Earth
observation satellites, some weather satel-
lites, and various scientific satellites. Because
it is closer to Earth, a satellite in LEO can see
smaller objects than a comparably equipped
satellite at a higher altitude can.

However, satellites in LEO have a more lim-
ited field of view. They are essentially viewing
a ribbon of the Earth’s surface as they orbit
around the planet." The closer to Earth, the
narrower the ribbon, much as a flashlight’s
area of illumination shrinks or expands the
closer to or farther away it gets from the spot
at which it is pointed. Moreover, because of or-
bital mechanics, an object in LEO cannot hover
over a given point unless it uses an enormous
amount of fuel to stay in position. Therefore,
satellites in this orbital band cannot maintain
surveillance over any particular point on Earth.
Instead, any individual satellite will pass over
a given spot every few hours. Multiple satel-
lites in a constellation can keep a given spot on

FIGURE 3
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Earth under constant surveillance—but at the
cost of fielding multiple satellites.

Objects in LEO also have a more limited life
span. Though they are operating above the bulk
of Earth’s atmosphere, they nonetheless are
still operating within its upper reaches. This
imposes atmospheric drag so that their orbit
drops (or decays) over time. At 150 km altitude,
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a satellite begins to lose altitude within a day;
at 400 km, it could remain in orbit for a year
before its orbit began to decay appreciably.’®

Medium Earth Orbit (MEO). This region
stretches from 1,200 miles to 22,000 miles
above the Earth’s surface. Relatively few satel-
lites operate in this band, partly because it also
contains the Van Allen radiation belts, which
can affect satellite operations significantly.
Within this band, however, is an area where
a satellite will revolve around the Earth in 12
hours, going over the same spot twice every
day. Satellites orbiting at approximately 12,800
miles above the Earth’s surface are said to be
in semi-synchronous orbit.

Most of the satellites that operate in semi-
synchronous orbits are involved with position-
ing, navigation, and timing. These include the
American GPS satellites and their Russian
GLONASS, European Galileo, and Chinese
Beidou/Compass counterparts.

Geosynchronous Orbit (GEO). The geo-
synchronous belt is at approximately 22,000
miles above the Earth’s surface. At that altitude,
an object in orbit is traveling at a speed that
matches the Earth’s rotation. Consequently, a
satellite will effectively stay over the same line
of longitude on the Earth’s surface, although
it may drift north or south in terms of its foot-
print on Earth. If a satellite is located at the
GEO belt at the Earth’s equator, however, it
will stay over the same location on the ground
and is said to be geostationary.

Theoretically, satellites in a geostationary
orbit can keep constant watch over one-third
of the Earth’s surface. Consequently, this or-
bital band is considered extremely valuable;
GEO slots above the equator are occupied by
weather satellites, communications satellites,
and missile early warning satellites.

In addition to these three orbital bands,
there are several other types of orbits that are
militarily useful.

Polar and Sun-Synchronous Orbits.
Some satellites are launched into low Earth
orbits that are at a very high inclination rela-
tive to the Earth’s equator, essentially traveling
from pole to pole. Polar orbiting satellites will

typically see the same spot on Earth twice a day,
once in daylight and once at night. A particular

type of polar orbit is the sun-synchronous or-
bit. A satellite in such an orbit will always pass

over the same spot on Earth at the same time.
If it takes images while passing overhead, the

fact that the images are taken at the same time

every day facilitates the identification of any
changes that may have occurred on the ground

in the interval between images.

Lagrange Points. At the five Lagrange
points, the Earth, Moon, and Sun’s gravita-
tional pulls cancel out each other. As a result,
an object located at these points will remain in
the same location relative to the Earth even as
the Earth-Moon system and the satellite itself
revolve around the Sun.

Molniya Orbits. Satellites operating in
geosynchronous orbit over the equator stay
over the same spot, but their ability to view
the extreme northern and southern latitudes
is very limited. Russian scientists therefore
developed the Molniya orbit, where satellites
orbit as high as 24,000 miles at their apogee
or highest point while dipping as low as 500
miles above the Earth’s surface at their low-
est point.

Because the Molniya orbit also has a period
of 12 hours, the high-altitude portion of the or-
bit will occur over the same area of Earth twice
each day. Moreover, due to the momentum of
the satellite, most of the time when it is mov-
ing more slowly will be near the top of its orbit.
For most satellites in a Molniya orbit, the top of
the orbit will be in the Northern Hemisphere,
maximizing the opportunity to observe areas
of interest in the high northern latitudes.

Major Satellite Missions

According to the United Nations Office for
Outer Space Affairs (UNOOSA), more than
7,600 registered objects (a subset of the more
than 23,000 that are tracked) are currently in
orbit around the Earth.!® Of these, only about
1,460 are operational satellites."” These satel-
lites are engaged in a number of mission areas.

Intelligence, Surveillance, and Recon-
naissance (ISR) Satellites. Satellites tasked
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with monitoring developments in other coun-
tries have been a mainstay of space capabilities
since the dawn of the space age. Both the United
States and the Soviet Union sought to develop
spy satellites capable of seeing into the other
side’s hinterlands. These satellites were initially
equipped with cameras that dropped film, but
those cameras were later replaced with systems
that could beam their images back directly to
Earth-based stations. Electro-optical satellites
are unable to see through fog and clouds, so
some satellites carry radars to overcome the
effects of obscuring by clouds; these can often
produce very high resolution images.

Imaging satellites of various sorts have been
supplemented by satellites that can monitor
various types of activities in the electromag-
netic spectrum. Some listen to radio traffic,
collecting communications intelligence (CO-
MINT). Others are able to detect and record
electronic signals, collecting electronic intelli-
gence (ELINT). COMINT and ELINT together
are referred to as signals intelligence (SIGINT).
SIGINT satellites can provide insight into the
types of equipment (such as radars) being

deployed by countries of interest, with the in-
formation collected revealing the wavelengths
the equipment houses and what types of units
(such as anti-aircraft batteries and anti-ship
missile forces) are being deployed.

Most ISR satellites operate in LEO.

Earth Observation and Weather Satel-
lites. Not all information collection is neces-
sarily focused on other countries’ military and
political forces and behavior. Understanding
the local environment can also be important.

Earth observation satellites such as the
Landsat series have been collecting informa-
tion about the land and seas for decades. The
resulting data are invaluable for creating maps,
as well as for understanding, for example, land
use and seasonal changes in ground cover like
tree foliage and grasses. For both ISR and Earth
observation, data from space sensors are com-
bined with information gathered from aircraft
and terrestrial sources to give acomprehensive,
layered understanding of any spot or vertical
column above the ground on the planet.

Of particular security importance among
the Earth observation satellites are weather
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satellites. The ability to forecast weather ac-
curately can have a decisive impact on mili-
tary operations. Amphibious operations, for
example, can be badly disrupted by storms.
Similarly, the ability to undertake air opera-
tions, whether launched from an aircraft carri-
er or from aland base, is affected by inclement
weather conditions. Aircraft launched from an
airbase in the United States may have toflyto a

destination thousands of miles away. Knowing
weather conditions along the route is essential
to safe and effective operations, whether they
involve military or civilian aircraft. The better
one’s understanding of weather information
is, the lower the risk that one has to accept to
carry out a mission.

Possessing better awareness of weather
conditions than is possessed by one’s opponent
can confer important operational advantages.
This was the case in June 1944 when Allied
meteorologists, unlike their German counter-
parts, identified an impending lull in storms
that were battering the English Channel. Con-
sequently, the Allies landed on the beaches of
Normandy on June 6, while the German high
command presumed that storms made such an
invasion impossible.

Most Earth observation satellites operate in
LEO. Some weather satellites operate in LEO,
and others are deployed in GEO.

Communications Satellites. One of the
earliest commercial types of satellites was the
communications satellite (comsat). Because
radio, television, and other communications
signals travel in straight lines, their ability to
connect users on the ground is often limited
by the horizon. Comsats essentially serve as
relays for the transmission of these signals; a
transmitter sends a signal to the communica-
tions satellite in orbit, which then transfers
the signal to a ground station that may be well
beyond the horizon of the original transmit-
ter. Theoretically, a constellation of three
comsats at GEO would be sufficient to provide
global coverage. In reality, the availability of
transponders (which are the actual relays)
limits the ability of any given satellite to pro-
vide coverage.

Modern communications satellites are an
important link in the movement of voice com-
munications, television signals, and data (in-
cluding Internet traffic). With the growing pop-
ularity of satellite television and its potential
for entertainment and distance learning, there
is a growing demand for comsat services. In ad-
dition, communications satellites are a key en-
abler for military drone operations. From bases
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in the United States, operators can fly drones
halfway around the world only because they
are able to access comsats that bounce their
instruction signals to their drones and relay
information gathered by drone aircraft back to
controlling or intelligence-processing stations.

Many of the world’s communications satel-
lites are run by private companies. Some of the
world’s largest constellations, for example, are
now privately owned by companies such as In-
telsat (55 satellites in 2014); Eutelsat (34); and
the Canadian company Telesat (10).'

Many communications satellites are oper-
ated at GEO. However, the Iridium constella-
tion that provides global satellite phone ser-
vice is largely in LEO. Because of the smaller
footprint for satellites operating at that alti-
tude, more are needed to provide global cover-
age; the Iridium constellation comprises some
66 satellites.

Position, Navigation, and Timing Satel-
lites. Beginning in the 1980s, the United States
started to deploy satellites to provide position,
navigation, and timing information.

» Position provides information about one’s
location and orientation: “Where am 1?”

* Navigation provides information linking
one’s location to a desired destination:
“How do I reach my intended location?”

e Timing provides precise, accurate time
information."”

The position and navigation functions are
outgrowths of the timing element. Timing
functions on the GPS constellation are pos-
sible due to the highly accurate atomic clocks
that are integrated into each satellite.

Each PNT satellite provides a unique signal
indicating which satellite it is and what its or-
bital parameters are. A receiver (for example, a
Garmin receiver in a vehicle) decodes the signal
from at least three and usually four satellites to
determine its distance from each satellite. This
is done by comparing the time stamp signal
from each satellite (provided by the onboard

atomic clock) with the signals from the others
in order to triangulate one’s location. The re-
sult provides information in three dimensions
with accuracy down to a few feet if one is using
acell phone’s GPS function to a few inches with
dedicated equipment. This is why a navigation
application on a phone, in one’s car, or aboard
a ship far out at sea is able to work.

Because the PNT signal can be reached
worldwide and all the clocks in a given constel-
lation are keyed to the same system, the timing
function has assumed a growing importance.
American military frequency-hopping radios,
for example, use the timing signal from GPS to
time their jumps from frequency to frequency.

The U.S., Chinese, and European PNT con-
stellations are in MEO, although China’s system
alsoincludes a component that is based in GEO.

Tracking, Telemetry, and Control

In order to ensure that the various satel-
lites are operating properly, a satellite opera-
tor needs a tracking, telemetry, and control
(TT&C) network. This network enables the
operator to control the satellite’s functions.

e Tracking refers to the ability to locate a
satellite and monitor its orbital condition
and situation. This includes the satellite’s
distance and velocity.

e Telemetryis comprised of messages from
the satellite that provide the operator
with information about how well the
satellite is operating. It is typically broken
down into information about each of the
satellite’s subsystems. Telemetry data are
distinct from payload data (the missions
that the satellite is performing). The for-
mer is about the ability of the satellite to
perform its mission.

* Controlrefers to the ability of the operator
to adjust the satellite’s operations. This
might involve reorienting onboard instru-
ments such as cameras or the entire satel-
lite (for example, to point the spacecraft’s
solar panels toward the Sun). It might
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involve moving the satellite to a different
orbit or requests for more telemetry data.

TT&C networks often include stations in
foreign countries and may also incorporate
dedicated space support ships.

Space and Future Conflicts

Modern warfare is marked by the centrality
of information. The ability to conduct joint air,
land, and sea operations rests in part on the
ability to create a common situational picture.
Modern warfare requires the coordination
of forces often separated by vast distances:
for example, aerial tankers from one airbase,
strategic bombers from another, and carrier
air wings operating hundreds of miles from the
front lines, along with infantry and armored
forces. These forces must be able to commu-
nicate among themselves, identifying the loca-
tion not only of the adversary, but also of one’s
own forces. All of this relies heavily on the abil-
ity to access the strategic high ground of space.

For the United States, this dependence is es-
pecially acute because American forces typical-
ly operate in an expeditionary mode, far from
our own shores. By contrast, an Iran, a China, a
North Korea, even a Russia is usually operating
far closer to its home territory. Consequently,
these states can employ a variety of non-space
means, ranging from manned and unmanned
aerial vehicles to radar networks, and even
human observers on land and sea to provide a
constant stream of information. Similarly, they
have a range of communications options such

as microwave, cell phones, and various types of
radio systems to link their forces together—op-
tions often not available to U.S. forces because

of the distances involved when deploying from

home to far-flung theaters of operation.

This asymmetric dependence means that
adversaries are incentivized to deny the United
States easy access to space, which will affect
their own operations far less than those of
the U.S. armed forces. Conversely, the United
States will have to maintain access to space-
based systems for a variety of functions if it is
to operate as it has operated in various con-
flicts since the end of the Cold War.

Counter-space operations, however, will
not necessarily be anti-satellite systems
shooting down satellites, although a number
of nations have tested anti-satellite capabili-
ties in recent years. Because space operations
depend on ground-based facilities to control
the satellites and obtain data from them, there
is a significant terrestrial component to space
operations. Similarly, both the systems that
control satellites and the data that flow over
satellite networks are vulnerable to cyber at-
tacks and data manipulation. A hacked satel-
lite that turns off its camera at key moments
is as neutralized as a functioning satellite that
is intercepted and destroyed by a co-orbital or
ground-based anti-satellite system.

In future conflicts, both the outer space
and information space domains will be central
battlefields, and operations there will have as
much impact as traditional activities in the air,
on land, and at sea have had.
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National Defense and the Cyber Domain

G. Alexander Crowther, PhD

hat is “cyberspace,” and how does it re-

late to military affairs? “Cyberspace” is
aterm thatis constantly used but seldom well
defined. Its characteristics are poorly under-
stood in the larger public discussion, especially
with regard to national security and military
matters. This is unfortunate because “cyber”
has become profoundly central to nearly ev-
erything the military does in defense of U.S.
national security interests.

As a domain through which actions can be
taken instantaneously, globally, and even anony-
mously, cyberspace provides opportunities and
challenges to countries, groups, and individuals
unlike those presented by any other domain or
capability. Cyberspace provides someone with
the ability to attack anywhere, at any time, with
a keystroke. There is no need to deploy a physi-
cal force, gain physical access to a region (other-
wise done by ship, plane, or overland movement),
or be encumbered by mounds of equipment and
supplies. An attacker acts in absolute silence,
perhaps visible only to the most skilled cyber
defender. There is no need to limit one’s force
to specific ages, physical conditions, or body
size, nor is there a need for sprawling bases, ex-
pensive facilities (like ports or airfields), square
miles of training areas, extensive stockpiles of
munitions, or assured access to fuel.

Cyber is generally not affected by environ-
mental concerns or weather conditions. To
the extent that cyber operations can be fully
automated, they can be undertaken relent-
lessly, without regard for time, periods of rest,
or any other constraint related to the normal

use of people and equipment. In short, cy-
berspace provides a virtually unconstrained

sphere through which nearly anyone can act

against almost any target without concern for

the physical impediments and resources that

accompany physical actions.

A wide variety of actors operate in cyber-
space. The government of the United States
has a variety of responsibilities to the Ameri-
can public, but precisely where the responsi-
bility lies and the extent of that responsibility
are currently subjects of debate. Although 90
percent of the Internet traffic in the U.S. is in
the private sector,' cyberspace is one place for
which the U.S. government has acknowledged
responsibility. Working mainly through the
Department of Defense (DOD), Department
of Homeland Security (DHS), and Department
of Justice (DOJ):

The United States will work to promote an
open, interoperable, secure, and reliable
information and communications infrastruc-
ture that supports international trade and
commerce, strengthens international security,
and fosters free expression and innovation.
To achieve that goal, [the U.S.] will build and
sustain an environment in which norms of
responsible behavior guide states’ actions,
sustain partnerships, and support the rule of
law in cyberspace.?

Cyberspace

Cyberspace has three layers: the physi-
cal network, the logical network, and the cy-
ber persona.
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¢ The physical network consists of the
hardware, such as cables and your com-
puter, and exists all around the world.
Because it exists inside states, states have
sovereignty over its components, and they
must obey the laws of the states in which
they reside.

¢ The logical network is the software that
operates the network as well as its mani-
festations, such as a web page. These elec-
trons that make up the logical network
bounce around the globe, following the
quickest route from one place to another,
and route through hardware that is physi-
cally located in states. Some states, such as
China and Russia, believe that they have
sovereignty over this aspect of the cyber
domain as well.

¢ The cyber persona is made up of the
people who are operating in cyberspace.
Like the physical network, they are pres-
ent within states and subject to their laws
and policies.

Colloquially, these three components are
known as hardware, software, and wetware.?

The cyber domain has effectively pene-
trated the world’s advanced economies and is
making headway in the rest of the world. Many
places in Africa, for instance, have skipped
over the land line and gone straight to smart
phones; currently, approximately 3.74 billion
people are connected to the Internet.*

This connectivity provides a number of
opportunities and challenges. It enables ac-
tions by both states and individuals across all
of the elements of national power: diplomacy,
information, the military, and the economy. It
makes diplomatic activity more effective, for
example, linking embassies and capitals with
almost instant communications and allowing
for better research. In addition, the opportuni-
ties that cyberspace provides for information
are almost unlimited. Humankind creates
huge amounts of information annually, and
individuals and organizations are constantly

digitizing old information, making it available
to everyone.

Militarily, cyberspace allows for global com-
mand and control of forces and operations and
the functioning of a globally distributed logis-
tics system without which modern military
operations would be impossible. Intelligence
communities, commanders, and warfighters
alike benefit from the uninterrupted flow of in-
formation. Economically, cyberspace has led
to a global boom, from the technology giants
Google and Amazon to the individual fisher-
man in India who can now determine where
to obtain the best price for his catch.

In short, with its low barrier to entry, cy-
berspace has provided advantages across the
globe and across the elements of national
power. And these advantages grow as access
to cyberspace spreads.

At the same time, cyberspace creates chal-
lenges. Wikileaks has revealed to the world
stolen U.S. diplomatic communications, em-
barrassing the United States, irritating friends,
and empowering enemies. Information is
harder and harder to secure and easier and eas-
ier to steal. Economically, cyberspace has en-
abled criminals: Cyber crime cost the U.S. $100
billion and the global economy $400 billion in
2015, and the total is projected to reach $2 tril-
lion by 2019.° For the U.S. military, compromise
of the U.S. global command and control capa-
bility can be turned against the Department
of Defense, frustrating or even preventing the
execution of military operations.

Vulnerabilities and Actors

The U.S. has begun to confront challenges
to its major interests in cyberspace: protec-
tion and enhancement of the economy, secure
command and control of national defense as-
sets, reliable collection of cyber intelligence,
and protection of cyber intelligence and
information.®

Three major groups threaten U.S. national
security: people, states, and non-state actors.
People include the general population, lead-
ers, workers in nearly all business sectors, and
insider threats. States primarily include Russia,
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China, Iran, and North Korea. Non-state actors
include proxies, hacktivists, and criminals who
sometimes work for themselves but also may
work in support of others.

The Human Dimension. Humans are
the weakest link in the cybersecurity system.”
Unlike the physical world, in which potential
human activity is limited by geographic and
space limitations—Israel, for example, uses
a barrier to keep out potential terrorists, and
people do not own nuclear weapons or air-
craft carriers—barriers to entry for cyber are
so low that they have democratized cyber ac-
tivity. Everyone who has a desktop, laptop, or
smart phone is an actor and a potential prob-
lem. Because the only thing that organizations
do well is what their leaders demand of them,
leaders can be a key vulnerability, and thus a
‘threat” to their organizations, by not empha-
sizing cybersecurity. Workers using poor cyber
hygiene are a threat. Gullible people or people
with preconceived but flawed notions of safe
cyber practices will fall prey to cyber crime or
propaganda. Insiders who do not support their
organizations are another threat.

The Population. People are the most vulner-
able to cyber operations. Because many people
engage in commercial transactions online and
use social media daily, they are the most ex-
posed to these varied threats. In general, peo-
ple usually have not received training or educa-
tion that would enable them to deal with varied
cyber threats. Additionally, most people do not
see their information as having value.

Leaders. Research supporting the 2014
Chairman of the Joint Chiefs of Staff war game
Iron Crucible identified “understanding” as the
major challenge in the 21st century.® Because
most senior leaders typically are not involved
in the information business, there is a wide
variation in their knowledge of or insistence
on best practices in the cyber domain.

The U.S. Office of Personnel Management
(OPM) hacks of 2015 are a telling example of
poor leadership in this area. Although OPM’s
Assistant Inspector General for Audits indi-
cated that security shortfalls were well known,
having been publicly acknowledged since

I1

2007, the OPM Director did not make cyber-
security a priority. By the time the hacks were
identified in 2015, nearly a quarter of OPM’s
information technology (IT) systems, includ-
ing several of their most critical and sensitive
applications, were operating without a valid
cyber-certificate authorization.® If the Direc-
tor had understood the implications of basic
security shortfalls, perhaps the theft of sensi-
tive personal information on over 22 million
Americans could have been prevented."

Senior officials are often the targets of cy-
ber-attacks because they have access to more
information, IT bends the rules for them, and
the damage and financial payoff for the at-
tacker can be much bigger." Hence, senior
leaders need more training and education to
understand how to operate their systems, how
tolead and manage cyber systems and workers,
and how to decrease their own vulnerability.
Senior leaders also need to integrate informa-
tion activities into their day-to-day operations,
whether it is in a business, government, or the
military. Only when senior leaders understand
the implications of cyberspace will they be able
to address vulnerabilities and achieve syner-
gies that cyberspace provides.

Workers. In a phishing quiz, 80 percent of
participants misidentified at least one phish-
ing e-mail."> Workers are a favorite target be-
cause the chance of success goes up when more
people are targeted. Roughly 20 percent of
trained workers will click on a phishing link*
even if they have been trained not to do so.

Insider Threats. These involve a variety of
motivations and are very difficult to identify
ahead of time. Edward Snowden and Bradley
Manning are well-known cases in the U.S. The
Computer Emergency Response Team (CERT)
Insider Threat Center at Carnegie Mellon
University maintains a database of more than
1,000 insider threat cases and provides analysis
and support to organizations working to pre-
vent insider threats."* Another type of insider
threat is the “Lone Wolf” or “Wolf Pack.” These
are individuals or groups that have been radi-
calized, typically through cognition-shaping
cyber operations.
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State Threats. Included in this category
are threats posed by Russia, China, Iran, and
North Korea. States can leverage enormous
funding, the ability to organize, and the abil-
ity to coordinate actions (multi-domain and
multi-tool) at levels far above that of an indi-
vidual or small group. These state actors chal-
lenge the U.S. economy with brazen cyber es-
pionage into critical U.S. companies.

In 2014, for example, a grand jury in the
Western District of Pennsylvania indicted
five officers from the Chinese People’s Libera-
tion Army for cyber espionage in support of
state-owned enterprises (SOEs)."> An array
of cyber actors also has challenged the ability
of the U.S. to secure its command and control
of national security networks reliably and to
secure its sensitive and personal informa-
tion data. In 2015, Russians hacked the Joint
Staff,' and the OPM discovered a Chinese hack
of tens of millions of files containing sensitive
personal data.'” Additionally, the Russians
have returned to their Cold War practices of
aggressive information operations seeking to
undermine developed countries'® as well as in-
ternational organizations.”

Iran and North Korea are second-tier
threats for the United States, and both coun-
tries are continuously performing cyber op-
erations against economic and government
targets in the U.S. In 2016, the DOJ indicted
seven Iranian hackers for operating against a
dam and banks in the U.S.,?° and North Korean
hackers have been involved in stealing both
money and military designs.*

Non-State Actors. This category includes
threats from proxies, hacktivists, and criminals.
Proxies work on behalf of a government that
seeks cyber effects without paying a political
price, hoping to achieve plausible deniability
by outsourcing such work to individuals. The
Russians often use criminals as proxies,®? and
the Chinese use other groups that may or may
not be affiliated with each other or other simi-
lar criminal entities.

Hacktivists will perform a wide range of op-
erations. Much like the difference between ter-
rorists and freedom fighters, hacktivists attack

you while patriots attack people you don’t like.
Ironically, some groups like Anonymous will
attack anyone with whom they disagree, re-
gardless of the target’s politics.

Criminals operate across the world. As
noted, it is estimated that cyber crime cost the
U.S. $100 billion and the global economy $400
billion in 2015 and that the total will rise to $2
trillion by 2019.2

All of these actors are aided by the fact that
itis very difficult to attribute cyber operations
to a specific actor. Cyber actors take very spe-
cific steps to prevent attribution, typically by
manipulating data to pretend to be someone
else. This is one of the largest barriers to cyber-
security as it is difficult to deter an actor whose
identity you can’t prove.

Nature of Competition in Cyberspace

Competition in cyberspace is fierce and
ongoing. States seek to undermine the global
order to their own advantage. Individual ac-
tors and organizations seek to advance their
own political agendas. Criminals seek to make
illegal financial gains from cyberspace.

All of these can be inimical to the goals of
the United States and its allies and partners.
Russia seeks to use cyber-enabled informa-
tion operations to sow discord inside and
among the states that are trying to keep Rus-
sia at bay in Europe; China uses cyberspace
to steal secrets that it can use for economic
gain or to avoid the research and develop-
ment costs (in time and money) for impor-
tant military systems; Iran seeks to weaken
its opponents around the world; and North
Korea maneuvers in cyberspace to avoid in-
ternational sanctions.

Because of the low barrier to entry into cy-
berspace and the potential gains to be made,
the scale of the challenge is large and growing.
The U.S. and its allies and partners need to safe-
guard their own government spaces, their eco-
nomic activities, and their citizens. Although
the U.S. has strengths including a wide variety
of resources and a large, educated workforce,
these bad actors use cyberspace to challenge
the U.S. at every turn. The U.S. is having a hard
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time using traditional strengths (such as mili-
tary power) against cyber actors.

The U.S. Government in Cyber

Because the U.S. government has a wide va-
riety of resources and the obligation to safe-
guard the American population, the executive
branch performs many cyber activities to miti-
gate the foregoing threats. The three main U.S.
government actors in cyberspace, as noted, are
the Departments of Homeland Security, Jus-
tice, and Defense.

e The DHS coordinates the national protec-
tion against, prevention and mitigation
of, and recovery from cyber incidents;
disseminates domestic cyber threat and
vulnerability analysis; protects critical
infrastructure; secures federal civilian
systems (the .gov domain); and investi-
gates cyber crimes under its jurisdiction.

e The DOJ investigates, attributes, dis-
rupts, and prosecutes cyber crimes; is
the lead agency for domestic national
security operations; conducts domestic
collection, analysis, and dissemination
of cyber threat intelligence; supports
the national protection against, preven-
tion and mitigation of, and recovery from
cyber incidents; and coordinates cyber
threat investigations.

¢ The DOD is charged with securing the
nation’s freedom of action in cyberspace
and helping to mitigate risks to national
security resulting from America’s grow-
ing dependence on cyberspace. Specific
mission sets include directing, securing,
and defending DOD Information Network
(DODIN) operations (including the .mil
domain); maintaining freedom of maneu-
ver in cyberspace; executing full-spectrum
military cyberspace operations; providing
shared situational awareness of cyber-
space operations, including indications
and warning; and providing support to civ-
il authorities and international partners.?*

Deterrence. Ongoing cyber operations
against the United States demonstrate that
the country has extremely limited capability
to deter cyber operations, that the U.S. cyber
deterrence threat is not credible, and that U. S.
cyber deterrence is failing.?

Deterrence is designed to convince others
not to perform certain tasks. In this case, it
ideally should prevent other actors from per-
forming all four types of cyber operations. One
thing that can make cyber deterrence less ef-
fective, as noted, is the difficulty involved in at-
tributing an operation to a specific actor. Addi-
tionally, second-order and third-order analysis
to predict what ancillary actions would follow
certain types of cyber-attacks is very diffi-
cult to perform in the cyber realm. Incorrect
analysis could cause a deterrence operation
to trigger a completely opposite reaction and
accidentally escalate rather than deter, which
causes second thoughts on allowing offensive
cyber operations.?

The use of cyber capabilities to deter faces
two major barriers: For deterrence to work, op-
ponents must believe that they will pay a price
for an action, and the target audience needs
to understand who is deterring them. This in
turn requires a credible threat. Opponents do
not currently believe that they will face retali-
ation in response to their attacks on U.S. as-
sets. Effective cyber retaliation requires that
operators perform an attack and leave behind
digital “fingerprints” identifying the origina-
tor or an explicit message naming the origin
of the attack.

But this presents two further problems: Cy-
ber operators do not want to compromise their
capabilities by performing an operation that
can be traced to them, and it has been difficult
toreceive clearance to perform offensive cyber
operations (OCOs). Any OCO that has major
effects can alert an opponent to the presence
ofintruders, which allows opponents to defend
against the intrusion. It can also reveal cyber
capabilities, which is anathema to the com-
munity that prizes its ability to work in secret.
Moreover, it sometimes takes months to pen-
etrate opposition cyber systems. Executing an
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attack will announce the operator’s presence
and “waste” the time required to penetrate and
repenetrate target servers.

The Military Cyber Domain

The DOD does not define “domain,” but it
does define cyberspace as “[a] global domain
within the information environment consist-
ing of the interdependent network of informa-
tion technology infrastructures and resident
data, including the Internet, telecommunica-
tions networks, computer systems, and embed-
ded processors and controllers.”? The words

“infrastructures and resident data” cover the
physical and logical aspects of cyberspace but
not the persona aspect. The use of “domain” is
meant to indicate that cyberspace is now co-
equal with the other conventional domains:
sea, air, land, and space.?® This is intended to
communicate to leaders within the DOD that
they need to pay as much attention to cyber
issues as they would pay to air, sea, land, and
space issues.

There are four sets of cyberspace activities
that pertain to the military: intelligence, infor-
mation, crime, and military operations.? Al-
though the military has equities in all of these
areas, it predominates only in the military op-
erations portion. However, there are aspects of
intelligence, information, and criminal activi-
ties in cyberspace that do involve the military.

In any of these fields, there is a spectrum
of activity that ranges from conventional to
cyber-enabled to cyber-centric to pure cy-
ber operations.

Normal intelligence operations like steal-
ing secrets and developing sources would
have been the traditional approach before
the advent of cyberspace. Cyber-enabled in-
telligence operations would use cyber capa-
bilities in support of these operations, such as
analysis of a terrorist network using data that
had been gathered by traditional intelligence
means. Cyber intelligence operations would be
operations that occur entirely in cyberspace,
such as the 2012 operation by Chinese hackers
that penetrated Indian Navy computers and
compromised sensitive information.*® Purely

cyber operations would consist of information
and communications technology, network, and
defensive cyber operations.

Conventional criminal operations would
be old-school crime, such as entering a bank
with a pistol and a bag. Cyber-enabled criminal
operations would fuse technology and crime,
such as ATM-skimming, where criminals use
hidden electronics to steal the personal in-
formation stored on bank ATM cards and re-
cord PIN numbers in order to access victims’
accounts.® Cyber crime would be a criminal
operation that occurs wholly in cyberspace,
such as the use of the SWIFT system to steal
$81 million from the Bank of Bangladesh.??

Conventional information operations
would be old-fashioned propaganda or even
advertising via printed text, radio waves, or
television. The 2016 hack of the Democratic
National Committee would be an example of
a cyber-enabled information operation.?® The
information was obtained through cyber oper-
ations but released through Wikileaks.** Cyber
information operations would include Daesh
recruiting videos, an information operation
that takes place entirely in cyberspace.

Military operations can also be cyber-en-
abled or executed purely in cyberspace. A nor-
mal military operation would be the invasion
of Irag. A normal special operation would be
the raid to kill Osama bin Laden. An example
of a cyber-enabled conventional military op-
eration would be Russian operations in Geor-
gia in 2008 when Russia conducted cyber op-
erations against Georgian targets to degrade
Georgian command and control in support of
Russian conventional military operations on
the ground and in the air.?® An example of a
cyber-enabled special operation would be the
Mumbai attack of 2008. Planners used a Go-
Pro camera while walking the route to be used
in the attack so everyone could see videos of
their routes before the operation. They also
used Google Earth during their planning pro-
cess. The command element monitored Indian
social media and traditional media (such as
radio and television) to track the response by
Indian security forces and steered the ground
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force away from reacting Indian forces, en-
abling the operation to continue much longer
than it would have normally.?¢

Cyber military operations include conven-
tional and special operations. A conventional
cyber operation would be like “dropping cyber
bombs on Daesh.” Secretary of Defense Ashton
Carter explained at an event at NORTHCOM
that “[w]e’re using these tools to deny the
ability of ISIL leadership to command and
finance their forces and control their popula-
tions; to identify and locate ISIL cyber actors;
and to undermine the ability of ISIL recruit-
ers to inspire or direct Homegrown Violent
Extremists.”®” This is a conventional opera-
tion in that it does not require special tech-
niques or unique modes of employment in a
covert nature.

A cyber special operation would be the Stux-
net attacks on Iran. This operation meets many
of the criteria for a special operation as defined
in the DOD’s Joint Publication 3-05, Special
Operations.®® It required unique modes of
employment, tactics, techniques, procedures,
and equipment. It was conducted in a hostile,
denied, or politically and/or diplomatically
sensitive environment and was characterized
by a clandestine or covert nature (no one has
yet proved who conducted the operation) and
low visibility.

Criminal operations do not usually pertain
to militaries in the conventional sense. In cy-
berspace, however, there are crimes that in-
volve members of the DOD, as well as crimes
that involve the Defense Industrial Base. Ad-
ditionally, members of the DOD participate
in several types of activities that pertain to
cyber crime and cyber-enabled crime, includ-
ing cyber security and critical infrastructure
protection, law enforcement and counterintel-
ligence, document and media exploitation, and
counterterrorism.

Each of these provides examples of how the
military would be involved in four areas: crime,
intelligence, information operations, and mili-
tary operations. Although military forces are
involved in these areas, they are not involved in
all operations in these areas (the DOJ handles

most cyber crime). This, then, is the circum-
scribed area that can be called the military

cyber domain. These distinct categories are

changing and becoming more integrated with

cyber activities. As cyber capabilities expand,
more military operations will be enabled by
them; eventually all military operations will

be enabled by cyber capabilities.

Military Cyber Operations

There are four main types of cyber opera-
tions: shaping cognition; cyber surveillance
and reconnaissance (CSR); operational prepa-
ration of the environment (OPE); and cyber-
space attacks. They can be either defensive or
offensive in nature. Defensive cyber opera-
tions (DCOs) comprise the vast majority of
U.S. government (and military) activities. Of-
fensive cyber operations (OCOs) are rarer for
the United States. None of these activities is
unique to cyberspace. All military operations
require reconnaissance and preparation, and
shaping cognition through information (for
example, through advertising) is ubiquitous
in modern society.

Opponents perform shaping-cognition in-
telligence operations against the United States
on a minute-by-minute basis and perform OPE
regularly. Large-scale, destructive cyberspace
attacks are rare but have the potential to be
catastrophic in their effects.

Shaping cognition is using information to
cause people to think in a certain way. This can
be benign like Facebook or malign like cyber
crime. It is perhaps the most significant op-
portunity and challenge for cyber today. Due
to the pervasive nature of information in the
21st century, everyone who connects to the
Internet can shape the thoughts of others.
Radicalization by state and non-state actors
is a significant challenge, especially lone-wolf
or wolf-pack radicalization. The Islamic State
has successful influence operations running
globally 24 hours a day. The fact that volun-
teers have been to ISIS territory from around
the world indicates how successful these op-
erations are. Other actors target populations
of other countries (to radicalize); government
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employees (to create an insider threat); and
businesses (to coerce or blackmail them into
behavior that the initiator desires). Govern-
ments consequently struggle to cope with
widespread cognition shaping.

CSR is data gathering. Google gathers data
every time one accesses the Internet. States
gather data on people in other countries or
on their own citizens. States such as China
gather economic data and pass it on to their
state-owned enterprises who use it to ob-
tain a competitive advantage in the market-
place. Criminals gather data to better execute
their criminal activities. Today, everyone is a
data-gatherer.

OPE is specific preparation of the environ-
ment for follow-on operations by installing

“back doors” in targeted computer systems so
that they can return at a later time to execute
an attack or devising specially designed soft-
ware that will allow them to achieve an effect,
such as opening the gates on adam. Among re-
cent examples, as noted, are the seven Iranians
who were indicted for hacking into banks and
adam in New York.*

OCOs are a means by which to achieve an
end, another tool that provides additional ca-
pabilities to the President and battlefield com-
manders and relevant forces.

Cyber operations are limited only by the
imagination and capability of the attackers, yet
there are only two types of cyber-attacks: syn-
tactic and semantic.*! Syntactic operations in-
volve the actual coding used in a piece of cyber
programming (the syntax of the coding), and
semantic operations seek to shape thoughts
using language or semantics. As an example,
a phishing operation begins as a semantic op-
eration, asking the target to “click on this link,”
and then, once the link is activated, changes to
a syntactic attack by which the malicious code
enters the target’s system and changes the syn-
tax of the code in the targeted platform. Shap-
ing the thoughts of others may be the more
important of these two types of attack.

A cyberspace attack produces two forms of
effect: manipulation and denial. Manipulation
means controlling or changing the adversary’s

information, information systems, and/or

networks in a manner that supports the com-
mander’s objectives. Denial attempts to de-
grade, disrupt, or destroy. Degrading limits the

capacity of a target, and disruption completely
but temporarily prevents access to a target.*

Destruction eliminates the target altogether.

Cyber operations are changing the charac-
teristics of warfare. Although the nature of war
is constant, the characteristics of warfare can
change whenever a new weapon or tactical ap-
proachisintroduced. Operations in cyberspace
now allow for more information to be acquired
and shared and better command and control
to be exercised on the battlefield, theoretically
decreasing the “fog of war” by adding fidelity
to the commander’s understanding of the bat-
tlespace. It allows for more accurate and effec-
tive use of the people and logistics capabilities
involved, putting the right person or widget at
the right place at the right time. It also allows
for a significant improvement in the ability to
shape cognition.

While it allows all of these to assist friendly
forces, however, it also allows our opponents
to do the same. They will have a better un-
derstanding of—and consequently an oppor-
tunity to copy or defeat—our technologies
and capabilities. They will be able to access
our command and control and logistics net-
works, potentially modifying orders so that
forces or spare parts end up in the wrong
place. They also will be able to use patterns
in the movement of information to improve
their own intelligence, identifying our units
and their capabilities.

These capabilities require the U.S. govern-
ment generally, as well as the U.S. military
specifically, to modify its practices. Leaders
and organizations need to do a better job of
selecting and utilizing new technology. Laws
and policies need to be updated to leverage
the new technology. Older leaders need to un-
derstand how younger followers perceive and
use technology.

Implications for Operations. Cyber-
space permeates all aspects of our daily lives
and therefore all operations whether military,
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governmental, or commercial. Cyber opera-
tions, including information operations, will
require attention from leaders from the tacti-
cal level to the strategic level.

At the tactical or local level, cyber opera-
tions will provide information to the warfight-
er that previously did not exist or was available
only to national-level leaders. Soldiers will car-
ry smart phones, which will require command
attention and supervision to prevent the un-
intentional compromise of militarily relevant
information. Units will have access to huge
amounts of information, including the posi-
tion of every friendly vehicle, soldier, airframe,
and ship as well as any enemy forces that have
been identified. This information will make
our forces much more effective and efficient if
properly utilized.

At the same time, our opponents will use
their similar capabilities as effectively as they
can to accomplish their own objectives in keep-
ing with their own integrated information
warfare doctrine. It will be difficult for U.S.,
allied, and partner units to control their own
information while exploiting their opponent’s
information. Units will have to perform DCOs
at all levels. Failing to do so will likely result
in operational paralysis when their command
and control assets are degraded or destroyed.
They also will have access to limited OCOs if
their particular mission warrants access to
that level of support.

Automation and information flows will
make day-to-day operations easier. However,
while attention to sound DCOs and skillful ex-
ecution of OCOs will lead to military success,
failure in each case will present exploitable
opportunities to an enemy.

Implications for the Services. As oc-
curred when airplanes, tanks, and automatic
weapons were introduced to war, forces will
need to reorganize to integrate robust cyber
and particularly information capabilities. Spe-
cifically, the services will have to:

¢ Modify training and equipping to en-
sure that units practice DCO at all times
and will have to stand up additional

OCO capabilities as their use becomes
more widespread.

e Because cyber operations happen at
nearly instantaneous speed and in a
wide variety of locations simultaneously,
modify their doctrine to allow for greater
authority to execute cyber operations
at much lower and more local levels in
order for units to continue to function
when command and control are degraded
and operate effectively at the speed
of information.

¢ Purchase more modern information
technology equipment and software,
which are inherently more secure.

e Provide universal, entertaining, iterative
cyber hygiene training to the entire force.
Properly equipped and trained units will
be able to be much more effective and
efficient in information-age combat. Ac-
cording to the Australian Signals Direc-
torate, 85 percent of cyber problems can
be mitigated with proper cyber hygiene.*?
This will be expensive in the short term,
but once it is fully integrated into the
force, it will act as a force multiplier.

U.S. Military Cyber

The Office of the Secretary of Defense artic-
ulates three primary cyber missions: “defend
DoD networks, systems, and information;
defend the nation against cyberattacks of
significant consequence; and support mili-
tary operational and contingency plans.”*

Because the DOD is a very large, bureau-
cratic organization that operates around the
world, it is proving difficult for it to fully em-
brace cyberspace operations. First, there are
DOD legacy structures. Services such as the
Army provide trained and equipped forces,
while Combatant Commands (CCMDs) like
U.S. European Command (EUCOM) and
U.S. Pacific Command (PACOM) use those
forces for missions. This means that the DOD,
the largest organization in the world, must
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simultaneously defend every military system
that is linked in any way to or affected by “cy-
ber” used by DOD, the Joint Staff, the three
military departments, and four services that
collectively employ almost 3 million people,
more than 450,000 of whom work overseas,
both afloat and ashore.

The department’s responsibilities also in-
clude several hundred thousand individual
buildings and structures located at more than
5,000 different locations or sites worldwide.*
Each person in the DOD needs to commu-
nicate and pass information on a daily basis.
Many have multiple computers and devices
that they operate on different networks. All of
this must be secure and reliable, from the Nu-
clear Command and Control System down to
tactical radios that connect soldiers in the field.

Adding further complication, each service
is responsible for its own procurement of
computers, devices, and components and has
its own procedures for doing so.*® Each service
defends itself, at least in part, and the DOD
maintains separate organizations to defend
the larger organization and defense agencies
apart from the individual services and opera-
tional commands, all of which makes training
and equipping for operations in cyberspace
very bureaucratic and cumbersome. This is
exacerbated by the overall defensive tone of
the three mission sets: The DOD mainly de-
fends their networks and provides defensive
assistance to other agencies as required, a set
of tasks that must be attended to every second
of the day.

The DOD also performs offensive missions
when directed to do so by the President. This
is avery circumscribed set of missions, for sev-
eral reasons. First, much as the entire U.S. Ma-
rine Corps would be swallowed by a megacity
like Lagos, Nigeria, DOD offensive cyber assets
would be overwhelmed by being everywhere
and helping everyone. Additionally, many as-
pects of ongoing cyberspace activity do not
pertain to the DOD at all. Just as most avia-
tion activity does not concern the Air Force
and most maritime activity does not involve
the Navy, most cyber activity does not concern

the Defense Department. An example would be
an individual using PayPal to make a purchase
from the web-retailer Amazon.

Operations in cyberspace as a military
domain must therefore be a circumscribed
mission set. Nevertheless, militarily relevant
information, intelligence, criminal, and mili-
tary-specific activities occur all over the Inter-
net, so the military must be able to maneuver
throughout all of cyberspace.

The Services and Cyber. The service
chiefs provide cyber operations capabili-
ties for deployment/support to Combatant
Commands as directed by the Secretary of
Defense.*” In addition to joint strategy and
doctrine, each service has its own doctrine
to deal with cyber issues. This is not just be-
cause each service has its own history and
culture. Cyber defense of ground forces is
different from protecting platform-centric
operations like those conducted by the Navy
and Air Force. The Army must protect ground
units, the Navy must protect groups of ships
operating at sea across the globe, and the Air
Force must protect individual flying platforms.
At the same time, each service must protect its
own infrastructure.

Therefore, under their Title 10 role as
force providers to the combatant command-
ers, the services recruit, train, educate, and
retain their own military cyber forces. There
are four service component commands un-
der U.S. Cyber Command (USCYBERCOM):
U.S. Army Cyber Command, U.S. Fleet Cyber
Command/U.S.10th Fleet, 24th Air Force, and
U.S. Marine Corps Forces Cyber Command.*®
These service-specific units have several func-
tions: They operate and defend their portion
of the DODIN; perform full-spectrum cyber
operations, meaning offensive and defensive;
provide for cyber training and education; and
undertake cyber research and capabilities de-
velopment for their respective services.

Combatant Commands are responsible
for geographic areas (such as European Com-
mand) or functional areas (such as Special
Operations Command or U.S. Transporta-
tion Command) and provide operations
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instructions and command and control func-
tions to the armed forces. They have a signifi-
cant impact on how the service component

cyber commands are organized, trained, and

resourced—areas over which Congress has

constitutional authority.* CCMDs share cyber

information largely through USCYBERCOM

and their own joint cyber centers, but various

personnel also meet periodically to share in-
formation in collaboration sessions.*

USCYBERCOM was formed in 2010. It is
a subunified command under U.S. Strategic
Command (STRATCOM). Congress and the
Obama and Trump Administrations have ex-
amined the propriety of dividing the two and
promoting CYBERCOM to a full Combatant
Command. This would allow CYBERCOM
to work directly with other commands with-
out having to work through an extra layer of
command at STRATCOM. CYBERCOM plans,
coordinates, integrates, synchronizes, and
conducts activities to direct the operations
and defense of specified units and the DODIN.
When so directed, it also prepares to conduct
full-spectrum military cyberspace operations
to enable actions in all domains, ensure U.S.
and allied freedom of action in cyberspace
and deny the same to adversaries,” and coun-
ter efforts by opponents to interfere with
CCMD operations.

USCYBERCOM’s main instrument of pow-
er is the Cyber National Mission Force, which
conducts cyberspace operations to disrupt and
deny adversary attacks against national critical
infrastructure. It is the U.S. military’s first joint
tactical command with a dedicated mission fo-
cused on cyberspace operations. It planned to
create 133 cyber mission teams by the end of
fiscal year 2016;°* the current plan is for all the
teams to be fully functional by 2018.5® The force
eventually will consist of 13 National Mission
Teams (NMTs), which are designed to defend
the United States and its interests against cy-
berattacks of significant consequence; 68 Cy-
ber Protection Teams (CPTs), which defend
priority DOD networks and systems against
priority threats; 27 Combat Mission Teams
(CMTs), which aid Combatant Commands by

generating integrated cyberspace effects in
support of operational plans and contingen-
cy operations; and 25 Cyber Support Teams
(CSTs), which provide analytic and planning
support to the National Mission and Combat
Mission teams.>*

Put another way, National Mission Teams
perform strategic operations, and CMTs
conduct cyberspace operations in support of
CCMDs. CPTs protect the DODIN, the ser-
vices, and the CCMDs. CSTs support NMTs
and CMTs.

This number of teams and their organiza-
tional distribution together ensure that the U.S.
military meets the need to conduct offensive
and defensive cyber operations around the
clock in multiple commands and in multiple
areas around the world, something quite un-
like conventional military forces outside of
active combat engagements. Once the Cyber
Mission Force is fully established in 2018,
the DOD no doubt will reassess its require-
ments and modify the force as needed based
on experience.

Conclusion

The United States is challenged by a wide
variety of state and non-state actors in cyber-
space, which is already huge and constantly
growing. Additionally, the U.S. has certain so-
cietal vulnerabilities at home that make facing
these challenges more difficult. The Depart-
ment of Defense, Department of Homeland
Security, and Department of Justice have to
operate in this environment as the U.S. gov-
ernment’s three principal actors, which also
seek partnerships with the private sector that
operates almost all of the Internet.

The U.S. government seeks to protect the
United States through protection and deter-
rence. Because of the size and complexity of
cyberspace as well as domestic legal and cul-
tural constructs in the United States, the DOD
must circumscribe the scope of its operations
in cyberspace, operating in the military cyber
domain as required in the criminal, informa-
tional, intelligence, and operational fields. The
DOD must defend itself, assist the President in
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other areas when directed to do so, and conduct
defensive and offensive cyber operations as an
integrated part of normal military operations.

In order to conduct these operations, the
department has organized cyber forces in each
of the services under the command of the Com-
mander, United States Cyber Command, who
has the task of training, educating, and building
aworld-class cyber force while simultaneously
conducting cyber operations 24 hours a day
around the globe. Conceptually, the DOD has
recognized cyber as adomain, making it equal
to sea, air, land, and space. “Cyber” promises to
provide significant gains in the efficiency and
effectiveness of U.S. military units through the
full integration of conventional operations, cy-
ber capabilities, and operations in the informa-
tion environment.

Although military leaders understand the
importance of cyber and information, not all
understand the scope of the opportunities and
challenges that cyber provides. The military
services will have to expend more resources on
training and equipping not only cyber forces,
but all forces that will be serving in an environ-
ment where they are under continuous cyber-
attack. Defensive cyber operations will protect
forces from cyber-attacks while offensive cy-
ber operations enable other conventional and
special operations as an integrated whole. The
U.S.is ahead of almost all other states in cyber
capability, but it must continue to invest time
and effort in order to maintain that lead.
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