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Supplying the Manpower That America’s
National Security Strategy Demands

Blaise Misztal and Jack Rametta

Introduction

The first mention of the military in our na-
tion’s founding document refers, perhaps not
surprisingly, to the authority, vested in Con-
gress, to create an armed force in the first place.
Article 1, Section 8 of the Constitution imbues
the legislative branch with the power to “raise
and support Armies.” However, the Constitu-
tion provides little guidance as to what else
Congress should take into account in raising
an Army.

Fortunately, George Washington, soon to
be our first commander in chief, laid out his
vision for the U.S. military. Washington’s “Sen-
timents on a Peace Establishment,” written in
1783 three years before he assumed the presi-
dency, might be the first treatise on American
strategy.? In it, he of course touches on tradi-
tional questions of strategy—what threats the
Army must defend against, where it should
be positioned, or how large it should be—but
Washington delves most deeply into questions
related to the who, not the what or how, of mili-
tary force: how to recruit troops, how long they
should serve, the ideal composition of the mil-
itary and officer corps, criteria for promoting
troops, how to determine pay, and even the
appropriateness of providing rum in soldiers’
rations (vinegar, it turns out, is better).

As this document was meant for the “Com-
mencement of our Military system,” Washing-
ton argued that this focus on military person-
nel was necessary because it was “the proper

time to introduce new and beneficial regula-
tions, and to expunge all customs, which from
experience have been found unproductive of
general good.”® The questions that Washington
raises go beyond concerns about an incipient
armed force and are critical to the strength of
any military, but particularly one that depends,
as the U.S. military does, on voluntary service.

Indeed, one could argue that the unrivaled
superiority of the American armed forces over
the past 70 years can be attributed in large part
to the willingness of lawmakers and defense
leaders to revisit and revise how servicemem-
bers are recruited, managed, promoted, paid,
and retained. The set of laws and policies that
manage these functions, known collective-
ly as the defense personnel system, provides
the manpower supply—not just in terms of
numbers, but also in terms of rank, skills, and
specialties—that America’s military needs to
execute its mission and America’s National
Security Strategy demands.*

Although there is a surprising degree of
continuity between the military envisioned
by Washington and the one that exists today,
the personnel system has evolved significant-
ly over the past two-and-a-quarter centu-
ries, shifting from volunteer militias to con-
scription and then finally to an all-volunteer
standing force, accompanied by the growth of
compensation and benefits and the inclusion
of women. Many of these changes have been
instituted in the past seven decades and reflect
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the need to ensure that the force is able to pro-
tect American interests as effectively as possi-
ble in a changing security environment. The
personnel system utilized by today’s military,
for example, was enshrined in statute shortly
after World War IT and was updated to address
the evolving strategic context of the Cold War.

Given the currently shifting and ambig-
uous strategic landscape in which threats
range from the high end (Russia and China)
to the low (non-state actors), and with the
military’s missions varying from the techno-
logical (defending cyberspace) to the personal
(security assistance), it might be worth evalu-
ating whether the current personnel system
is in need of another update. This sentiment
is reflected in the FY 2019 National Defense
Authorization Act, which made several statu-
tory changes in the officer promotion system
to allow for more flexible military career paths.
The questions that should drive such an analy-
sis, U.S. Naval War College Professor Jacquelyn
Schneider suggests, include:

o “What does the warrior of the future
look like?”

o “What are the roles and missions the
United States will need to prepare its
people for?”

o “What are the technologies those warriors
must master in order to succeed at their
mission?”®

The greater the variance between the an-
swers to those questions and the servicemem-
bers produced by the current system, the more
reform the system might require.

The Evolution of “Up-or-Out”:
From World War Il to DOPMA

World War II: The Origins of “Up-or-
Out.” While the origins of the modern U.S. mili-
tary and some of the institutional structures can
be traced back to the early years of the Repub-
lic, most of today’s personnel policy emerged
from the World Wars and their aftermath. For

example, while conscription hasbeeninuseina

variety of different forms since the Revolution-
ary War,® the modern draft originated in World

War I (when the phrase “selective service” was

first coined).” And while basic units of the Army
(and later the Navy, Air Force, and Marines),
such as officers and enlisted personnel, date

from well before the colonial era, the function of
those components morphed with the evolution

of modern military technology and strategies.

Before World War II began, the Army was
ill-prepared (from a personnel perspective)
for a large-scale conflict: The total number of
officers before the war was only 15,000; older
senior officers populated the ranks; and there
were limited opportunities for new junior of-
ficers to proceed up the ladder.® The enlisted
force swelled as the United States entered the
war, rising from 269,023 in 1940 to 1,462,315 in
1941t0 8,266,373 at its height in 1945.° Howev-
er, there were not enough experienced officers
to lead these new troops effectively. At the time,
the Army’s promotion system was based on se-
niority, and Congress retained strict control
of the number of officers allowed at each rank.
This created a significant logjam for promo-
tions between the two world wars. Then Army
Chief of Staff and later Secretary of Defense
George Marshall gained President Roosevelt’s
approval to address the issue by culling the Ar-
my’s senior ranks in 1940."° The following year,
Congress passed the Army Vitalization Act of
1941," giving Army command further discre-
tion to open senior slots to junior officers for
promotion and thereby allowing new officers
to be commissioned.

Problems with the seniority system persist-
ed throughout the war because it was nearly
impossible to remove officers from the ser-
vice. Congressional approval was repeatedly
required to fix the bloated, aging officer corps.
By the end of the war, the Army had more than
385,000 officers,'? about 19 times more than
before the war began. After the war, testify-
ing during hearings on the proposed Officer
Personnel Act of 1947, General Dwight D. Ei-
senhower, then Army Chief of Staff, told the
Senate Armed Services Committee that:
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I think that no great argument would

have to be presented to show that our
promotion system [seniority] has been
unsatisfactory. Until we got to the grade of
general officer, it was absolutely a lock-
step promotion; and short of almost crime
being committed by an officer, there were
ineffectual ways of eliminating a man.t?

General Eisenhower further explained that:

If you look at General Marshall’s difficul-
ties in 1940 and 1941 | believe you will find
that of the people he could make division
commanders, and corps commanders,
and certainly there were not over five of
them who went through this war. All the
rest of them had to be replaced and got-
ten out of the way and younger men had
to come along and take over the job.

We must keep this corps vital and
youthful.**

Congress heeded Eisenhower’s call and
allowed for the drastic expansion of the offi-
Cer corps.

While congressional action was required
to clear the Army’s logjams, the Navy oper-
ated quite differently. Instead of employing a
seniority system for promotions, the Navy re-
lied on an up-or-out promotion system, which
holds that officers must separate from service
after a predetermined length of time if they
are passed over for promotion.” (In the mod-
ern force, with few exceptions, officers passed
over twice for promotion must separate from
service.) Compared to a seniority system, up-
or-out has several advantages.

o First, and most important, it ensures that
junior officers have opportunities to climb
the ranks, preventing stalwart senior
officers from occupying their posts for
indefinite periods of time.

e Second, up-or-out is meant to be a mer-
itocratic system that allows talented

servicemembers to steadily climb the
ranks, while a system based on seniority
merely rewards time in rank.

Given its real and perceived advantages, up-
or-out was applied uniformly across the ser-
vices for permanent promotions after World
War I1 with the passage of the Officer Person-
nel Act (OPA) of 1947. The services still had
flexibility for temporary assignments.'® The
OPA also made a series of other policy changes
with the goals of providing uniformity between
the Army and the Navy, emphasizing “youth
and vigor,” and creating a force that could re-
mobilize quickly if necessary."”

The 1954 Officer Grade Limitation Act
(OGLA) further solidified up-or-out by im-
posing statutory limitations on the number of
regular and reserve officers that could serve at
each rank for all grades above major and elim-
inating the loophole in OPA which did not im-
pose limitations on temporary promotions.'®
The last major change in personnel policy to
occur before the end of the draft era in 1973
was the codification of the majority of U.S. mil-
itary policy into Title X of the U.S. Code after
the Korean War. Title X unified most existing
permanent statutory military policies, includ-
ing the OPA and OGLA, under one heading.

At the time, there was widespread agree-
ment among military and civilian experts that
up-or-out was a significant improvement. It
was designed for the specific security environ-
ment in which the United States found itself at
the time and for the military strategies it de-
vised to manage that environment. World War
IT and the Korean War required the services to
marshal large and bottom-heavy armies that
were quickly assembled through the draft: U.S.
peak military personnel was 12,209,238 in 1945
as compared with 458,365 in 1940." These con-
scripted forces needed the steady leadership of
experienced, competent, and energetic officers
in order to fight and win the large-scale, indus-
trial ground and naval battles that defined this
era of war. Policymakers believed that enlist-
ed and junior-officer personnel, brought in
through the draft, could be trained quickly for
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war but that more experienced commanders
needed more time to prepare and could not
therefore be recruited swiftly during a crisis.
Consequently, the military maintained a much
higher percentage of officers than it had pre-
viously. “In 1945,” according to the Bipartisan
Policy Center, “the military had a ratio of ap-
proximately 1.3 field-grade officers for every
100 enlisted personnel. Five years later, the
ratio stood at 4 to 100.”%°

Moreover, in keeping with the strategic
need for officers who could lead fresh recruits
into battle, because up-or-out was intended to
be meritocratic, the promotion path and crite-
ria created by the post-World War II personnel
system emphasized and rewarded the ability to
command. Nevertheless:

It is worth noting that even in 1947 some
senators objected to the up-or-out
personnel system, correctly noting that
the retirement system would incentivize
many, if not most, officers to retire from
military service in their 40s. Senator

Guy Cordon (R-OR) stated his concerns
bluntly, saying that for those who reach
the rank of colonel, the new personnel
system “would mean that the average
officer, figuring that he received his
commission at age 22, would be forced
to retire at 52 years of age. This seems

to me to be a most wasteful and illogical
requirement, particularly for the technical
services.” Senator Harry Byrd (D-VA)
agreed, saying, “That seems to me mighty
early to retire a man, at 52."%

Grinding Gears: The Shift to a Profes-
sionalized All-Volunteer Force. The era of
the all-volunteer force brought significant
changes to personnel policy beginning in 1968,
when soon-to-be President Richard Nixon
made a campaign promise to end conscription.
That promise gave rise to the Gates Commis-
sion, a group of notable experts chaired by for-
mer Secretary of Defense Tom Gates fashioned
to examine the viability of an all-volunteer
force. On February 20, 1970, the commission

officially and unanimously recommended to
President Nixon that the United States shift to
an all-volunteer force (AVF). Nixon accepted
the committee’s recommendation, and by 1973,
the draft was officially discontinued.

Multiple causes contributed to the demise
of the draft, but the evolving strategic context
and manpower needs played a role.?® The Viet-
nam War showed that servicemembers who
had been drafted were much more prone to
disciplinary problems, while an AVF was ex-
pected to be more professional and motivated
to serve. Furthermore, turnover rates were
expected to be lower among enlisted service
members in an AVF, which would result in lon-
ger careers and more experienced personnel.**

Several factors were expected to contrib-
ute to this evolution, including longer initial
enlistments for volunteers, historically high-
er rates of reenlistment among volunteers,
and generally higher pay and morale among
volunteers as compared to draftees. In addi-
tion, members of an AVF would receive more
on-the-job training and were expected, as a
result, to be more productive and effective
than members of a draft force.* All of these
factors illustrate the benefit of an AVF over
a conscripted force: Its servicemembers are
better motivated, better trained, and more
likely to serve for longer periods of time, all
of which contributes to improved military
readiness and efficiency.

There also were strategic reasons for shift-
ing to an AVF at this point in history. Britain,
which switched to an AVF in 1957, had simulta-
neously shifted its defense policies to empha-
size nuclear deterrence over the utilization of
land troops.?® The U.S. military was undertak-
ing a similar strategic and political shift in the
1970s away from major set-piece battles and a
focus on mobilization toward the possibility
of “come-as-you-are” warfare, where troops
would quickly mobilize to respond to an imme-
diate threat with little time to conscript fresh
recruits.?”

As the all-volunteer force emerged, policy-
makers slowly began to realize that in order
to retain talent, they would need to compete
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with the private sector, especially in terms of
compensation. This lag occurred even though

the final report of the Gates Commission rec-
ommended various changes in both the offi-
cer and enlisted personnel systems, including

substantial pay increases and compensation

reforms.?® For the first time in U.S. history, the

military began to manage its enlisted person-
nel intentionally.

As analysts at the RAND Corporation note,
the history of enlisted personnel policy is a
history of responses to immediate events, not
long-term policy strategies.?® For nearly all
of American history, enlisted personnel were
rapidly conscripted or organized in response
to a forthcoming conflict, paid very little, and
disbanded quickly following the end of the
conflict. Furthermore, the military did not
have to compete with the private market for
talent because recruits were required to serve
either through direct conscription or through
the formation of ad hoc regional militias.?°

DOPMA: One-Size-Fits-All. While the
age of the all-volunteer force began in 1973,
Congress waited nearly a decade to reform the
personnel and promotion systems to account
for this shift. Reform finally came in 1981 with
the Defense Officer Personnel Management
Act (DOPMA) and the Reserve Officer Person-
nel Management Act (ROPMA). These reforms
were notable for a few reasons.

First, DOPMA brought changes to the per-
sonnel and promotions systems, including:

e An officer structure simplified and stan-
dardized across the services to 10 ranks
(O-1through O-10);

o Astandardized promotion system for
regular career officers;

e Alegal DOPMA grade table for both
permanent and temporary promotion
(services previously had greater discretion
over temporary promotions);

e A“sliding-scale” grade effect for offi-
cers (when the officer corps shrinks, the

number of field-grade (0-4 through 0-6)
officers increases).

This standardization of career paths was
largely welcomed, with a Member of the House
of Representatives observing that “[t]o attract
quality officers, we must be able to offer lieu-
tenants and captains a reasonable, reliable ca-
reer progression.”® The Assistant Secretary
of Defense for Manpower, Reserve Affairs and
Logistics at the time, Robert B. Pirie, Jr., also
praised the bill as “a viable piece of legislation
that on one hand represent[ed] the wishes of
the Congress and on the other satisfie[d] the
needs of the Department.”*> DOPMA’s reforms
were a welcome change in a system instituted
more than 20 years earlier and were instituted
for much the same reason many are advocat-
ing for reforms today: the strategic need for
high-quality officers.

These changes enshrined the one-size-fits-
all military career, particularly for officers.
This career, which is about the same length
for most officers (regardless of specialty), is
highly predictable from a management per-
spective and gives the services a stable officer
corps in peacetime.* Still, while DOPMA was
a wide-ranging law with significant effects,
RAND analysts categorized it as a document
that, rather than being truly revolutionary,
merely expanded upon the post-World War IT
status quo.** This can be seen in Chart 1, which
illustrates how, despite the changes in the OPA
framework instituted by DOPMA, the basic
system remained largely the same

While DOPMA and ROPMA provided re-
form for officers, Congress barely touched the
enlisted side of the ledger during this period.
The policies that govern enlisted personnel
mimic the officer side (i.e., strict time-in-grade
limitation, up-or-out, etc.), and, unlike officer
personnel policy, are largely under DOD’s dis-
cretion. It is worth noting that DOD does not
often pursue radical changes in enlisted policy.
Similarly, while ROPMA provided some clar-
ity on the role of reserve officers in the over-
all structure of the forces, reserve personnel
were still not well integrated with the active
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CHART 1

Up or Out Promotion Path Pre-

and Post-
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SOURCE: H.R. 3800, Officer Personnel Act of 1947, Public Law 381, 61 Stat. 795, 80th Congress, Ist Sess., Title V, §512,
https://www.loc.gov/law/help/statutes-at-large/80th-congress/session-1/c80s1ch512.pdf (accessed July 21, 2018).
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component—something that remains true to-
day. Many analysts have noted that the reserve
component is both culturally segregated and
underutilized.®

After DOPMA and ROPMA, only one other
piece of legislation attempted serious reform:
the Goldwater-Nichols Act of 1986.

Goldwater-Nichols: A Push for In-
teroperability. Goldwater—-Nichols was en-
acted in response to rising frustration that
the forces were not sufficiently interopera-
ble—that is, that they were not able to fight
efficiently as a joint force. This frustration
arose from military engagements in Iran
(Operation Desert One); Grenada (Operation
Urgent Fury); and Beirut.?¢ During Desert
One, an operation to extract hostages from
Tehran, the U.S. lost eight servicemembers
and significant amounts of equipment. The
senior commander’s description of the oper-
ation provides some insight into the causes

of its failure: “four commanders at the scene
without visible identification, incompatible
radios, and no agreed-upon plan.”*”
Operations in Grenada were generally con-
sidered to be a success, but groups from the dif-
ferent services still had an extremely difficult
time communicating with one another, par-
ticularly coordinating fire support. A Senate
study of the Grenada mission concluded that
“[t]he Services continue to operate as largely
independent agencies, even at the level of the
unified commands.”*®
In Beirut, where 241 servicemembers were
killed in a tragic terrorist bombing, military
leaders and policymakers further concluded
that a distinct lack of interservice interoper-
ability was to blame and that the combatant
commanders still did not have enough direct
authority to direct operations in the field.**
Former Chairman of the Joint Chiefs of Staff
Admiral William Crowe stated that:
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Like every other unified [combatant]
commander, | could only operate through
the Army, Navy, Air Force and Marine
component commanders, who stood
between me and the forces in the field....
Component commanders reported to
their own service chiefs for administra-
tion, logistics and training matters, and
the service chiefs could use this channel
to outflank the unified commander. There
was sizeable potential for confusion

and conflict.*°

As aresult, Congress added additional re-
quirements to the standard officer career path
with the intention of improving the force’s
overall interoperability, especially regarding
the experiences of general and flag officers
(GFOs).* These policies included a require-
ment that all officers selected for the rank of
GFO must have served in a joint duty assign-
ment and stipulated that GFOs’ joint duty as-
signments would be for two years, compared
with three years for other officers. It further
required all general/flag officers to attend a
joint Capstone course.*? This was the further
evolution of and next logical step in the U.S.
military’s consistent emphasis on leadership
and command ability since World War II.

One consequence of this change was the
addition of four to five years to the standard
military career. Some, including former DOD
Undersecretary for Personnel and Readiness
Bernard Rostker, were less than supportive of
the change. In 2015, Rostker testified to Con-
gress that Goldwater—Nichols “came at the cost
of having less-experienced uniformed manag-
ers of the services.”*?

While ensuring that all general and flag of-
ficers would have joint force experience was
generally accepted as a positive development
and was intended to prevent a dangerous fis-
sure from opening between operating forces
and command staff without practical field ex-
perience, applying the policy uniformly across
the officer corps effectively mandated that of-
ficers undergo training necessary only for a
small subset. Goldwater-Nichols, along with

the other reforms of the 1980s, led some to crit-
icize the officer personnel system as “grooming
all officers to be chief of staff.”**

Prior to recent reforms included in the
FY 2019 National Defense Authorization Act
(NDAA), these were the last major reforms
to the active-duty, enlisted, and reserve com-
ponents, and they led to the structure of the
armed forces as it stands today.

Does the System Work? The Challenges
Facing America’s Future Force

Overall, while the U.S. military personnel
and promotions systems have evolved since
World War II—thanks to DOPMA, ROPMA,
Goldwater—Nichols, and other pieces of reform
legislation—their fundamental structure and
intent have remained largely the same. Ulti-
mately, the majority of the force, especially
ground-combat units, has continued to be
made up of young and fit personnel, while of-
ficers have been presented with a single, uni-
form path for advancement with promotions
based on and leading to increasingly higher
levels of command responsibility.

The military created by this up-or-out, post—
World War II personnel system has achieved
significant strategic victories: It won the Cold
War and protected the nation for 70 years. The
system achieved precisely the outcomes that it
was designed to achieve. Yet, given the chang-
ing security environment and new strategic
needs, there are calls from some quarters for
a more fundamental reimagining of the per-
sonnel system.

While core U.S. national security interests
have largely remained constant in the quar-
ter-century since the end of the Cold War, the
threats arrayed against those interests are
spreading geographically, transforming stra-
tegically, and evolving technologically. Once
viewed as archaic, the threat of great-power
conflict with the resurgence of Russia and rise
of Chinais relevant once again. Add to that the
more diffuse threats from malicious non-state
actors that have mastered the techniques of
unconventional warfare while metastasizing
across much of the world. The tremendous
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technological advances made by rogue nations

could allow them to undermine much of the

traditional military superiority long enjoyed

by U.S. forces,*” and new domains like cyber-
space allow weaker powers to exploit unfore-
seen vulnerabilities.*

New Threats, New Challenges. In this new
normal, amilitary that is designed only to wage
conventional war against great powers will like-
ly not be adequate. Success against future ene-
mies on new battlefields will require not only
physical strength and vigor, but also (and in-
creasingly) mental agility, technical experience,
and rapid innovation. As the 2018 National De-
fense Strategy states, “a more lethal, resilient,
and rapidly innovating Joint Force...will sus-
tain American influence and ensure favorable
balances of power that safeguard the free and
open international order.”*” Any changes in the
strategies the military employs to counter these
new threats and keep the nation safe should be
reflected in the policies responsible for creat-
ing a force capable of executing those strate-
gies, and this most definitely includes policies
involving personnel. However, there are differ-
ing opinions on whether personnel reforms are
necessary and, if they are, how extensive those
reforms should be.

The most obvious personnel issue raised by
the potential for conflicts waged as much on
virtual as on physical battlefields is the need
to attract a highly skilled and technologically
savvy military workforce. But while constant
news of increasingly grave cyber threats and
the creation of a Cyber Force presents the most
visible manifestation of the role of technolo-
gy in a 21st century military, the implications
are far more widespread and complicated. As
Professor Schneider notes, “The defense com-
munity needs to do a better job [of]] thinking
about what this human looks like and how the
U.S. military culture can adapt not only to tech-
nology, but [to] what we need for the warrior
of the future.”*®

Sophisticated networked communications,
drone-enabled reconnaissance, and even the
integration of electronic warfare are being in-
corporated into platoon-level infantry tactics.

Autonomous systems will likely press the mil-
itary to delegate decision-making to lower
grades in order to keep up with the speed of
warfare.*

Perhaps the skills necessary to thrive in this
environment can be taught, with updated mil-
itary training being sufficient to turn recruits
into 21st century warriors, but it is also quite
possible that, unlike the physical strength and
tactics needed for ground combat, some of the
qualities the military will prize most in future
servicemembers cannot simply be drilled into
them. In that case, those with the skills to nav-
igate this high-tech world could well be hotly
pursued by private-sector firms that are able
to pay many times more than the military and
more interested in honing and maintaining
their expertise than in commanding troops. If
the military is to attract them, it might have to
provide a value proposition other than the cur-
rent one-size-fits-all career path.’® To address
this issue, the 2019 National Defense Autho-
rization Act included provisions to allow for
better-qualified officers to be placed at the top
of promotion lists and for credit to be awarded
to officers for experiences outside of tradition-
al military service.

Another area in which changes in how the
military carries out its mission affect how it re-
cruits and manages personnel is train, advise,
and assist missions. As the United States looks
to other partner nations to share the burden
of providing for mutual security, building the
capacity of partner forces is likely to become
alarge part of the U.S. military mission. Tradi-
tionally, these operations are given to Special
Operations Forces, who are comfortable work-
ing and embedding with partner militaries be-
cause of their high levels of training and expe-
rience. While Special Operations Forces offer
impressive and unique capabilities, they have
been heavily utilized over the past 15 years of
fighting. Many such units have been required
to focus their energy on counterterrorism mis-
sions, which makes it more challenging to pre-
pare for the train, advise, and assist missions."

To meet the train, advise, and assist demand
in the future, the military will have to turn
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to conventional units to satisfy much of the

need. The cadre of mature, experienced, and

well-trained personnel required for these mis-
sions can be found in the field-grade and non-
commissioned officer corps, but the current

promotion system also calls on servicemem-
bers in these grades to be checking boxes as

they carry out joint and other service-specific

key assignments rather than devoting time in

the field to teaching partner militaries. While

these “check boxes” were initially established

with the intent of ensuring that officers had ex-
perience with a wide scope of military affairs

and operations, expanding security force assis-
tance brigades within the conventional force

would most likely require alternative promo-
tion paths and more-flexible career models for

both officers and enlisted personnel.

Relatedly, even as the military might in-
creasingly need to rely on its Foreign Area
Officers—servicemembers with specific lin-
guistic, political, and cultural understanding
of partner nations in which the military op-
erates—there is currently little incentive for
the best and brightest to pursue these careers
Specializing in a single country instead of com-
manding forces is currently not the way to ad-
vance to senior grades.

Such concerns about whether the current
system can attract and retain the skills the
military will need to win against 21st century
adversaries led the Center for a New American
Security’s Amy Schafer to argue that “[w]ithout
a significant and long-overdue investment in
our military’s human capital, the United States
will struggle to maintain military superiority.”>*
But there also are reasons to favor the current
system. Mastery of combat arms remains the
preeminent demand on the military; changes
in military culture that detract from what Sec-
retary of Defense Jim Mattis calls “lethality”
or tinkering with career paths, which makes it
more difficult for military planners to generate
aforce that is deployable and ready to fight at a
moment’s notice, could do more to harm Amer-
ican military strength than to bolster it. Any
changes in defense personnel systems must
therefore be driven by careful assessment of

the strategic environment and the force need-
ed to protect U.S. interests in that environment.

A Whole New World. As the strategic
challenges facing the military have evolved,
so too have the ambitions, expectations, and
lifestyles of U.S. society. In 1960, just over a
decade after the passage of the Officer Per-
sonnel Act 0f 1947, only 25 percent of married
couples with children had two income earn-
ers. In the 1970s, when the draft ended, this
figure was around 32 percent.* Today, over 60
percent of married couples with children are
dual earners.’ This is a tremendous change
and presents a particular challenge for a mili-
tary system that typically relocates its person-
nel every two to three years. The operational
tempo and ever-present duty requirements of
the military often prevent spouses—the ma-
jority of whom are women—from holding reg-
ular jobs.” These challenges are gaining more
visibility; in the most recent NDAA, Congress
ordered DOD to review the effects of frequent
change-of-stations on military families and
military readiness.

Another factor to consider is who is serving.
A relatively small percentage of the U.S. pop-
ulation serves in the military—“0.4 percent
of the population in 2015,” according to the
Pew Research Center.>® But military service
is neither a duty heeded nor a burden shared
by all. “[F]or a growing number of Americans,”
Defense Secretary Robert Gates warned in
2010, “service in the military, no matter how
laudable, is something for other people to do.”*”
Furthermore, those who join the military tend
to have one thing in common: They come from
military families.

A recent Blue Star Family survey shows
that nearly three-fifths of servicemembers and
their families have at least two other immedi-
ate family members who serve or have served
in the military. According to a Department of
Defense study, roughly 80 percent of new re-
cruits have a military family member. The past
16 years of war, budgetary uncertainty, and
troop reductions have exhausted the force. If
today’s troops are the siblings, parents, aunts,
and uncles of our future force, wearing them
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TABLE 1

Personnel Cost Per Active-Duty Service Member

DOLLAR FIGURES ARE IN 2016 DOLLARS

% Change,

FY 2001 FY 2016 2001-2016 FY 2017

Active-Duty End-Strength* 1,386,000 1,311,000 -5% 1,301,000
Pay-Like Compensation $50,670 $73,038 44% $74,001
Basic Pay $33,326 $40,450 21% $41,299
Retirement Costs $12,560 $16,635 32% $15,906
Normal Pension Costs $12,560 $12,699 1% $12,102
TRICARE For Life $0 $3,936 - $3,804
Defense Health Program $11,661 $24,940 114% $25,979
Total Personnel Costs $74,890 $114,614 53% $115,886

* Not including Reservists or National Guard.

SOURCE: Bipartisan Policy Center, “The Military Compensation Conundrum: Rising Costs, Declining Budgets, and a Stressed
Force Caught in the Middle,” September 2016, p. 11, https:/bipartisanpolicy.org/wp-content/uploads/2016/09/BPC-Defense-

Personnel-Compensation.pdf (accessed July 21, 2018).
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down could limit tomorrow’s recruits. Unfor-
tunately, Blue Star Family data already show
aworrying drop in the willingness of military
families to recommend service to their chil-
dren or to any young person.>®

This illustrates another issue facing Ameri-
ca’s military: the civilian-military divide, which
refers to the disconnect between America’s ser-
vicemembers and its people at large as a result
of cultural, locational, and other differences.*
As the gap continues to grow, young Americans
from nonmilitary families will likely become
less inclined to consider volunteering for mili-
tary service simply because they have no mean-
ingful personal contact with or awareness of it.%°

Meanwhile, leaning too heavily on one
small segment of our population also could
weaken our military. Already, because of obe-
sity, a criminal record, or lack of educational
achievement, only about a quarter of all 17-to-
24-year-olds are eligible to serve. With so few
able to serve, the military could struggle to fill
its ranks should military families stop handing
down their ethic of service.*

Experts in the field firmly believe that per-
sonnel policies are critical to meeting defense
and national security objectives®® and that
defense personnel policy should therefore be
driven by the objective of ensuring or improv-
ing military effectiveness, not by other social or
political goals. It very well might be true that
in some circumstances, the armed forces are
institutionally stronger, more coherent, better
trained and disciplined, and more dedicated
to their mission when they stand apart from
the general population, but this is not always
the case, and the historical record shows sev-
eral examples of culturally distinct militaries
performing worse on the battlefield than their
material strength of men and arms would oth-
erwise have predicted.®

A responsible and effective personnel sys-
tem must be mindful of the relation between
the military and society, monitoring it for
potential problems that could negatively af-
fect the ability to attract sufficient recruits to
meet end strength requirements—as the ser-
vices’ personnel chiefs recently told Congress
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CHART 2
How Military Compensation Compares to Private Industry

YEAR-ON-YEAR PERCENT CHANGE IN ACTIVE DUTY BASE PAY AND PRIVATE INDUSTRY COMPENSATION
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Force Caught in the Middle,” September 2016, p. 13, https://bipartisanpolicy.org/wp-content/uploads/2016/09/BPC-Defense

-Personnel- Compensation.pdf (accessed July 21, 2018).
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is already happening®—or to attract those

with the skills and talents needed to execute

military strategy. According to Representa-
tive Mike Coffman (R-CO), Chairman of the

House Armed Services Committee’s Military

Personnel Subcommittee, recruitment and re-
tention challenges are exacerbated “by a less-
ened overall propensity to serve, reduced pool

of qualified candidates and arobust economy.”®

Some feel that this requires a reevaluation of
traditional personnel regulations.

In an effort to address this, the 2019 NDAA
repealed the age limit on enlisting in the of-
ficer corps and took steps to allow for credit
to be awarded for nontraditional experiences.
Keeping this in mind, closing the civilian-mil-
itary divide should be the focus of personnel
reforms in the coming years.

Budgetary Concerns. Yet another po-
tential barrier to readiness is the increased
reliance on fiscal retention bonuses to keep
servicemembers in the military. As a result
of the Budget Control Act of 2011, caps were
placed on most defense spending. These caps

have led to a significant reduction in the de-
fense budget (relative to previous estimates)

and cuts in total military end strength and the

operations and maintenance budget.®® This

in turn affects military readiness, as there are

fewer troops with fewer supplies. In addition

to the budget cuts, this issue is exacerbated

by the rising costs of military personnel, in

part because of the military’s very status as an

AVF: Servicemembers must be competitively
compensated in relation to the private sector,
including costs of health care, retirement, and

retention bonuses.®”

However, as Chart 2 shows, military com-
pensation occasionally still lags behind com-
pensation in the private sector. Given this,
and given that DOD has only limited funds to
spend, many argue that it is time to reevaluate
the system to find ways to incentivize service-
member retention without the use of further
financial bonuses.®® These incentives could ad-
dress quality-of-life issues such as geographic
stability, more opportunities for promotions,
and longer assignments.*
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CHART 3

Air Force Pilot
Shortage Is Real,
and Getting Worse
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The Air Force’s Recurring
Pilot Shortages: A Microcosm

Issues with recruiting and retention affect
the service branches in distinct ways. For ex-
ample, the U.S. military is the world’s preemi-
nent air power, yet the Air Force is coming up
short on the pilots needed to meet the U.S.’s
stated national security objectives. The service
is currently short at least 2,000 pilots, and that
number is projected to increase substantially
in coming years. As with previous shortfalls,
the issue is multifaceted. As operations tempo
(OPTEMPO) remains high, the service strug-
gles to retain pilots, who feel burned out and
overworked. At the same time, because the
number of flight hours has decreased, pilots
spend less time in the air training and more
time on tasks unrelated to combat. Other fac-
tors have also contributed to the pilot shortage,
including a lack of funding and excessive col-
lateral duties.

Attempts to address the shortage, such as
retention bonuses, have failed to stem the tide,
and this failure indicates a deeper, structural
problem with the Air Force personnel sys-
tem’°—a problem that echoes the problems
many see in the military’s personnel system
as a whole. According to Lieutenant Gener-
al Gina M. Grosso, Air Force Deputy Chief of
Staff for Manpower, Personnel and Services,

“Retaining our pilot force goes beyond finan-
cial incentives...it’s about culture.”” One fight-
er pilot who left the service agreed, stating
that the reason most pilots leave is the same
reason many join in the first place: They want
to fly as much as they can, and Air Force pilots
are often grounded by excessive administra-
tive work” and a lack of available aircraft.”s A
senior Air Force leader has said that fighter
pilots average only about 16 flight hours per
month.”

This disconnect between the needs and
wants of airmen and the structure of the Air
Force personnel system translates into con-
crete financial losses for the Pentagon: Lieu-
tenant General Grosso has testified that it costs
approximately $11 million “to train a fifth-gen-
eration fighter pilot” and that “a 1,200-fighter
pilot shortage amounts to a $12 billion capital
loss for the Air Force.”” In addition, in line
with the broader historical trends in person-
nel policy, while the fighter pilot occupation
has changed significantly in recent years, the
services have not reevaluated fighter squad-
ron requirements.

These changes in the position, which in-
clude changes in aircraft technology and tac-
tics, additional training, and the removal of
squadron administrative support positions,
have led to an unsustainable increase in
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workload that financial bonuses simply have

not alleviated. Air Force officials say these

changes have not been incorporated into the

assessment of minimum personnel require-
ments because the Air Force has been prior-
itizing recapitalizing its fighter aircraft fleet.
While the Air Force has attempted to alleviate

the pilot workload by hiring contractors, the

shortage remains significant.

The pilot shortage illustrates on a smaller
scale what the military is experiencing as a
whole. Changing strategic needs and techni-
cal advancements, as well as increased work-
load and budget cuts, have caused a troubling
decline in U.S. military readiness. To address
these problems successfully, we must consider
the needs and desires of the servicemembers

who are the most fundamental part of Ameri-
can military superiority.

Conclusion

The nation’s future national security de-
pends on attracting the service of capable men
and women with the necessary skill sets. Amer-
ica’s military is nothing without the dedication
of those who choose to serve. To ensure that
the United States maintains its military advan-
tage over its adversaries, lawmakers and de-
fense leaders will have to evaluate whether the
ways in which the military attracts, promotes,
and retains servicemembers is contributing to
or hindering the creation of a force capable of
countering 21st century challenges.
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Training: The Foundation
for Success in Combat

Jim Greer, Colonel, U.S. Army (Ret.)

In no other profession are the penalties for
employing untrained personnel so appalling or
so irrevocable as in the military.

—Douglas MacArthur, 1933

It is astounding what well-trained and
dedicated Soldiers can accomplish in the
face of death, fear, physical privation, and an
enemy determined to kill them.

—Lieutenant General Ace Collins, 1978

Death, fear, physical privation, and an en-
emy determined to kill them: These are
the challenges that those who defend our na-
tion face when they go to war. Whether one is a
soldier, sailor, airman, or Marine; abrand new
private or a grizzled old veteran; a fighter pilot,
a submariner, a tanker, a military policeman,
a transporter, or a medic, every serviceman
and woman must be prepared to make contact
with the enemy, survive, and accomplish the
mission as a member of the team. That is what
training the Armed Forces of the United States
is all about: enabling those who serve to fight,
win, and come home to their loved ones.
Warfare is always changing, always evolving.

e World War II saw the emergence of blitz-
krieg and air operations over land and sea.

e Vietnam demonstrated the power of
combinations of enemy regular and insur-
gent forces.

The ongoing campaigns in Iraq and Af-
ghanistan have demonstrated how impro-
vised explosive devices can be significant
killers on the battlefield.

e In 2006, the Israeli Defense Forces were
stymied by Hezbollah’s employment of a
hybrid approach that combined sophisti-
cated conventional weapons and tactics
with terrorism and long-range missiles.!

e Mostrecently, Russia has employed what
is termed “New Generation Warfare” to
conquer the Crimea, secure the eastern
Ukraine, and threaten the Baltic nations.?

Military training must therefore change as
well. It must continually be forward-thinking,
innovative, and aggressive, both in understand-
ing how warfare is evolving and in adapting
training to meet those challenges. Today, the
Chinese military presents the threat of long-
range missiles to deny the U.S. access to the
western Pacific Ocean and to our allies such as
Japan, South Korea, and Australia. Since the
end of World War II, the ability of the U.S. to
move freely as it pleases in the Pacific has been
assured, but that freedom of action is increas-
ingly at risk as the Chinese military invests in
new technologies and capabilities. This grow-
ing challenge places a training requirement
on all four services to learn how to defeat the
threat of such anti-access/area denial tactics.?
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Training is one of the key functions of each
of the services within the Department of De-
fense (DOD). Others include manning, equip-
ping, organizing, and sustaining, but it is train-
ing that wraps all of those functions together
to create and maintain effective organizations.
Training is so important that each service has
its own major subordinate command dedicat-
ed to training:

e The Training and Doctrine Command for
the Army,*

e The Naval Education and Training Com-
mand for the Navy,®

e The Training and Education Command
for the Marine Corps,® and

e The Air Education and Training Com-
mand for the Air Force.”

Each of these commands respectively holds
the service responsibility for designing, devel-
oping, resourcing, assessing the effectiveness
of, and providing command oversight of its
service’s program. Additionally, for the Joint
Force, the Joint Staff J-7 has responsibility for
joint oversight, policy, and strategy for train-
ing and exercises that bring individual service
forces together into a coherent whole.®

What Is Training?

The U.S. military defines training as “in-
struction and applied exercises for acquiring
and retaining knowledge, skills, abilities, and
attitudes (KSAAs) necessary to complete
specific tasks.”” Generally speaking, military
training is divided into two broad categories:
individual and collective. Individual training
is exactly that: training designed to develop in-
dividual skills. Collective training is designed
tointegrate trained individuals into a cohesive
and effective team, whether that team is a tank
crew of four or an aircraft carrier crew of 5,000.

Training can be as small as an hour-long
class for a four-person team on how to ban-
dage a wound and as large as a multi-week

joint exercise including tens of thousands of
personnel and units from all four services. It
generally occurs in three domains: the insti-
tutional domain, which includes the various
formal schools in each service; the operational
domain, which includes training in units and
on ships, whether at home station, deployed, or
underway; and the self-development domain,
conducted by individuals to address the gaps
they see in their own learning.

Training Realism
Their exercises are unbloody battles, and their
battles bloody exercises.

—Flavius Josephus, 75 C.E.

No other activity prepares a military force
better for combat than combat itself. The envi-
ronment in which combat is conducted—one of
violence, death and destruction, fear and val-
or, complexity and uncertainty—is one of the
most challenging in which any human being or
human organization must operate. It is so chal-
lenging and unique that it cannot be complete-
ly replicated outside of combat itself. Thus, to
be effective, military organizations must train
under conditions that are as realistic as possi-
ble and come as close as possible to placing the
individual, the team, the unit, and the crew in
the environment and situations they will face
in combat. Training realism is one of the key
measures of training effectiveness.

Much of the design and innovation in train-
ing is aimed at generating realism. Training de-
sign generally has three components:

o The task itself—the thing an individual or
the element is expected to accomplish. An
example might be to conduct an attack,
conduct resupply of a vessel, or employ
electronic warfare to jam an enemy system.

e The conditions—the set of circumstances
in which the task is expected to be per-
formed. Examples might be day or night,
moving or stationary, opposed by an ene-
my or unopposed, or with full capabilities
or some capabilities degraded.
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o The standards—the level of competence
and effectiveness at which the task is
expected to be accomplished. Standards
might include the speed at which the task
is to be performed, the accuracy of hitting
a target, or the percentage of operational
systems that are ready and available.

Identifying the tasks, conditions, and stan-
dards drives training realism. Ultimately, as
Flavius Josephus described the training of the
Roman army, the goal is for military forces en-
tering combat to have “been there before” so
that they know they can fight, win, and survive.

Training Effectiveness
It’s not practice that makes perfect; rather,
it’s perfect practice that makes perfect. It is,
after all, the seemingly small disciplines and
commitment to high standards that makes us
who we are and binds us together as a force, an
Army, in peace and in war.

—General Martin Dempsey, 2009

As former Chairman of the Joint Chiefs of
Staff General Marty Dempsey’s quote implies,
the services do not train just for training’s sake.
They train in order to reach specific measur-
able levels of performance in specific tasks.
Training, then, is both nested and progressive.
It is nested because training in specific indi-
vidual tasks is aggregated to enable training
in small elements tasks, which in turn are ag-
gregated into training in progressively larger
organization tasks.

Take, for example, a carrier battle group. A
carrier battle group consists typically of the
carrier; several cruisers, frigates, or destroy-
ers; and perhaps a submarine. On each of those
ships, individual crewmembers, petty officers,
and officers must be trained on their individual
tasks. Those individuals then form teams such
as a fire control party or an engineering team.
Teams are then combined to make depart-
ments, such as the gunnery and engineering
departments, which then train together to cre-
ate an overall crew for the ship that is effective
in sailing, attack, defense, or replenishment.

The various ships of the carrier battle group
then train together to enable collective attack
or defense by the group of ships. At the same
time, individuals and organizations are trained
progressively under increasingly challenging
conditions to increasingly higher standards.
All of this must then be assessed for compe-
tence and effectiveness.

Because training involves both individual
and collective learning, the military uses the
standard approach of the educational profes-
sion to develop and conduct training. This is
known as the ADDIE approach:

e Assess. Organizations assess their training
to identify gaps in proficiency or deter-
mine new training requirements.

e Design. Training is designed to overcome
gaps or to improve proficiency under a
variety of conditions.

o Develop. Once designed, training is
developed, coordinated, and resourced to
enable execution.

o Implement. Developed training is imple-
mented to train the requisite individuals
and organizations.

o Evaluate. Once conducted, training is
evaluated for its effectiveness. Individuals
and elements are retrained until profi-
ciency goals are achieved.

Training assessments are a critical factor in
achieving training effectiveness. On the front
end of the ADDIE process, such assessments
identify gaps in the achievement of standards,
which in turn leads to the design, development,
and execution of training to achieve those stan-
dards. At the back end of the process, training
is evaluated to determine whether standards
were met and, if they were not, what further
training needs to be conducted to achieve
those standards.

The Department of Defense uses the De-
fense Readiness Reporting System (DRRS)™
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to track readiness, to include training. Under
DRRS, each service uses its own readiness re-
porting system to report training readiness
on a monthly basis for all of the elements in
its organization. This monthly assessment is
used to guide training management to ensure
that training is conducted to achieve readi-
ness goals.

Training and Leader Development

Training and leader development are two
military functions that go hand in hand. It is
of little use to have personnel and units that
are well trained if they are not also well led;
conversely, the best leader can accomplish lit-
tle with poorly trained troops. Of course, both
training and leader development are forms of
learning, and there is significant overlap be-
tween the two functions. Consequently, the
services invest considerable effort in lead-
er development.

Each service has a Professional Military Ed-
ucation (PME) program for commissioned offi-
cers, warrant officers, and non-commissioned
officers (NCOs) or petty officers. There is also a
Joint Professional Military Education (JPME)
program to ensure that officers are qualified
to integrate service components into joint
headquarters and joint task forces. In each
case, PME consists of a progressive series of
schools that begin with pre-commissioning ed-
ucation in the military academies, Reserve Of-
ficers Training Corps," Marine Corps Platoon
Leaders Course, and various officer candidate
schools. PME continues with basic, advanced,
and specialty education. Each service has a
staff college for mid-grade officers and a senior
service college, or war college, for senior offi-
cers. JPME has a National Defense University
system that officers and civilians from all ser-
vices and partner departments and agencies
attend.'? Within each service, there are parallel
PME systems for junior, mid-grade, and senior
warrant officers and NCOs.

Leader development represents a signif-
icant investment by the Department of De-
fense. During a 20-year career, a leader is like-
ly to spend between two and four full years in

the various PME schools: between 10 and 20
percent of total time served. The investment
is necessary because of the unique and com-
plex features of the environment and conduct
of warfare. Senior leaders always confront the
tension between time in schools and time in
operational units. During periods of intense
deployment, such as the high points of the Iraq
and Afghanistan campaigns in the mid-2000s,
attendance at leader development schools
is sometimes deferred. When this happens,
however, leaders face a challenge: determin-
ing whether it is better to have an untrained
person present in the unit or a vacancy in the
unit while that person is being trained.
Historically, interwar periods—the years
between major wars like the 1920s and 1930s
between World War I and World War IT—have
been periods during which leader development
flourished and innovation occurred. The mil-
itary’s war colleges, the highest level of leader
development, were instituted during interwar
periods. Similarly, all of the services’ advanced
schools, such as the Army’s School of Advanced
Military Studies, the Marine Corps’ School of
Advanced Warfare, and the Air Force’s School
of Advanced Airpower Studies, were started
during the Cold War. Clearly, such innovation
needs to take place in the post-9/11 environ-
ment of seemingly continuous warfare, but
how this will happen has not been determined.

Initial Entry Training

Virtually all members of the armed services
enter the profession at the ground-floor level.
Whether they are recent high school graduates,
graduates of a university or one of the service
academies, or transitioning from another job
or career, they are thrust into an organization
whose culture, shaped by the demands of war-
fare, is significantly different from anything
they have previously experienced. At the same
time, they are confronted with a myriad of new
tasks that they must learn in order to be valued
members of the team.

Each of the services has an Initial Entry
Training Program, generally divided into two
phases: a basic phase, often called “basic” or
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“boot camp,” to develop the foundational skills
required of everyone in that specific service
and inculcate them into the culture of that ser-
vice and a more advanced phase to develop spe-
cific skills for their chosen or assigned specialty,
whether as an intelligence analyst, a dental hy-
gienist, a mechanic, or an air defender.

Initial Entry Training is a significant under-
taking. Each year, the U.S. Navy trains approx-
imately 40,000 recruits at Great Lakes Naval
Training Center,” and the U.S. Air Force trains
approximately 35,000 in Basic Military Train-
ing at Lackland Air Force Base."* The Marine
Corps trains approximately 20,000 recruits a
year at Parris Island' and another 17,000 at San
Diego.! The U.S. Army trains more than 80,000
recruits each year at Fort Jackson, South Caro-
lina,"” and three other major training installa-
tions. All told, DOD is conducting Initial Entry
Training for almost 200,000 young men and
women each year.

The design and resourcing of Initial Entry
Training always present a challenge. Obviously,
senior leaders would like to train new recruits
to the maximum extent possible before those
soldiers, sailors, airmen, or Marines join their
units or their ships, but more training means
more time, and each individual has enlisted in
the military only for a certain period of time,
usually three or four years. As aresult, there is
a trade-off between time spent in initial train-
ing and time spent actually serving in support
of amission.

Another consideration is the investment of
more senior, experienced people who serve as
the training cadre. The services rightly send
their very best to be the first leader under
whom a new recruit will serve, but that means
that the best leaders, who are limited in num-
ber, are not always with the fighting forces.

Command and Staff Training

A central component of training military
organizations and units is the training of com-
manders and staffs. Each of the services has
dedicated training programs and resources for
such training, which normally employs simula-
tions because it would be wasteful to use large

numbers of troops and equipment simply for
staff training. Much of this training is aimed at
planning, coordination during execution, and
decision-making.

e The Army Mission Command Training
Program trains the commanders and
staffs of large units at the brigade, division,
and corps levels.'®

e The Marine Staff Training Program trains
the senior commanders and staffs of Ma-
rine Air- Ground Task Forces.

¢ The Red Flag Series of exercises at Nel-
lis Air Force Base is the U.S. Air Force
program for training the commanders
and staffs of Expeditionary Air Force
elements.?°

o The U.S. Navy operates several differ-
ent programs tied to its regional fleets.
For example, Carrier Strike Group 15 is
responsible for training the commanders
and staffs of Pacific-based carrier battle
groups, amphibious ready groups, and
independent ships.?

Another key factor is the training of joint
headquarters and joint staffs. U.S. military
forces never fight simply as Army, Navy, Air
Force, or Marine units. Even if a particular op-
eration is predominantly in one domain, the
execution is necessarily joint.

Since 9/11, for example, the U.S. has con-
ducted military operations in Afghanistan. Af-
ghanistan is entirely landlocked, and counter-
insurgency and counterterrorism operations
are conducted exclusively against targets on
the ground, against an enemy with no navy
and no air force. Yet U.S. military operations
in Afghanistan have been completely joint as
the Air Force has provided precision attack
from the air, the Navy has provided electronic
warfare and training for Afghan National Se-
curity Forces, and Marine Corps forces have
conducted counterinsurgency operations in
specific sectors within the country. In addition,
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special operations forces from all four services
have conducted sensitive missions throughout
the war.

Previously, training of joint headquarters
and staffs was conducted by U.S. Joint Forces
Command (USJFCOM) under a comprehen-
sive program that was not unlike the Mission
Command Training Program conducted by the
Army. However, in 2011, USJFCOM was dises-
tablished, and a very robust capability was lost.
Since then, joint staff training has been con-
ducted by the services, by regional Combatant
Commands, or to alimited extent by the Joint
Staff. Thus far, because the ongoing campaigns
in Iraq, Syria, and Afghanistan have not faced
multidimensional enemies, the change has not
had adverse consequences. However, as the
Department of Defense focuses training and
readiness on more capable potential enemies
such as North Korea, Russia, China, or Iran,
the lack of a robust joint training capability
will increasingly be an issue.

Training Simulations

Simulators and simulations have a long
history of enabling training for military forces.
Simulators include capabilities that replicate
actual systems in order to maximize training
opportunities, reduce cost, promote safety, or
preserve equipment for wartime use. Early
examples were flight simulators that repro-
duced the cockpit, wings, and tail of an air-
plane in order to train pilots in the control,
maneuvering, and reaction to emergencies
on the ground before they took an airplane
up in the air. Other simulators in use today
recreate the entire bridge of a navy destroyer
so that officers and petty officers can learn to
maneuver, fight, and safeguard the ship under
tactical conditions.??

Simulations enable the training of organi-
zations by creating battlefields or operational
environments. Early examples of simulations
were tabletop war games in which maps recreat-
ed the terrain of abattlefield and markers were
used to signify the various units of opposing
sides. Participants would fight out battles for
training in the art and science of warfare.

Today’s simulations are far more sophisti-
cated and often far more integrated. The mil-
itary uses four general classes of simulation:
live, constructive, virtual, and gaming. Each
of these classes of simulation has a specific
purpose and training audience, and two or
more classes of simulations can be integrated
to make training of individuals and units even
more effective. The goal of much simulation
research and development is not just to create
the most effective individual simulation, but to
create a true integrated training environment
that combines all four classes to maximize
training effectiveness.

o Live simulations are the training simula-
tions that most closely represent training
as historically conducted with individuals
and units using real equipment in training
environments that most closely reflect
actual combat. This means using actual
land, sea, air, space, or cyber terrain; ac-
tual weapons using either live or dummy/
inert ammunition; and actual vehicles and
other equipment, often against an enemy
force that is also live and simulated by
some portion of the U.S. military.

For example, Red Flag exercises are live
training simulations in which Air Force,
Navy, and Marine Corps aircraft fight
against an enemy portrayed by U.S. air-
craft and crews that are trained specifical-
ly to represent various enemy capabilities.
In a similar manner, Army and Marine
Corps ground forces have Combat Train-
ing Centers (CTCs) at which large forma-
tions of thousands of troops and hundreds
of armored and wheeled vehicles and
weapons systems fight battles against a
well-trained and well-equipped opposing
force (OPFOR) and conduct large-scale
live-fire training at distances and ranges
that they would expect in actual combat.

o Constructive simulations are represen-
tations of military forces and operational
environments, usually aimed at training
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for large-scale combat involving whole
naval fleets, Army Corps, Marine Divi-
sions, or Air Force Wings, to include joint
constructive simulations that combine
forces from one or more of the services.
Originally, constructive simulations were
conducted using tabletop war games with
pieces representing military units, but
today, most constructive simulations are
computer-based. Given the size of forces
and the fidelity with which military units,
ships, and aircraft can be represented,
constructive simulations are usually used
to train leaders and staffs.

Virtual simulations are computer-based
representations of individuals, teams,
units, weapons systems, and other ca-
pabilities, usually with great fidelity to
the operational environment (terrain,
weather, urban areas, etc.) to include not
only enemies, but also local populations.
Virtual simulations are best suited to
training individuals, teams, or small units.
For example, Conduct of Fire Trainers
(COFTs) are used to train individual tank
or fighting vehicle crews, and Close Com-
bat Tactical Trainers (CCTTs) are used to
train platoon and company-size groupings
of tanks or armored fighting vehicles. Vir-
tual simulations have the virtue of train-
ing aircrews, ship’s combat systems crews,
and tank and fighting vehicles crews in
many repetitions and situations—in other
words, lots of practice—without the large
costs for fuel, munitions, and mainte-
nance and without the need for the large
spaces that live training requires.

Gaming is the newest class of training
simulation. While war games have been
used for centuries in the form of board
games or tabletop games, the advent of
computer gaming brought with it whole
new opportunities. The military recog-
nizes that digital games improve rapid
decision-making, cognitive processes,
and synchronization and integration of

different systems and capabilities while
providing almost countless variations of
situations and complex problems with al-
most immediate feedback on performance.
The military even uses games to educate
new recruits about the military service
they have chosen before they actually
attend their Initial Entry Training.

Resourcing Training

When personnel are not actually engaged in
combat, training dominates military activity in
all four services on a daily basis. Soldiers, sail-
ors, airmen, and Marines are trained from the
first day they enter the armed forces until the
last day of their service. Commanders at every
level consider training for future combat and
military operations to be one of their primary
responsibilities. Institutionally, each service ex-
pends significant time, money, and personnel
on generating, conducting, and sustaining the
most effective training possible for individuals,
teams, units, and organizations at every echelon.
Failure to conduct such training or conducting
training that does not attend to the harsh reali-
ties of war will likely lead to failure in battle.

Of all the training resources we have, time
is the most precious. Military organizations
start the year with 365 days, but with 104 week-
end days and a dozen or so holidays, the start
point is soon around 250 days. Then training
has to compete with other critical events such
as maintaining equipment, moving units from
one place to another, personnel-related tasks
such as medical checkups, and preparation
for deployment.

Therefore, in areally good year, a unit might
have six months of actual training time. Then
commanders must manage that time. How
much is devoted to individual training? How
much is devoted to collective or unit training?
How much is small-unit or individual ship
or squadron training, and how much time is
spent on large-scale training? How much is
live training, and how much time is spent in
simulators? Management of the training cal-
endar becomes one of the most important
leader tasks.
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Providing adequate personnel for training
is also a critical resourcing effort. Great train-
ing requires great trainers. The basic training
that each service provides is only as good as the
drill sergeants and other non-commissioned
officers who are taken out of combat-ready
units and provided to the training base. Sim-
ilarly, professional military education at all
levels requires dedicated and well-educated
faculty, both uniformed and civilian. Senior
leaders must make strategic decisions about
the management of personnel to provide the
best support to training while still ensuring
that units and ships are adequately manned to
go to war if necessary while meeting the needs
of ongoing conflicts.

Of course, the most visible resource neces-
sary for training is money. Money pays for all
of these capabilities. It pays for training areas,
ranges, training ammunition, and fuel. It pays
for flight hours for training aircrews, for trans-
porting units to and from training areas, and
for the training simulations. The services also
must pay for development of future training
capabilities such as virtual, constructive, and
gaming simulations and for modernization of
training forces as the conflict environment
and the threats and enemy change. Mon-
ey also pays the personnel costs associated
with training,.

Training budgets are very complex across
the Department of Defense. Part of the cost of
training is contained in a unit’s operations and
maintenance budget. Other training costs are
in infrastructure or base maintenance budgets.
Others are found in modernization budgets as
the services improve capabilities or field new
systems. Some costs are related to pre-deploy-
ment training for units that are preparing to go
into combat in places like Iraq or Afghanistan.
Costs are also spread over several years, or

“across the POM” (Program Objective Memo-
randum) as the five-year DOD budget planning
cycle is termed. This means that some training
costs are short-term, year-to-year, while oth-
ers, such as the costs of building training in-
frastructure, are spread out over several years.

Resourcing training with enough money
is a national endeavor, not just a military one.
The Department of Defense, in conjunction
with other federal departments and agencies,
submits budgets to the Administration that in-
clude all of the various training requirements.
The Administration submits that budget to
Congress as part of its overall budget. Congress
considers all of the training requirements and
costs in crafting an appropriations bill, which
eventually is subject to a vote, approved, and
signed by the President. At the same time, the
various states are developing and approving
budgets that include their own defense-re-
lated training costs, such as for the Army and
Air National Guards and state-level train-
ing areas and facilities. And every two years,
when Americans vote, the readiness, modern-
ization, and training of the military forces is
a consideration.

In other words, military training is every
American’s business.

Conclusion

Warfare continues to change as new op-
erational methods like hybrid warfare are
combined with new technologies such as cy-
ber, drones, and 3-D printing. Military train-
ing also must continue to change so that the
U.S. military is prepared to confront emerging
threats and potential enemies that are growing
in strength and ambitions. Training innovation
and training resourcing are critical to achiev-
ing new and better ways to train the force.

Ultimately, the goal of military trainingis to
ensure that when the nation goes to war or en-
gages in conflicts or military operations short
of war, the armed forces of the United States
will be able to accomplish strategic, operation-
al, and tactical objectives. The ultimate goal of
training is to win battles and engagements and
to do so with the lowest cost in terms of na-
tional resources and with the lowest loss of life
among those who have volunteered to fight to
defend the nation.
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An Overview of the DOD
Installations Enterprise

John Conger

With six aircraft carriers and dozens of
cruisers, amphibious assault ships,
guided missile destroyers, submarines, and
other ships, Naval Station Norfolk is home
to the world’s largest concentration of naval
power. Its ranges extend well into the Atlantic
Ocean, offering those forces a place to train
and establish their readiness for war. How-
ever, without a place to refuel and resupply,
a place to repair and maintain its ships, a
headquarters for their sailors and their fami-
lies to live when those ships are not deployed,
that incredible concentration of naval power
would attenuate, lose its readiness, and be-
come less effective over time.

In contrast with the enormity of Norfolk,
the U.S. Army and Marine Corps and allied
NATO forces maintain small forward bases
across Afghanistan to support ongoing oper-
ations. These bases are usually comprised of
fortified locations from which our forces can
launch. They need to be resupplied continual-
ly, but, again, they give U.S. forces a place from
which they can project power.

From one end of the spectrum to the oth-
er, from domestic locations to those in active
combat zones, from the very largest base to
the very smallest, installations are critical to
maintaining and projecting our warfighting
strength. As I testified before Congress many
years ago, “Our warfighters cannot do their job
without bases from which to fight, on which
to train, or in which to live when they are not

deployed. The bottom line is that installations
support our military readiness.”

Today, however, despite its incredible value
to the warfighter, the DOD installations enter-
prise faces serious challenges. Budget short-
falls (even with recent increases in the overall
budget) continue to eat away at its foundations,
encroachment challenges impose constraints
even as requirements increase, and leaders
struggle to build resilience to external impacts
like cyberattacks and climate change.

Scope and Scale

To begin to understand the impact and
contribution of the Defense Department’s in-
stallations enterprise, it helps to consider its
sheer size. DOD maintains a global real prop-
erty portfolio consisting of 568,383 facilities,
valued at approximately $1.05 trillion, with
more than 2.2 billion square feet of space lo-
cated on 27.2 million acres of land at over 4,793
sites worldwide.?

The 568,383 facilities include more than
275,000 buildings, from operational facilities
to administrative ones, from barracks to hos-
pitals, from sophisticated research facilities
to wastewater treatment plants. They also in-
clude a wide range of non-building structures
including piers, runways, roads, fuel tanks,
and utility lines. For comparison, the General
Services Administration—in theory, the real
estate manager for the federal government—
maintains only 9,600 buildings. DOD’s 2.2
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TABLE 2

Real Property Managed by Military Service, FY 2016

Military Total Facilities Plant Replacement

Branch Buildings (including structures) Value (in billions) Land (acres)
Army 139,458 278,299 $417.95 13,340,778
Navy 61,368 111,937 $238.50 2,213,663
Air Force 47,738 126,215 $302.58 9,126,467
Marine Corps 26,748 51,112 $79.40 2,504,943
DOD Total 275,312 568,383 $1,038.43 27,185,851

NOTE: DOD total excludes Washington Headquarters Service.

SOURCE: U.S. Department of Defense, “Department of Defense Real Property Portfolio,” https:/www.acg.osd.mil/eie/

Downloads/Fast_Facts_2016.pdf (accessed May 23, 2018).
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billion square feet dwarfs the GSA’s 377 million
square feet.?

DOD’s 27.2 million acres is certainly small-
er than the acreage held by other federal land-
holding agencies such as the Bureau of Land
Management or the U.S. Forest Service, which
maintain 245 million acres* and 193 million
acres,’ respectively, but DOD installations still
comprise aland area that is roughly the size of
the State of Virginia.

The DOD facilities footprint is dominated
by the Army, which maintains about half of the
buildings, facilities, and land managed by the
department. (See Table 2.)

Another element of DOD’s scale is its scope.
As the number of buildings implies, there are
many different kinds of facilities on DOD bases
supporting a wide array of missions.

Consider a base like Fort Hood, Texas,
home to the Army’s III Corps and the 1st
Cavalry Division. Fort Hood alone maintains
more than 5,000 facilities on more than
200,000 acres with a value of approximately
$9 billion.® These buildings include opera-
tional facilities like headquarters buildings,
motor pools, aircraft hangars and runways,
training centers, instrumented training rang-
es, weapons storage facilities, deployment
railheads, and more. They also include the
buildings that support the troops and their

families including barracks; family housing;

fitness centers; dining halls; a hospital and

several medical clinics; exchanges and com-
missaries; and morale, welfare, and recreation

facilities. Moreover, there is the basic infra-
structure of the base: miles of roads, utilities

infrastructure, fuel lines, dams and bridges,
access control points, and fencing. Other fed-
eral agencies manage many similar facilities,
such as Department of Veterans Affairs hos-
pitals or GSA office buildings, but each DOD

installation must contend with diverse ar-
rays of facilities and a concomitant diversity
of challenges.

Each base has its own mission and its
own specialized facilities, and those facilities
are critical to the forces that employ them.
Where Fort Hood has motor pools and tank
ranges, Norfolk Naval Base has piers and dry
docks, and Nellis Air Force Base in Nevada
has hangars and runways. A research-focused
base like Fort Detrick or Wright-Patterson
Air Force Base will have sophisticated lab fa-
cilities, intelligence-focused missions will re-
quire computer centers and communications
equipment, and arsenals and depots will have
industrial operations.

A final element of scale in the DOD instal-
lations enterprise is its global nature. DOD fa-
cilities are located in every state, in multiple
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U.S. territories, and in 42 different nations.”

The largest part of our international footprint

is an artifact of World War IT and the Cold War,
with thousands of U.S. facilities located in East

Asia (Japan and South Korea) and Europe

(predominantly Germany, the United King-
dom, and Italy). This global presence not only
deters aggression, but also allows the United

States to respond quickly to regional crises as

they emerge.

How Installations Contribute
to Military Power

With that context in place, consider how
that trillion-dollar portfolio contributes to
the military power of the United States. Our
installations serve to generate the force, train
it, and sustain it. From our bases, these forces
can be projected and deployed, and once the
mission is complete, they come back to those
bases to recover, reconstitute, and ready them-
selves for redeployment.

Installations may contribute to combat
power as power projection platforms, such
as Fort Hood or Joint Base Lewis-McChord,
which regularly deploy troops to theater, or
an Air Force Base like Whiteman AFB, from
which B-2 bombers can launch attack opera-
tions directly. Some bases conduct operations
directly, whether it is a forward operating loca-
tion in Afghanistan or an airman flying Reaper
aircraft over Syria from a facility in the United
States. Intelligence operations generally have
reachback to critical hubs for processing in-
telligence and distributing it back out to the
field. Transportation and logistics installations
are critical elements of that ability to project
power, moving people and equipment around
the world.

America’s global footprint is critical to
that power projection capability. Our forces
in Japan, for example, provide the ability to
reach crises in the Western Pacific much more
quickly than forces stationed in the continen-
tal United States can reach them. Similarly,
Europe is a critical launch point for reach-
ing theaters of operation in the Middle East.
The Landstuhl Regional Medical Center in

Germany has been a critical hub for casualties
from Iraq and Afghanistan.

In addition to conducting operations and
projecting power, installations are essential
to building readiness in the first place. Instal-
lations from Parris Island, where they make
Marines, to Columbus Air Force Base, Mis-
sissippi, which specializes in pilot training,
are part of the enterprise that provides initial
training to the force. Other bases, such as Fort
Irwin, California, provide larger-scale maneu-
ver training. In fact, readiness recovery is lim-
ited by the throughput capacity (the number
of rotations you can schedule in a given year)
at bases like this. Readiness is also sustained
at logistics bases, whether they be shipyards
or depots, where critical military platforms
go through regular scheduled maintenance or
recovery from battle damage so that they can
be available for future operations.

Even as the military services look to equip
the force, they turn to critical capabilities at in-
stallations. Research centers like Wright-Pat-
terson Air Force Base enable the development
of advanced technologies that are fed into new
weapons and platforms, and test ranges like
Naval Weapons Station China Lake or White
Sands Missile Range provide the essential ca-
pabilities needed to confirm that our weapons
operate as intended. These ranges are some of
the most important assets in the installations
enterprise, providing capabilities that would
be nearly impossible to recreate elsewhere.
For example, the pristine spectrum environ-
ment (the lack of background signals from cell
phones, electronics, or other transmitters that
corrupt test results) at a place like Fort Hua-
chuca is a critical ingredient of its Electronic
Proving Ground, just as the immense size of
the fully instrumented White Sands Missile
Range, at 3,200 square miles, makes it possible
to test longer-range weapons than cannot be
tested anywhere else in our enterprise.

Even the Base Realignment and Closure
(BRAC) process evaluates installations based
on their “military value.” The legally defined
definition used in BRAC has several elements,
but it is comprised of:
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e The current and future mission capabil-
ities of the base and its impact on opera-
tional readiness;

e The availability and condition of land,
facilities, and airspace;

e The ability to accommodate contingency,
mobilization, surge, and future require-
ments; and

o The cost of operating at that location
(in other words, a base that provides a
capability cheaply has more military value
than one that provides the same capability
at a higher price).®

Explicitin these criteria is that abase brings
military value to the force. It brings mission
capabilities, affects operational readiness,
provides essential resources such as training
land or airspace, and offers the ability to sup-
port wartime surges in operations. When we
measure military value for an evaluation like
this, we recognize the truism that each base
contributes military value to the enterprise.

Current and Emerging Challenges

The DOD installations enterprise faces sev-
eral categories of challenges as it seeks to sup-
port the warfighter, generate readiness, and
ensure that the force is properly equipped. One
recurring challenge is the budget, which even
with recent increases continues to be a lower
priority than other parts of DOD. Another is
encroachment, a problem that emerges when
development occurs at the installation-com-
munity boundary and negatively affects a
unit’s ability to train or DOD’s ability to test
equipment in development. One large cate-
gory of challenges swirls around questions of
resilience: a base’s ability to continue to oper-
ate or to recover quickly from exterior shocks,
whether they be power outages, severe weather
damage, or cyberattacks.

Budget Challenges. When trying to main-
tain more than $1 trillion worth of infrastruc-
ture, the sheer scale demands a significant

recurring investment in maintenance, re-
pair, and recapitalization. If infrastructure is
not maintained, it will decay and eventually
have tangible readiness impacts. New facili-
ties need to be built each year in response to
new or growing mission requirements, and as
maintenance backlogs grow, recapitalization
needs increase.

In general, it is more compelling to speak
about the tip of the spear or the tooth versus
the tail, which tends to leave support programs
like facilities at the back of the funding line.
This is not necessarily the wrong choice. With
the constraints imposed by the Budget Con-
trol Act (BCA), DOD certainly concluded that it
made more sense to fund warfighting activities
over construction. I testified before Congress
that “facilities degrade more slowly than readi-
ness, and in a constrained budget environment,
itis responsible to take risk in facilities first.”®
However, that cannot go on indefinitely with-
out affecting that spear tip that we have been
fighting so hard to protect.

Reviewing the military construction budget
is instructive as we see the historical support
for facilities investment. In Chart 4, you can
clearly see the increased investment in the
most recent BRAC round (2005-2011) and the
decrease imposed by the BCA. During the BCA
period, DOD has focused its new construction
on new mission requirements rather than re-
capitalizing failing facilities or increasing effi-
ciency. As aresult, buildings in poor condition
have been retained, imposing higher mainte-
nance costs on the enterprise.

Recent trends are more positive, although
the fiscal year (FY) 2018 military construction
funding level of $8.4 billion is less than the his-
torical average over the past 30 years, adjusted
for inflation. This figure represents less than
1 percent of DOD’s aggregate plant value, or a
recapitalization rate of about 125 years. While
DOD does not currently use a recapitalization
rate goal, its historic goal was a 67-year rate.””

In addition to military construction, the
Defense Department regularly takes risk by
underfunding its Facilities Sustainment, Res-
toration and Modernization account, which
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CHART 4

Military Construction Funding

MILITARY CONSTRUCTION TOTAL OBLIGATION AUTHORITY, IN BILLIONS OF FY 2018 DOLLARS
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includes regular and emergency maintenance
of its buildings and facilities. The department
maintains a model that recommends funding
levels for this account, but those figures gen-
erally are not met except in some specialized
accounts like medical facilities, which must be
properly maintained to ensure accreditation.

For example, in its FY 2019 budget request,
the Navy indicates that it includes 80 percent of
the modeled requirement, up from 78 percent
in its FY 2018 budget. When funding is short,
it must be prioritized, so as it discusses this
shortfall, the Navy’s budget states, “The Navy
continues to take risk in infrastructure funding
but mitigates this risk by focusing investments
on capabilities directly supporting critical war-
fighting readiness and capabilities.” In other
words, the Navy is going to put its funding in
runways and piers before fixing administrative
facilities, and the other services have similar ap-
proaches. Underfunding perpetuates the defer-
ral of preventive maintenance in favor of emer-
gency repairs, a cycle that not only perpetuates
itself, but also imposes much larger life-cycle
costs on the department.

During the early BCA years, this was even
worse. In FY 2013, the year in which seques-
tration was imposed, facilities accounts were
severely curtailed. The U.S. Government Ac-
countability Office reported that the Army,
for example, cut back nearly 40 percent of
its original budget.' Because operations and
maintenance funds are relatively flexible, fa-
cilities funding could bear more of the bur-
den of sequestration to insulate operations
in theater.

As context for how much DOD should be
investing in maintenance of its facilities, con-
sider the National Research Council’s recom-
mendations on infrastructure maintenance.
The NRC recommended funding levels of 2
percent-4 percent of plant replacement val-
ue as the appropriate benchmark for facilities
maintenance.' That would result in a facilities
maintenance budget requirement of $21 bil-
lion to $42 billion for DOD. In contrast, the FY
2018 appropriation was $9.9 billion.

Years of underfunded facilities mainte-
nance accounts have resulted in widespread
condition problems across DOD’s facilities

The Heritage Foundation | heritage.org/Military 51



portfolio. On April 18, 2018, the department

reported that 23 percent of its facilities were

in poor condition and another 9 percent were

in failing condition. To address these and oth-
er maintenance challenges, it faces a mainte-
nance backlog of more than $116 billion.™

Funding shortfalls can result in mission or
readiness impacts. For example, deteriorat-
ing runways have immediate mission impacts,
and debris could cause damage to expensive
aircraft; burst pipes cause flooding damage
with the potential to affect critical electrical
systems; and inoperative air conditioning at a
minimum can make life miserable for military
personnel but could also cause sensitive com-
puters to fail. Of course, mission facilities are
prioritized, but that leads to worsening condi-
tions in warehouses, maintenance shops, and
other facilities that are not seen as the tip of
the spear. Ultimately, failure of those facilities
will affect the mission as well.

Base Realignment and Closure. The di-
vestiture of excess infrastructure, saving mon-
ey without undermining capability, is one of
the most important tools that DOD has for
reducing costs, particularly when it results
in the closure of an entire installation. Due
to the highly charged political dynamics that
surround the prospect of closing a base and
the prospect of losing a regional economic en-
gine, the apolitical process known as BRAC was
created. This apolitical, analytical process is
focused on assessing excess capacity and re-
aligning units by incorporating them within
those installations that have the highest mil-
itary value, closing those bases with the least
military value and then reaping savings.

Through five rounds of BRAC (1988, 1991,
1993, 1995, and 2005), DOD has achieved re-
curring savings of more than $12 billion' that
have resulted in 121 major closures, 79 major
realignments, and 1,000 minor realignments
and closures.’ The department’s most recent
proposal for BRAC authority was projected to
resultin $2 billion in additional annual savings
once fully implemented."” In theory, those sav-
ings could be plowed back into the enterprise
to alleviate some of its funding pressures. From

apractical perspective, however, the beneficia-
ry of those savings is DOD as a whole, not the
installations enterprise. There is no “fencing”
of the dollars mandating that savings must be
used on other installations requirements.

Despite the fact that BRAC is designed to
remove political influence, requiring Congress
to vote on an entire package of closures and
realignments without making changes, the de-
bate over giving DOD the authority to conduct
around of BRAC is extremely political. Mem-
bers of Congress assess their prospective risk
and generally will oppose even conducting the
analysis in the first place for fear that they will
be held responsible if the department’s rec-
ommendations lead to the closure of a base in
their district or state. Without question, the
department’s assessment of 19 percent excess
capacity'® begs for a good-government solution
to eliminate waste, but Members of Congress
cannot help but weigh the political risk against
the prospect of $2 billion in annual savings that
comes to fruition six years in the future.

Despite the prohibitions on BRAC, the de-
partment was able to conduct a review of its
European infrastructure. DOD’s 2013-2015
European Infrastructure Consolidation effort
did not require congressional approval and did
not evoke the same protective instincts that
domestic bases evoke. That effort resulted in
26 recommendations designed to save more
than $500 million annually when fully imple-
mented without reducing the overall U.S. pres-
ence in Europe.

Recent arguments in favor of BRAC have fo-
cused on increasing lethality instead of secur-
ing savings," harkening back to the 2005 round,
which focused on “transformation.” Without
question, there are important management ac-
tions the department can take under BRAC au-
thority that it cannot take otherwise, and many
of these actions do not save money. In the 2005
BRAC round, for example, roughly half of the
recommendations were never designed to save
money. They resulted in $29 billion in costs
and only $1 billion in savings but achieved
DOD management objectives, such as colloca-
tion of law enforcement activities at Quantico
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Marine Corps Base or the return of forces from

Europe. The efficiency recommendations—the

ones designed to save money—cost $6 billion

up front but achieved $3 billion in recurring

savings.? In total, the 2005 BRAC round alone

is saving $4 billion every year, allowing $4 bil-
lion in other requirements to be funded within

the budget caps.

As we consider future arguments about or
alternatives to BRAC, particularly if the moti-
vation is budget savings, it is important to rec-
ognize what drives those savings: reductions
in personnel. While there are some savings to
maintenance requirements or utilities from
divesting individual buildings, the most signif-
icant recurring savings from BRAC are from
civilian job cuts, particularly the number of
cuts that come from complete closure of a base.

Partnerships and Privatization. Another
approach that DOD takes to reducing costs is
to find others to take on non-core functions.
This might involve privatization, like the Mil-
itary Housing Privatization Initiative in which
DOD divested the preponderance of its family
housing to private developers, or it could be
as simple as turning to the local community
to provide a service like trash collection.

To be a good candidate for privatization, a
function should be generally commercial in
nature (common in the installations world)
and have an associated revenue stream that a
private entity can leverage to secure financing.
However, the department has taken on these
tasks to shore up parts of the enterprise that
have been chronically underfunded and is not
commonly motivated to explore privatization
where things are going well, even if a function
is commercial in nature.

All of these factors come into play with the
highly touted Military Housing Privatization
Initiative. Under authority provided by Con-
gress in 1996, the department has privatized
approximately 200,000 housing units on its in-
stallations, conveying the homes and providing
leases for the underlying land.? The families
living in that housing receive Basic Allowance
for Housing and pay rent just as if they were
off base. Developers leveraged the projected

income and conveyed assets to secure loans
and front-load a huge recapitalization effort,
dramatically improving the quality of on-base
housing. DOD was able to leverage about $3.4
billion in government investment to generate
$31 billion in private capital.??

Another successful example is the privat-
ization of utilities. Again, in this part of the
portfolio, the condition of DOD-owned assets
was extremely poor, but electricity, water, and
wastewater infrastructure are quite commer-
cial in nature, and monthly utilities bills pro-
vide aregular revenue stream. Utilities privat-
ization contractors accept the assets and make
capital improvements up front, leveraging the
economics of 50-year agreements.

Finally, the degree to which local communi-
ties are indispensable to the installations they
surround is not always acknowledged. These
communities provide a wide range of services
to the base that it simply would not have the
capacity to provide on its own. In most loca-
tions, communities provide utilities infrastruc-
ture, housing, education, transportation infra-
structure, and a source of civilian employees
and contractors. Absorbing those functions
back into the base would be cost-prohibitive,
and as they look for efficiencies, installations
have been looking at more functions to divest
to local municipalities. Congress recently pro-
vided the department with authority to sign
Intergovernmental Service Agreements that
allow bases to turn to their local municipal-
ities to provide more services, saving money
for both through economies of scale,?® and the
services have been working to leverage the
new authority.

Energy Efficiency. Without question,
there is inefficiency in the DOD installations
enterprise, though it is not always easy to
excise. Looking at the foregoing BRAC dis-
cussion, macro-level changes and cost reduc-
tions involve huge political hurdles, but they
are the clearest route to achieving savings in
the DOD enterprise. At the installation level,
the two largest categories of costs are public
works (as noted, maintenance is systematically
underfunded) and utilities. Significant effort
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has been made to reduce energy usage as the
department looks to reduce costs.

In 2017, the Department reported that it
spent $12.4 billion on energy in FY 2016: $8.7
billion for operational energy (largely fuel), of
which $3.7 billion was attributable to installa-
tions energy costs, most of which pay for elec-
tricity and natural gas.?* The department has
been tracking its energy use since 1975 and has
made significant progress over the years, re-
ducing its energy intensity (BTUs per square
foot) by 49 percent, but as its Annual Energy
Management and Resilience Report explains:

These reductions were a result of sub-
stantial low- and no-cost energy effi-
ciency and conservation measures that
impacted behavioral changes, and project
investments such as insulation or lighting
upgrades. As similar, viable low- and no-
cost energy efficiency and conservation
initiatives continue to diminish, DoD will
be challenged to make broad reductions
in energy intensity.?®

This challenge is exacerbated by the un-
derfunding of facility maintenance. To put it
bluntly, there is a limit to how much improve-
ment from sophisticated energy management
systems is possible when there is a hole in
the roof.

Readiness and Encroachment Chal-
lenges. Another set of challenges stems from
encroachment, which is the negative impact
on military readiness and base operations
that stems from the growing competition for
and limitations on land, sea, air, and even the
electromagnetic spectrum that is increasingly
crowded by the proliferation of cell phones and
Wi-Fi.

Although a case could be made that huge
bases like Camp Pendleton, Norfolk Naval
Station, or Fort Bragg are the crown jewels of
the DOD installations enterprise, the “hidden”
gems are the testing and training ranges where
our servicemembers have the land, sea, and
airspace they need to test new weapons sys-
tems and train using the equipment they will

bring to war. Mark Twain once said, “Buy land,
they’re not making it anymore.” For DOD, the
land that comprises these ranges is priceless.

From bases like Fort Irwin or Twentynine
Palms Marine Corps Air Ground Combat
Center, where soldiers and Marines practice
large-unit operations to prepare for combat,
to sophisticated weapons testing ranges like
Naval Air Weapons Station China Lake or the
White Sands Missile Range, which have suffi-
cient space to conduct realistic testing of new
weapons systems, to the pristine spectrum envi-
ronment at Fort Huachuca’s Electronic Proving
Ground, DOD counts on its ranges to generate
readiness and test its newest weapons systems.

The land, air, sea, and spectrum environ-
ments at these ranges have become increas-
ingly constrained. Range managers have been
able to use work-arounds to accommodate
constraints, but they are exacerbated both by
the increased requirements associated with
weapons of greater speed and range and by
the continual development in the surround-
ing civilian or commercial communities that
creeps closer and closer to installations that
once were completely isolated. DOD even set
up a separate office to engage with wind com-
panies whose proliferating turbines, if placed
in the wrong locations, could affect DOD ra-
dars or block aircraft training routes.

DOD’s 2017 Sustainable Ranges report to
Congress identifies the encroachment chal-
lenges that are of the highest concern:

e Managing threatened or endangered
species, which includes requirements that
troops ensure that they do not inadver-
tently affect these populations and that
they adhere to the Endangered Species
Act. More than 400 endangered species
can be found on DOD bases, in no small
part because they have held back the sur-
rounding development and species have
taken refuge on our bases.

e Commercial development near our
ranges and bases, which can have a range
of impacts including noise restrictions,
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constrained munitions activities
due to required safety zones, or cell
phone signals that corrupt sensitive
electronic testing.

o Foreign investment located near sensitive
testing and training ranges that require
DOD to conceal or change its activities to
protect against intelligence gathering.

« Reallocation of electromagnetic spectrum
to commercial activities, which forces
DOD systems to change their operat-
ing parameters.

e Climate impacts such as increased high-
heat days, which constrain soldier activi-
ties, or drought conditions that block the
use of live-fire training or testing because
of increased wildfire risk.?

The department has developed several ways
to meet these challenges, aside from imposing
constraints that force testing and training to
be less realistic. One key response is the estab-
lishment of buffer land around bases, which is
done in avariety of ways. In many of the western
states, where the surrounding land is controlled
by the Bureau of Land Management, the U.S.
Forest Service, or the states themselves, DOD
is able to collaborate with other government in-
stitutions to minimize development inlocations
that would affect training or testing.

In addition, buffer programs like the Read-
iness and Environmental Protection Inte-
gration (REPI) program leverage unique au-
thorities that allow DOD to share the costs of
conservation easements around our bases. In
these cases, the department will pay a portion
of the costs of an easement, as will a non-gov-
ernmental conservation organization, and
each side gets what it wants—an undeveloped
natural resource next to a military installa-
tion—for half price or less.

Another key tool is the Joint Land Use
Study (JLUS). Under this authority, DOD and
local communities work together to inform fu-
ture development efforts to minimize impacts

to the base. Communities are able to pursue
compatible development without jeopardiz-
ing the local military base, which is usually a
principal economic engine.

In recent years, the construction of wind
turbines near installations has presented a
particular problem. The tip of a turbine blade
moves quickly and is often picked up by radar
as an aircraft, thereby interfering with radar
operations and testing. Moreover, given their
height, most commercial turbines present
significant obstructions to military training
routes. To address this issue, DOD established
a DOD Siting Clearinghouse, providing devel-
opers and land-use authorities a single point
of contact to ask whether a proposed turbine
site would affect DOD operations. The clear-
inghouse reaches into the testing and training
expertise of the services and works to mitigate
unintended problems.

Resilience Challenges. An emerging cat-
egory of challenges that the installations lead-
ership is facing today are resilience or mission
assurance challenges. Can the installation con-
tinue to operate and support its missions, or at
least recover quickly, when there is a shock to
or disruption of its systems? Recently, this has
been focused on energy resilience and ensur-
ing that an installation can continue to operate
if the electricity grid is knocked out through se-
vere weather, cyberattack, or even equipment
failure. DOD reported 701 utility outages last-
ing eight hours or more in FY 2016.”

The most common way that DOD insulates
itself from the impact of electricity outages
is through diesel generators. Generators are
relatively inexpensive and easy to acquire and
for that reason are sometimes purchased by
mission owners rather than by installation
engineers. However, they are inefficient and
are suboptimal solutions for medium-term
or long-term outages, and DOD has pursued a
more comprehensive strategy.

In addition to backup generators, DOD’s
energy resilience strategy notes that resil-
ience can be achieved in a number of ways. Re-
cent DOD studies describe increasing energy
production on base, installing sophisticated
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microgrids that can steer power across an in-
stallation and insulate key facilities from the
impacts of outages, diversifying its fuel sup-
plies, improving testing of its current backup
generators, and creating non-energy solutions
such as ensuring backup mission facilities at
different installations.?® It is reasonable to ex-
pect that the increased attention being paid to
these issues will lead to increased investment
in these options to ensure energy availability.
Cyberattacks and climate impacts will af-
fect more than just the supply of energy to
installations, and DOD has begun to explore
the vulnerability of its installations to each of
these threats. During his confirmation process,
Secretary of Defense James Mattis stated:

[T]he effects of a changing climate—such
as increased maritime access to the
Arctic, rising sea levels, desertification,
among others—impact our security sit-
uation. | will ensure that the department
continues to be prepared to conduct op-
erations today and in the future, and that
we are prepared to address the effects of
a changing climate on our threat assess-
ments, resources, and readiness.?

In January 2018, DOD reported that ap-
proximately half of its bases reported dam-
age from climate impacts, including flooding
and storm surge, wind damage, drought, and
wildfires.?® The Navy, with its preponderance
of coastal installations, is already experienc-
ing challenges from sea-level rise at bases
like Norfolk or Annapolis,® and the Assistant
Commandant of the Marine Corps has testi-
fied that he is considering a seawall to protect
Parris Island.®

In many cases, this is about avoiding ex-
penses and reducing risk by selecting where
future facilities are placed. An illustrative
example of the need to consider climate in
planning is the multibillion-dollar radar site
on Kwajalein Atoll,*® which DOD estimates
could be unable to support human habitation
by as early as 2030.3* Consideration of climate
impacts might have helped planners choose a

more enduring site for the investment. Con-
gress has begun to focus on the impacts of
climate on national security and has directed

DOD to assess its overall vulnerability and de-
velop mitigation plans for its most vulnerable

installations.®

The cyber threat has received considerable
DOD attention and investment, but the vulner-
ability of installations is only beginning to be
understood. Industrial control systems are
vulnerable to attack and intrusion, but DOD
has no inventory of the systems inside its fa-
cilities. New guidance has been issued to gov-
ern the cybersecurity of these systems,?® but
installation personnel do not always have the
specialized expertise needed to deal with cyber
threats. Efforts to hire additional cyber experts
will be undermined by the funding problems
that DOD’s installations face, particularly as
they try to meet targets for staff reductions.
The staffing challenge makes it even more im-
portant to have strong relationships with part-
ners in the cyber community such as those at
Cyber Command.

Outside the scope of this discussion but
equally critical is the issue of vulnerability
to military attack. This is ever-present in the
minds of those in our contingency bases in Af-
ghanistan, Iraq, or Niger, but we must begin to
consider how to insulate the critical mission
that our installations perform and the assets
they support when we consider the threat
from nations like Russia and China, whose
weapons easily possess the range to reach our
major enduring installations in Europe and
the Western Pacific. Without these bases, our
ability to project power in these regions would
be severely diminished, and we ignore them at
our peril. This is a challenge that the warfight-
ers and the installations communities must
address together.

Conclusion

DOD’s vast installations enterprise is essen-
tial to the military mission in an incredibly di-
verse number of ways. It faces decay from years
of underfunding, tightening constraints from
encroachment, and threats from cyberattack
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and the climate itself, but the men and women
of the enterprise continue to make it work and
support the warfighter.

I have often been asked about the base of
the future and what it would look like, and I
have responded that if it continues along its
current trajectory, it would be dilapidated,
understaffed, underfunded, and underutilized.
Just like a car owner who chooses to save mon-
ey by choosing not to change the oil, the na-
tion will have to pay a much larger price down
the line.

The Administration and the Congress
have an opportunity and an obligation to
change this trajectory. Efficiency and reform
are most certainly valuable and even essen-
tial when dealing with budgets that are short
of the need, but they are not enough to solve
the underlying problems that DOD faces. Ulti-
mately, the department will need more money
for its facilities and a holistic strategy for re-
covery. It needs to reinvest in its installations
or divest them.

The Heritage Foundation | heritage.org/Military 57



Endnotes

1.

John Conger, Acting Deputy Under Secretary of Defense (Installations and Environment), statement before the Subcommittee
on Military Construction, Veteran Affairs, and Related Agencies, Committee on Appropriations, U.S. Senate, 113th Cong., 2nd
Sess., April 2, 2014, p. 1, https://www.appropriations.senate.gov/imo/media/doc/hearings/FINAL%20SAC-M%20%20Posture%20
Statement_4 2 14.pdf (accessed May 24, 2018).

U.S. Department of Defense, Real Property Assets Database (RPAD), “Department of Defense Real Property Portfolio: 2016 Real
Property Fast Facts,” February 21, 2017, https://www.acq.osd.mil/eie/Downloads/Fast_Facts 2016.pdf (accessed May 25, 2018).

U.S. General Services Administration, “GSA Properties,” last reviewed February 16, 2018, https://www.gsa.gov/real-estate/gsa-
properties (accessed May 25, 2018).

U.S. Department of the Interior, Bureau of Land Management, “What We Manage,” https;//www.blm.gov/about/what-we-
manage/national (accessed May 25, 2018).

U.S. Department of Agriculture, U.S. Forest Service, “Budget & Performance,” https://www.fs.fed.us/about-agency/budget-
performance (accessed May 25, 2018).

Table, “Base Structure Report—As of 30 Sept 2014,” in U.S. Department of Defense, Base Structure Report—Fiscal Year 2015
Baseline: A Summary of the Real Property Inventory, p. 61, https://www.acg.osd.mil/eie/Downloads/BSI/Base%20Structure%20
Report%20FY15.pdf (accessed May 25, 2018).

U.S. Department of Defense, Base Structure Report—Fiscal Year 2015 Baseline: A Summary of the Real Property Inventory, p. 6.

10 U.S. Code §2913 (b)(1), https://www.gpo.gov/fdsys/pka/USCODE-2011-title10/html/USCODE-2011-title10-subtitleA-partIV-
chap159-sec2687.htm (accessed June 4, 2018).

John Conger, Performing the Duties of Assistant Secretary of Defense (Energy, Installations and Environment), statement before
the Subcommittee on Readiness and Management Support, Committee on Armed Services, U.S. Senate, March 11, 2015, p. 1,
https://www.armed-services.senate.gov/imo/media/doc/Conger_%2003-11-15.pdf (accessed May 25, 2018).

U.S. Department of Defense, Office of the Deputy Under Secretary of Defense (Installations and Environment), 2007 Defense
Installations Strategic Plan, January 1, 2007, p. 20, http://handle.dtic.mil/100.2/ADA487620 (accessed July 20, 2018).

U.S. Department of the Navy, Fiscal Year (FY) 2019 Budget Estimates: Justification of Estimates, Operation and Maintenance, Navy,
February 2018, p. 7, http://www.secnav.navy.mil/fmc/fmb/Documents/19pres/OMN_Voll_book.pdf (accessed May 25, 2018).

U.S. Government Accountability Office, Sequestration: Documenting and Assessing Lessons Learned Would Assist DOD in
Planning for Future Budget Uncertainty, GAO-15-470, May 2015, p. 30, https://www.gao.gov/assets/680/670476.pdf (accessed
May 25, 2018).

National Research Council of the National Academies, Predicting Outcomes of Investments in Maintenance and Repair of Federal
Facilities (Washington: National Academies Press, 2012). p 15.

The Honorable Lucian Niemeyer, Assistant Secretary of Defense (Energy, Installations and Environment), statement on “Fiscal
Year 2019 Department of Defense Budget Request for Energy, Installations and Environment” before the Subcommittee on
Readiness, Committee on Armed Services, U.S. House of Representatives, April 18, 2018, p. 4, https;//docs.house.gov/meetings/
AS/AS03/20180418/108135/HHRG-115-AS03-Wstate-Niemeyerl-20180418.PDF (accessed May 25, 2018).

Peter Potochney, Acting Assistant Secretary of Defense (Energy, Installations, and Environment), statement on “Fiscal Year
2018 Department of Defense Budget Request for Energy, Installations, and Environment” before the Subcommittee on Military
Construction, Veterans Affairs, and Related Agencies, Committee on Appropriations, U.S. Senate, June 6, 2017, p. 16,
https://www.appropriations.senate.gov/imo/media/doc/060617-Potochney-Testimony.pdf (accessed May 25, 2018).

Brian J. Lepore, Director, Defense Capabilities and Management, U.S. Government Accountability Office, “Military Base
Realignments and Closures: Key Factors Contributing to BRAC 2005 Results,” testimony before the Subcommittee on Readiness,
Committee on Armed Services, U.S. House of Representatives, GAO-12-513T, March 8, 2012, p. 14, https://www.gao.gov/
assets/590/589135.pdf (accessed May 25, 2018).

Potochney, statement on “Fiscal Year 2018 Department of Defense Budget Request for Energy, Installations, and Environment,”
June 6, 2017, p. 16.

Ibid., p. 15.

Aaron Mehta and Joe Gould, “The New BRAC Strategy: Capability over Cost Savings,” Defense News, December 14, 2017,
https;//www.defensenews.com/pentagon/2017/12/14/the-new-brac-strategy-capability-over-cost-savings/ (accessed May 25, 2018).

Frank Kendall, “A Tale of Two BRACs,” Roll Call, November 21, 2013, http://www.rollcall.com/news/a_tale of two_bracs
commentary-229248-1.html (accessed May 25, 2018).

58

2019 Index of U.S. Military Strength



22.
23.
24,

25.
26.

27,

28.

29.

30.

3l.

32.
33.

34.

35.

36.

Amaani Lyle, “DoD Housing Pro Describes Privatization Evolution,” DoD News, January 26, 2015, https://www.defense.gov/News/
Article/Article/603983/dod-housing-pro-describes-privatization-evolution/ (accessed May 25, 2018).

Ibid.
10 U.S. Code & 2678, https://www.law.cornell.edu/uscode/text/10/2679 (accessed May 25, 2018).

U.S. Department of Defense, Office of the Assistant Secretary of Defense for Energy, Installations, and Environment, Department
of Defense Annual Energy Management and Resilience (AEMR) Report: Fiscal Year 2016, July 2017, p. 15, https://www.acg.osd.mil/
eie/Downloads/IE/FY%202016%20AEMR.pdf (accessed May 25, 2018).

bid., p. 18.

U.S. Department of Defense, Secretary of Defense, Under Secretary of Defense (Personnel and Readiness), Report to Congress:
2017 Sustainable Ranges, May 2017, p. 2, http://prhome.defense.gov/Portals/52/Documents/RFM/Readiness/docs/2017SRR_
FINAL.pdf?ver=2017-07-25-115014-387 (accessed May 25, 2018).

U.S. Department of Defense, Department of Defense Annual Energy Management and Resilience (AEMR) Report: Fiscal Year 2016,
p. 39.

U.S. Department of Defense, Office of the Assistant Secretary of Defense (Energy, Installations, and Environment), Energy
Resilience: Operations, Maintenance, & Testing (OM&T) Strategy and Implementation Guidance, March 2017, p. 4,
https://www.aca.osd.mil/eie/Downloads/IE/2%20-%20Energy%20Resilience%20-%200M&T%20Guidance%20(v17)%20-%20
PR%20Version%20-%20approved.pdf (accessed May 25, 2018).

Andrew Revkin, “Trump’s Defense Secretary Cites Climate Change as National Security Challenge,” ProPublica, March
14, 2017, https://www.propublica.org/article/trumps-defense-secretary-cites-climate-change-national-security-challenge
(accessed June 4, 2018).

U.S. Department of Defense, Office of the Under Secretary of Defense for Acquisition, Technology, and Logistics, Climate-Related
Risk to DoD Infrastructure: Initial Vulnerability Assessment Survey (SLVAS) Report, January 2018, p. 2, https:/climateandsecurity.
files.wordpress.com/2018/01/tab-b-slvas-report-1-24-2018.pdf (accessed May 25, 2018).

Congressional Quarterly, “Senate Armed Services Subcommittee on Readiness and Management Support Holds Hearing on
U.S. Forces Readiness,” CQ Congressional Transcripts, February 14, 2018, http://www.cq.com/doc/congressionaltranscripts-
5267204?15&search=JFszzkTn (accessed June 4, 2018).

Ibid.

Scott Waldman, “Key Missile Defense Installation Will be Uninhabitable in Less Than 20 Years,” E&E News, March 1, 2018,
https://www.scientificamerican.com/article/key-missile-defense-installation-will-be-uninhabitable-in-less-than-20-years/
(accessed May 25, 2018).

Curt D. Storlazzi, Stephen Gingerich, Peter Swarzenski, Olivia Cheriton, Clifford Voss, Ferdinand Oberle, Joshua Logan, Kurt
Rosenberger, Theresa Fregoso, Sara Rosa, Adam Johnson, and Li Erikson (U.S. Geological Survey); Don Field, Greg Piniak, Amit
Malhotra, and Mark Finkbeiner (National Oceanic and Atmospheric Administration); Ap van Dongeran, Ellen Quataert, Arnold van
Rooijen, Edwin Elias, and Mattijs Gawehn (Deltares); and Annamalai Hariharasubramanian, Matthew Widlansky, Jan Hafner, and
Chunxi Zhang (University of Hawaii), The Impact of Sea-Level Rise and Climate Change on Department of Defense Installations
on Atolls in the Pacific Ocean (RC-2334), Report to the U.S. Department of Defense Strategic Environmental Research and
Development Program, August 31, 2017, https://serdp-estcp.org/Program-Areas/Resource-Conservation-and-Resiliency/
Infrastructure-Resiliency/Vulnerability-and-Impact-Assessment/RC-2334#tfactsheet-17982-objective (accessed May 25, 2018).

H.R. 2180, National Defense Authorization Act for Fiscal Year 2018, Public Law 115-91, 115th Cong., https://www.congress.gov/115/
bills/hr2810/BILLS-115hr2810enr.pdf (accessed May 25, 2018).

U.S. Department of Defense, Unified Facilities Criteria (UFC): Cybersecurity of Facility-Related Control Systems, UFC 4-010-06,
September 19, 2016, https://www.acqg.osd.mil/eie/Downloads/IE/UFC_4 010_06.pdf (accessed May 25, 2018).

The Heritage Foundation | heritage.org/Military 59



Winning Future Wars: Modernization and
a 21st Century Defense Industrial Base

Daniel Gouré, PhD

Modernization Defined
and Theories of Modernization

Former Secretary of Defense Donald Rums-
feld is remembered for (among other state-
ments) his famous comment on military pre-
paredness: “You go to war with the Army you
have, not the Army you might want or wish to
have at a later time.” His insight aptly encom-
passes the modernization challenge for the
U.S. military.

America’s military must always be capable
of going to war this very day with capabilities
on which warfighters can rely, with which
they have trained, and for which they have the
necessary sustainment. At the same time, the
military needs to prepare for future conflicts,
to modernize, in anticipation of or in response
to changes in threats and technology, seeking
capabilities that will be needed in the event of
future fights. Finally, the military must ensure
that there is sufficient resilience and adaptabil-
ity in the defense industrial base to respond to
unanticipated circumstances and emerging
needs, particularly in wartime.

Modernization is one of the four pillars on
which U.S. military power rests, along with
force structure, readiness, and sustainability.
The goals of modernization are to close a ca-
pability gap, provide a qualitatively improved
capability, and/or reduce costs. Modernization
entails the replacement of an existing military
technology, generally a platform, weapon, or
system, with one that is significantly more

capable, even transformational. Moderniza-
tion is about more than just hardware. To

achieve a significant increase in military ef-
fectiveness, the new item must be married to

an appropriate organization, concept of op-
erations, set of tactics, command and control

system, and supporting infrastructure.

One of the best historical examples of military
modernization involving the interplay of new
platforms, organizations, and operational con-
ceptsis the United Kingdom’s successful effort
in the 1930s to create the integrated air defense
system that proved victorious during the Battle
of Britain. Over a period of years, the British
military married advances in technology, most
notably radar that could detect hostile aircraft
at significant ranges, with a novel command and
control network to relay warnings and dispatch
interceptors and a family of fighter aircraft, most
famously the Hurricane and Spitfire.?

It is important to recognize that this
achievement owes as much to nontechnical
factors as it does to advances in electronics or
aircraft design. As one defense analyst has ob-
served, “[t]he revolutionary innovation of Brit-
ish air defense emerged from the confluence of
the Royal Air Force reorganization, a revision
of strategic assumptions and national strate-
gy, and a small group of pivotal civil-military
advocates who championed the integration of
emerging technology.”®

Modernization is qualitatively different
from the U.S. military’s ongoing efforts to
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make incremental improvements in individu-
al platforms or weapons systems. This process,
termed upgrading, can go on for decades and

ultimately involve changing virtually all com-
ponents or systems on a given piece of military
equipment. Often, platforms undergo recap-
italization, the process by which they are re-
turned to as-new condition at the same time

that they receive upgrades.

Many of the most capable systems that the
U.S. military operates today have received
repeated upgrades. The current fleet of B-52
bombers, last produced in the late 1950s, has
undergone continuous upgrades and is slat-
ed to remain in service until around 2040.
Similarly, the Abrams main battle tank, first
deployed in 1980, has benefitted from an ex-
tensive series of upgrades including a new gun;
better armor; improved sensors, transmission,
command and control capabilities; and, most
recently, an active protection system. As a re-
sult, the Abrams remains the most lethal main
battle tank in the world.

Even the newest platforms and weapons
systems undergo continuous incremental
improvements. The F-35 Joint Strike Fight-
er (JSF) has just entered service with the Air
Force and Marine Corps; the Navy is a few
years behind. Yet the program is beginning ear-
ly software development and integration for
a Block 4 upgrade, scheduled for deployment
in the early 2020s, that will allow the employ-
ment of additional precision weapons as well
as an automatic ground collision avoidance
system.* Continuous product improvement
allows the warfighter to have capabilities in
hand while exploiting later advances in tac-
tics and technologies.

Historically, changes in military technolo-
gies have often occurred in clusters, reflecting
major advances in the sciences, manufactur-
ing processes, the organization of economic
activities, and even political structures. Many
military historians refer to these as Revolu-
tions in Military Affairs.” An RMA is based on
the marriage of new technologies with orga-
nizational reforms and innovative concepts of
operations. The result is often characterized as

anew way of warfare. RMAs require the assem-
bly of a complex mix of tactical, organizational,
doctrinal, and technological innovations in or-
der to implement a new conceptual approach
to warfare.

There have been a number of RMAs just in
the past century.® An example is the mecha-
nization of warfare that began in World War
I with the introduction of military airpower,
aircraft carriers, submarines, and armored
fighting vehicles. Out of these advances in tech-
nology came independent air forces, strategic
bombardment, and large-scale amphibious op-
erations. Another occurred with the invention
of nuclear weapons and long-range ballistic
missiles, which led to the creation of new or-
ganizations such as the now-defunct Strategic
Air Command and new concepts such as deter-
rence. In the 1970s, the advent of information
technologies and high-performance comput-
ing led to an ongoing RMA based largely on
improved intelligence and precision strike
weapons. The 1991 Gulf War and Operation
Iraqi Freedom in 2003 are considered to be
quintessential examples of this RMA.”

A variant of the RMA theory that is specifi-
cally applicable to U.S. defense planning, Stra-
tegic Offsets, was introduced by the Obama Ad-
ministration in 2014. Senior defense officials
argued that since the end of World War II, the
United States had twice exploited investments
in advanced technologies to offset the military
advantages of its major competitors.® These
strategically driven modernization efforts
radically changed the equipment, organization,
and operations of America’s armed services.

In the 1950s and 1960s, to counter the
Soviet Union’s quantitative superiority in
conventional forces, the United States built
a large and sophisticated arsenal of nuclear
weapons and delivery systems. This was the
First Offset. Once the Soviet Union acquired
parity in nuclear forces, the United States
reacquired military superiority in the 1970s
and 1980s by exploiting the revolutions in
electronics and materials and investing in
stealth, information technologies, computers,
high-resolution/multispectral sensors, and
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precision navigation. This was the Second
Offset. The U.S. military has sought to extend
the advantages from this Second Offset for the
past 25 years.

Now many believe that the U.S. military
must pursue a new modernization effort. This
Third Offset is made necessary by the rise
of great-power competitors, the loss of the
military advantages achieved by the Second
Offset, and the development of a host of new
technologies, many driven by the private sec-
tor rather than by government, that promise
to change the way military equipment is de-
signed and built and the way military forces
will fight. This new Offset is a function, first
and foremost, of the proliferation of sensors
and so-called smart devices; the creation of
increasingly large, complex, and sophisticat-
ed information networks; and the growing
potential in automated systems and artificial
intelligence.’ Defense leaders seek to reestab-
lish U.S. military-technological superiority
by investing in such new areas as undersea
systems, hypersonics, electronic warfare, big
data analytics, advanced materials, 3-D print-
ing, energy and propulsion, robotics, autonomy,
man-machine interfaces, and advanced sens-
ing and computing.'

It is noteworthy that the first two Offset
strategies were driven primarily by govern-
ment, principally defense-related, investments
in science and technology. The Third Offset
is largely based on advances by the private
sector in areas such as electronics, artificial
intelligence, information technologies, and
networking. The innovation cycle times for
many of these new technologies are far faster
than those for traditional military programs.
In addition, because these advances are the
product of commercial development, it is dif-
ficult to control access to them by competitors,
both great and small. As a result, the U.S. de-
fense establishment is increasingly challenged
not only to adopt these advances and integrate
them into military systems, but also to adapt
to the more rapid pace of change in everything
from contracting and budgeting to organiza-
tion, training, and sustainment.

The centerpiece of the Obama Administra-
tion’s effort to jump-start a Third Offset was a
new Long-Range Research and Development
Planning Program (LRRDPP) to help identify,
develop, and field breakthroughs in the most
cutting-edge technologies and systems, espe-
cially in the fields of robotics, autonomous sys-
tems, miniaturization, big data, and advanced
manufacturing, including 3-D printing."! The
LRRDPP was a capabilities-based exercise that
reflected the generic nature of the Adminis-
tration’s threat assessments.'? In the absence
of a threat-driven research and development
(R&D) plan, the best the Pentagon could do
was try to speed up the overall introduction of
new technologies.

In order to accelerate the acquisition of
leading-edge innovations from the commer-
cial sector, then-Secretary of Defense Ashton
Carter stood up the Defense Innovation Unit
Experimental (DIUx). Located in Silicon Valley
and modeled after the CIA’s In-Q-Tel, a ven-
ture capital firm that provides seed money for
innovative commercial companies working
in areas of interest to the Intelligence Com-
munity,'® the DIUx provides capital to small
and start-up companies that are working on
applications of advanced technology that are
relevant to long-range Department of Defense
(DOD) R&D goals.

The Trump Administration has been even
more forceful than its predecessor in stressing
the need for abroad-based, strategically driven
modernization effort. Great-power competi-
tion has returned as a driving force in inter-
national relations. While this country spent
20 years in the modernization wilderness, in-
vesting in capabilities to defeat low-tech insur-
gencies and building capacity over capability,
competitors targeted modernization efforts
intended to undermine U.S. military-techno-
logical advantages. According to the Adminis-
tration’s 2017 National Security Strategy:

Deterrence today is significantly more
complex to achieve than during the Cold
War. Adversaries studied the Ameri-

can way of war and began investing in
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capabilities that targeted our strengths
and sought to exploit perceived weak-
nesses. The spread of accurate and inex-
pensive weapons and the use of cyber
tools have allowed state and non-state
competitors to harm the United States
across various domains. Such capabili-
ties contest what was until recently U.S.
dominance across the land, air, maritime,
space, and cyberspace domains. They
also enable adversaries to attempt stra-
tegic attacks against the United States—
without resorting to nuclear weapons—in
ways that could cripple our economy and
our ability to deploy our military forces.**

In addition to the intensification of compe-
tition between nations, technological change
is also driving the need to modernize the U.S.
military. The 2018 National Defense Strategy
states that the key to future U.S. security lies
in the exploitation of these new technologies:

The security environment is also affected
by rapid technological advancements and
the changing character of war. The drive
to develop new technologies is relentless,
expanding to more actors with lower
barriers of entry, and moving at acceler-
ating speed. New technologies include
advanced computing, “big data” analytics,
artificial intelligence, autonomy, robotics,
directed energy, hypersonics, and bio-
technology—the very technologies that
ensure we will be able to fight and win
the wars of the future.®

However, investments in technology are
only part of what is required for the Unit-
ed States to engage successfully in the new
great-power competition and deter major
conflicts. The National Defense Strategy takes a
broad view of what must be done to modernize
U.S. national security capabilities and institu-
tions. In particular, it proposes expanding the
competitive space in ways that position areas
of U.S. comparative advantage against those
where our adversaries are relatively weak:

A long-term strategic competition
requires the seamless integration of mul-
tiple elements of national power—diplo-
macy, information, economics, finance, in-
telligence, law enforcement, and military.
More than any other nation, America can
expand the competitive space, seizing
the initiative to challenge our competitors
where we possess advantages and they
lack strength. A more lethal force, strong
alliances and partnerships, American
technological innovation, and a culture of
performance will generate decisive and
sustained U.S. military advantages.t

It is difficult to question the fundamental
assumption in current U.S. national security
planning: that this nation must pursue com-
prehensive, rapid modernization of its military
capabilities. The rapid evolution of the interna-
tional security environment, the growing mili-
tary-technological sophistication of both state
and non-state adversaries, and the intensifying
rate of global technological change, much of it
driven by the private sector, necessitate such
an effort. While inevitably costly, the alterna-
tive—the loss of U.S. military superiority—would
entail far greater costs to this country.

Challenges to U.S. Military
Modernization in the 21st Century

Today, U.S. national security may be under
greater stress than at any time since the early
days of the Cold War. The number of geostrate-
gic threats to U.S. global interests and allies has
increased, and the ways and means of modern
warfare are evolving with remarkable speed.
Competitors are engaged in an intensive and
broad-based arms race intended, first, to deny
the United States its hard-won military ad-
vantages and, second, to establish their own
military superiority. Advanced military and
dual-use technologies are proliferating wide-
ly. The defense industrial base has shrunk to
the point that there are numerous instances of
single suppliers of critical items. The national
security innovation base is under stress from
within and attack from without.
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Senior defense officials and military leaders
have identified five evolving strategic challeng-
es to U.S. security: Russia, China, North Korea,
Iran, and terrorism. The first two are engaged
in major military modernization programs,
investing in capabilities designed to counter
long-held U.S. military-technological advan-
tages. According to Army Major General Eric
Wesley, “some analysts have said of 10 major
capabilities that we use for warfighting that by
the year 2030, Russia will have exceeded our
capability in six, will have parity in three, and
the United States will dominate in one.”"”

In a number of ways, Russia has made the
greatest strides in the shortest period of time.
Compare Russia’s problematic campaign
against Georgia in 2008 with the much bet-
ter-planned and better-executed operations in
Crimea and Ukraine a short six years later. Mos-
cow’s operations in Ukraine allowed the world
to observe the gains Russian ground forces have
made in both technologies and combat tech-
niques. Russian forces have demonstrated ad-
vances in armored combat vehicles; electronic
warfare (EW); long-range massed fires coupled
with drone-provided intelligence, surveillance,
and reconnaissance (ISR); mobile, high-perfor-
mance air defenses; and air assault.’® A respect-
ed expert on this new generation of Russian mil-
itary capabilities has described one engagement:

In a 3-minute period...a Russian fire strike
wiped out two mechanized battalions
[with] a combination of top-attack muni-
tions and thermobaric warheads.... If you
have not experienced or seen the effects
of thermobaric warheads, start taking a
hard look. They might soon be coming to
a theater near you .

The impact of Russian investments in a new
generation of ground combat capabilities has
been amply demonstrated by operations over
the past several years in Ukraine and Syria.
The combination of drone-based ISR, com-
munications jamming, and the application of
long-range firepower with advanced warheads
has proved to be especially lethal.

Russian advances in EW have been partic-
ularly noteworthy and have resulted in the
deployment of systems that can challenge
one of the central features of modern U.S. mil-
itary capabilities: the ability to link sensors
to shooters in a manner that provides a near
real-time ability to conduct long-range and
multidomain fires. Ukrainian separatist forc-
es equipped with Russian EW systems have
demonstrated a highly sophisticated ability to
jam communications systems, deny access to
GPS, and interfere with the operation of sen-
sor platforms. Recently, it has been reported
that U.S.-made tactical drones operated by
Ukrainian security forces were being jammed
and hacked by the Ukrainian rebels.?® Russian
forces in Syria were reported to have jammed
U.S. intelligence/psychological operations air-
craft operating in the western portion of that
country.

“Given [the Russian military’s] moderniza-
tion, the pace thatit’s on,” Army General Curtis
M. Scaparrotti, Supreme Allied Commander,
Europe, has warned, “we have to maintain our
modernization...so that we can remain domi-
nant in the areas that we are dominant today.”
Otherwise, “I think that their pace would put
us certainly challenged in a military domain in
almost every perspective by, say, 2025.”%2

China is equally intent on developing mili-
tary capabilities that pose a direct challenge to
the United States and its allies. According to
Defense Department’s 2017 Annual Report to
Congress: Military and Security Developments
Involving the People’s Republic of China:

China’s leaders remain focused on devel-
oping the capabilities to deter or defeat
adversary power projection and counter
third-party intervention—including by the
United States—during a crisis or conflict....

China’s military modernization is tar-
geting capabilities with the potential to
degrade core U.S. military-technological
advantages. To support this modern-
ization, China uses a variety of methods
to acquire foreign military and dual-use
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technologies, including cyber theft, tar-
geted foreign direct investment, and ex-
ploitation of the access of private Chinese
nationals to such technologies....2

Inits 2017 report to Congress, the U.S.-Chi-
na Economic and Security Review Commission
identified a number of specific capabilities that
the People’s Liberation Army is developing for
the purposes of targeting U.S. military forces
and countering advanced U.S. capabilities:

The weapons and systems under devel-
opment and those that are being fielded
by China’s military—such as intermedi-
ate-range ballistic missiles, bombers with
long-range precision strike capabilities,
and guided missile nuclear attack sub-
marines—are intended to provide China
the capability to strike targets further
from shore, such as Guam, and poten-
tially complicate U.S. responses to crises
involving China in the Indo-Pacific....

China’s increasingly accurate and ad-
vanced missile forces are intended to
erode the ability of the United States to
operate freely in the region in the event of
a conflict and are capable of holding U.S.
forces in the region at risk.

China’s continued focus on developing
counter space capabilities indicates
Beijing seeks to hold U.S. intelligence,
surveillance, and reconnaissance satellites
at risk in the event of conflict.2*

More and more, the strategic competition
with Russia and China will be in the exploita-
tion of advanced technologies with military
applications. In her statement before the Sen-
ate Armed Services Committee, Lisa J. Porter,
nominee to be Deputy Under Secretary of
Defense for Research and Engineering, ob-
served that:

[N]ot only do we face a diversity of
threats, we also face a diversity of

technological approaches being em-
ployed against us, which range from
innovative uses of existing technologies
in ways we have not always anticipat-
ed, to the employment of cutting edge
capabilities ranging from space systems
to cyber attacks to machine learning to
hypersonics to biotechnology.?

Outgoing Commander of U.S. Pacific Com-
mand (PACOM) Admiral Harry Harris has
warned explicitly that the United States is in
danger of losing the next arms race with China:

I am also deeply concerned about China’s
heavy investments into the next wave of
military technologies, including hyper-
sonic missiles, advanced space and cyber
capabilities, and artificial intelligence—if
the U.S. does not keep pace, USPACOM
will struggle to compete with the People’s
Liberation Army (PLA) on future bat-
tlefields. China’s ongoing military mod-
ernization is a core element of China’s
stated strategy to supplant the U.S. as the
security partner of choice for countries in
the Indo-Pacific.26

In addition, Russia and China are provid-
ing advanced conventional military hardware
to a growing number of states. According to a
senior U.S. Army source, “If the Army goes into
ground combat in the Middle East, we will face
equipment from Russia, Iran and in some cas-
es China.”# Russia is a major defense exporter.
It sells advanced aircraft, air defense systems,
radar, and ships to China and India; recently
began to deliver the S-300 air defense system
to Iran; and has reentered the Egyptian market,
selling Egypt 50 Kamov Ka-52 Alligator com-
bat helicopters.

Regional challengers like North Korea and
Iran are investing in such asymmetric military
capabilities as ballistic missiles, advanced air
defense systems, and even nuclear weapons.
Both nation-states and non-state terrorist
groups are able to access advanced military
equipment provided not only by Russia and
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China, but by Western countries as well. Iran
has received advanced air defense systems
from Russia and land-based anti-ship cruise
missiles from China. Capabilities once viewed
as restricted to peer competitors are increas-
ingly within the arsenals of local adversaries
and terrorist groups.

The Army’s latest operating concept de-
scribes the challenge in stark terms:

As new military technologies are more
easily transferred, potential threats
emulate U.S. military capabilities to
counter U.S. power projection and limit
U.S. freedom of action. These capabilities
include precision-guided rockets, artillery,
mortars and missiles that target tradition-
al U.S. strengths in the air and maritime
domains. Hostile nation-states may
attempt to overwhelm defense systems
and impose a high cost on the US. to
intervene in a contingency or crisis. State
and non-state actors apply technology
to disrupt U.S. advantages in communi-
cations, long-range precision fires and
surveillance.?®

Even terrorist groups are deploying ad-
vanced weaponry. A recent YouTube video
that went viral shows the destruction of an
Iraqi M-1 Abrams, basically the same kind op-
erated by the U.S. military, by an Islamic State
(ISIS)-fired, Russian-made Kornet anti-tank
guided missile.?” Since 2003, the U.S. military
and its coalition allies have lost vehicles of all
kinds to rocket-propelled grenades. U.S. Navy
ships operating in the Gulf of Aden have been
attacked repeatedly by Yemeni Islamist reb-
els armed with Chinese-made anti-ship cruise
missiles.?® It has been discovered that ISIS set
up industrial-scale facilities to produce im-
provised explosive devices (IEDs) and other
military equipment.®

A new global arms race is heating up. It
does not involve nuclear weapons, advanced
fighter aircraft, robotic tanks, or long-range
missiles. It is a race between terrorists wea-
ponizing commercially available drones and

efforts by the world’s most technologically
advanced militaries to deploy effective, low-
cost countermeasures.

In the hands of groups like ISIS, Hezbollah,
and Hamas, drones constitute the ultimate
hybrid threat. For the first time in history,
non-state terrorists and insurgencies have
an air force. ISIS, for example, now routinely
employs commercially available drones to per-
form many of the missions that the U.S. mil-
itary performs with large, sophisticated, and
expensive aircraft: ISR, targeting for indirect
fire systems, weapons delivery, and informa-
tion operations. ISIS is reported to use drones
to help direct vehicle-borne IED attacks.??

It is evident that both nation-states and
terrorist groups are making enormous efforts
to negate the U.S. military’s long-held tech-
nological advantages. Some challengers are
developing a comprehensive suite of coun-
tervailing capabilities; others are deploying
available technologies, sometimes based on
commercial systems adapted for military pur-
poses. All, however, are creating forces that
are intended to counter or even defeat U.S.
ground forces.

The consequence of investments by adver-
saries in systems to counter and even exceed
the capabilities deployed by the U.S. military
is the progressive loss of tactical overmatch.
Challengers generally—but the Russian mili-
tary in particular—have invested in asymmet-
ric capabilities such as EW, air defenses, an-
ti-armor weapons, improved combat vehicles,
and advanced artillery and missiles precisely
for the purpose of denying tactical overmatch
to U.S. and allied ground forces.

The Department of Defense has created
the dangerous illusion of undiminished U.S.
military prowess by ensuring the readiness of
deploying forces at the expense of force size,
modernization, infrastructure recapitalization,
and training. In fairness to those in uniform
and their civilian counterparts, they had no
other choice. It made no sense to prepare for
the next war while losing the ones you were
currently fighting. In addition, for most of the
past century, the risk of major conflict with a
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regional power or near-peer was judged to be
extremely low. But that is no longer the case.

Decades of declining U.S. defense budgets
and a 20-year focus on low-intensity conflicts
has resulted in a U.S. military that is simul-
taneously unready for today’s conflicts; unfit
to conduct the high-end, high intensity wars
of the future; and worn out after nearly two
decades of continuous combat. According to
Secretary of Defense James Mattis:

Our military remains capable, but our
competitive edge has eroded in every
domain of warfare—air, land, sea, space,
and cyber. The combination of rapidly
changing technology, the negative impact
on military readiness resulting from the
longest continuous period of combat

in our Nation’s history, and a prolonged
period of unpredictable and insufficient
funding, created an overstretched and
under-resourced military.3?

Senior members of the military made the
obligatory pilgrimage to Capitol Hill last year
to testify as to the state of the armed forces. In
virtually every case, the message was the same:
As aconsequence of years of underfunding, the
U.S. military is at the breaking point—and this
is in the absence of a major conflict.

e According to the Army representatives,
in order to maintain enough ready forc-
es, the service has “accepted consider-
able risk by reducing end-strength and
deferring modernization programs and
infrastructure investments” in “trade-offs
[that] reflect constrained resources, not
strategic insight.... [O]ur restored strength
must be coupled with sufficient and sus-
tained funding to avoid creating a hollow
force.”3*

e The Navy representatives acknowledged
that the effort to ensure that deployed
forces are ready has come at the expense
of the rest of the service: “[ W]hile our
first team on deployment is ready, our

bench—the depth of our forces at home—
is thin. It has become clear to us that the
Navy’s overall readiness has reached its
lowest level in many years.”*

o Air Force leaders joined this somber cho-
rus, pointing out that “[s]ustained global
commitments combined with continuous
fiscal turmoil continue to have alasting
impact on readiness, capacity, and capa-
bility for a full-spectrum fight against a
near-peer adversary.”3¢

All of the services have credible plans to
repair the damage done over the past decades,
but funding limitations are forcing them to
modernize at a pace that is both uneconom-
ical and irrelevant to the growing threat. For
example, at current production rates, the Air
Force, Navy, and Marine Corps will not receive
their full complements of F-35 fighters until
approximately 2037. The Army’s plan is to
modernize its fleets of tanks, armored fighting
vehicles, artillery, and rocket launchers over a
period of decades. Even with additional fund-
ing, the Navy will not achieve its goal of 355
ships until the 2030s.

The U.S. military is at an inflection point. It
must address readiness shortfalls for a force
that could be called on to fight at any time.
However, decades of deferred modernization
have resulted in a force that is obsolescing.
Maintaining fleets of aging planes, ships, and
tanks is becoming prohibitively expensive. In
addition, new threats and a quickening pace of
technological progress make modernization an
imperative. The challenge confronting DOD
is the need to lay out a long-term investment
strategy that replaces aging systems with new
ones that incorporate advanced technologies
to provide greater lethality, improved main-
tainability, and lower operating costs.

The same underfunding that hollowed out
the U.S. military over the past several decades
also affected the industrial base that is nec-
essary for a credible national defense. In the
future, that industrial base may not have suffi-
cient capacity and capability to meet the needs
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of a nation engaged in a long-term strategic
competition with multiple adversaries.

The United States fought and won the Cold
‘War on the basis of a unique set of political, eco-
nomic, industrial, and technological advantag-
es. By the end of World War I1, this country had
learned how to harness its industrial might and
scientific talent to produce more and, in many
cases, better military equipment than any other
country was capable of producing.*” In the de-
cades that followed, the United States contin-
ued to depend on its superiority in science and
technology and the capabilities of its aerospace
and defense industries to turn the products of
government-sponsored research and develop-
ment into advanced military systems.

The end of the Cold War marked the begin-
ning of the end for the system of technological
and industrial investment that had sustained
U.S. military preeminence for more than four
decades. Protracted periods of declining de-
fense budgets caused a sharp contraction in
the aerospace and defense sector.?® A period
of rapid vertical and horizontal integration in
this sector led to the concentration of critical
manufacturing and R&D capabilities in a hand-
ful of major defense companies, the so-called
primes, and a hollowing out of the supplier
base on which these large companies relied
for parts, components, and even major systems.

As a result, the once vaunted Arsenal of
Democracy withered. The demand of national
security no longer would drive investments in
science and technology or in productive capac-
ity. The number of companies specializing in
aerospace and defense goods shrank precipi-
tously through mergers and exiting of the sec-
tor. “We will have American industry providing
for national defense,” opined Norman Augus-
tine, then chairman of one of the new defense
primes, Lockheed Martin, itself a product of
the merger of Lockheed and Martin Marietta.

“But we will not have a national defense indus-
try. This is not the best of all worlds. We’ll have
to draw on our industrial base rather than hav-
ing the defense capability of the past.”*

The decline of the defense industrial base
as a driver of the overall economy is reflected

in the Fortune 500 listings. In 1961, 15 defense

companies were among the top 100 compa-
nies listed. In 2017, only four aerospace and

defense companies were ranked above 100. Of
these, only two—Lockheed Martin and General

Dynamics—were primarily defense companies.
The other two—Boeing, the highest ranking of
the four at 24, and United Technologies—are

major providers of defense products but re-
ceive alarge percentage of their total revenues

from commercial sales.*

The change in the ranking of defense and
aerospace companies in the Fortune 500 re-
flects two critical factors. The first is the long-
term decline in U.S. defense spending. Even as
the overall revenues and earnings of the top
100 companies increased about sevenfold over
the past five decades, those of the aerospace
and defense companies only doubled.* This
decline translated into a reduced demand for
unique defense items, which in turn result-
ed in a collapse in the resources available to
aerospace and defense companies to sustain,
much less upgrade or modernize, their produc-
tive capacities.

The impact of declining defense spending
on the output of defense-related goods and
products has been exacerbated by the overall
deindustrialization of the U.S. economy. From
basic commodities such as steel and aluminum
to the major subsectors such as shipbuilding
and even textiles, the United States has seen
the decline of domestic production and in-
creased reliance on offshore suppliers, includ-
ing such competitors as China.*? Survival of
the commercial U.S. shipbuilding, ship repair,
and maritime workforce now depends almost
entirely on the requirements imposed by the
Jones Act.*?

The globalization and offshoring of critical
industries challenge the U.S. industrial base
to produce sufficient quantities of major end
items even in peacetime. In the event of war,
the U.S. military could rapidly run out of mu-
nitions, spare parts, and even critical consum-
ables. Even in major industrial sectors such as
automobiles, there is no longer the domes-
tic capacity to support a major, protracted
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high-end conflict. “In not just World War I1,
but Korea and Vietnam and the Cold War, you
were able to draw from this manufacturing
industrial base that was dual use. You had a
vibrant automotive industry for instance,” an
Administration official has said. “Today, the
manufacturing capacity is just not there on
the civilian side.”**

Consequently, the U.S. military faces a prob-
lem both of capability, the product of mod-
ernization, and capacity, the result of insuffi-
cient productive means. According to Marine
Corps General Joseph Dunford, Chairman of
the Joint Chiefs of Staff, the combination of
disinvestment and deindustrialization has
limited the ability of the U.S. industrial base
to meet the demands of a high-end conflict:

“Aging logistics infrastructure (i.e. roads, rails,
ports, bases), along with an increasingly brittle
defense industrial base have long-term conse-
quences that limit our ability to sustain a pro-
tracted or simultaneous conflict.”*®

The second factor behind the defense and
aerospace companies’ changed Fortune 500
rankings is the change in the composition of
defense goods and services. Increasingly, ad-
vances in defense capabilities, whether they
result from upgrades or from modernization,
are due to the introduction of technologies de-
veloped by private companies for the commer-
cial market. Many of these companies provide
goods and services to the military, but for the
majority, the Department of Defense is but one
of many customers. This is particularly the
case with respect to IT products, logistics ser-
vices, and activities critical to the sustainment
of military forces and operations. For exam-
ple, in order to save money and improve func-
tionality, the Pentagon is shuttering its own
data centers and increasingly buying cloud
services from commercial suppliers. In Oper-
ations Iraqi Freedom and Enduring Freedom,
much of the flow of supplies into the theater, as
well as the sustainment of military forces, was
conducted by such private companies as UPS,
FedEx, KBR, and Agility.

Defense leaders are increasingly aware
that the impetus for innovation for much of

the next generation of military equipment,
both hardware and software, will come from
the commercial sector and that this sector is
increasingly globalized. This is particularly
true with respect to information technologies,
software development, artificial intelligence,
robotics, and the biological sciences.

This has created a host of challenges for U.S.
defense modernization. The primary challenge
is the defense acquisition system, which has a
set of standards, practices, timelines, and incen-
tives that are orthogonal to those that operate
in the commercial world. The increasingly glo-
balized nature of advanced R&D and produc-
tion requires a different approach to exploiting
cutting-edge commercial advances ahead of
potential adversaries. According to Under Sec-
retary of Defense for Research and Engineering
Michael Griffin, the key is rapid innovation:

The technology playing field is changing.
Important technology breakthroughs in
many fields are now driven by commercial
and international concerns. Our strategy
acknowledges the imperative of a global,
networked and full-spectrum joint force.
It responds to the new fiscal environment
and emphasizes new ways of operating
and partnering. In a world where all have
nearly equal access to open technology,
innovation is a critical discriminator in
assuring technology superiority.*®

Defense R&D and acquisition officials are
struggling to reconcile two very different ap-
proaches to the development, production, and
support of goods and services. It often takes
15 or 20 years for major defense programs to
go from initial concept to full-rate production.
In the commercial world, it can take only two
years. Itis recognized by DOD’s leadership that
the current acquisition system is too slow at
fielding new capabilities. In the words of Under
Secretary Griffin:

We need to think again, as we have really
not since the 1980s, about our approach
to acquisition. Government acquisition
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across the board—not restricted to
space—is a mess. We take far longer to
buy things that we need on behalf of the
taxpayers, and we spend more money
trying to prevent a mistake than the cost
of the mistake. We’re far out of balance
on checks and balances in terms of gov-
ernment acquisition.*”

When it comes to software, the contrast be-
tween defense and commercial practices is even
starker. It can take the Pentagon two years to
write a request for proposal for a new software
system and another two years to award a con-
tract. In the commercial world, six months can
be along time for the delivery of software. Will
Roper, former head of DOD’s Strategic Capabil-
ities Office and now Assistant Secretary of the
Air Force for Acquisition, Technology and Logis-
tics (AT&L), has reportedly warned that “[t]he
Defense Department’s decades-old acquisition
system, which was created to build things like
aircraft and submarines, simply doesn’t work
for software, because by the time the service
actually takes ownership of the software it’s no
longer relevant.”*®

More broadly, the argument made by crit-
ics of the current defense acquisition system
is that it lacks the characteristics that enable
agile and innovative organizations like those
in Silicon Valley. According to one account,
Lisa Porter has aptly described the difference
between the two cultures: ““We have to reset
the culture at the Pentagon’ to allow for fail-
ure, learn from it and move on.... To Silicon
Valley entrepreneurs, ‘risk aversion is anath-
ema,” but that is the practice in the Defense
Department.”*’

The Trump Administration is the first to
identify the American ability to innovate as
critical to the nation’s security and economic
well-being. The 2017 National Security Strat-
egy specifically calls for the protection of the
National Security Innovation Base:

We must defend our National Security
Innovation Base (NSIB) against competi-
tors. The NSIB is the American network of

knowledge, capabilities, and people—in-
cluding academia, National Laboratories,
and the private sector—that turns ideas
into innovations, transforms discoveries
into successful commercial products and
companies, and protects and enhances
the American way of life. The genius of
creative Americans, and the free system
that enables them, is critical to American
security and prosperity.*°

Congress has recognized the need to make
the Pentagon’s acquisition system more agile
and innovative. To that end, the 2017 National
Defense Authorization Act (NDAA) mandated
that the office of Under Secretary for AT&L, the
organization that oversees the entire Penta-
gon acquisition system from basic science and
technology to sustainment of existing capabil-
ities and demilitarization of retiring platforms
and systems, be split into two smaller offices:
Under Secretary of Defense for Research and
Engineering and Under Secretary for Acquisi-
tion and Sustainment.” The primary objectives
of this reorganization are to achieve greater in-
novation in the pursuit of advanced military
technologies, more rapid transition of new
technologies into acquisition programs, and
more expeditious fielding of new capabilities.

Beyond achieving the goal of greater inno-
vation, defense modernization also depends
on the ability to produce advanced military
capabilities and related software rapidly and
in volume. The ability to respond to changing
demands from the field and to increase the
production of defense end items is limited by
the state of the defense industrial base and by
cumbersome acquisition processes.

Perhaps the clearest acknowledgement of
the current acquisition system’s inadequacies
was the creation by DOD and the services of
special offices with unique authorities express-
ly for the purpose of leveraging technology de-
velopment efforts across DOD and expanding
or repurposing existing operational capabil-
ities. In 2012, the Pentagon created the Stra-
tegic Capabilities Office (SCO). According to
then-Secretary of Defense Ashton Carter, “The
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SCO is particularly focused on taking weapons

systems that we now have. It has been one of
the things—places where it’s been more cre-
ative...and giving them new missions.”>?

Each of the military services has created its
own rapid capabilities office (RCO). These or-
ganizations have demonstrated that improved
capabilities that address critical capability
gaps can be fielded more rapidly. The first was
the Air Force’s RCO, responsible for (among
other programs) initial development of the
X-37B space plane and B-21 bomber.*® The
Navy’s Maritime Accelerated Capabilities Of-
fice has been instrumental in accelerating that
service’s MQ-25A unmanned tanker, Large
Displacement Unmanned Undersea Vehicle,
and Standard Missile-2 Block 3 system.** Sim-
ilarly, the Army’s RCO has begun to address
deficiencies in electronic warfare, long-range
fires, and non- GPS-based position, navigation,
and targeting systems.®”

Several important features of the SCO/RCO
approach are relevant to the overall reform of
the services’ acquisition systems. These offices:

e Focus on what can be deployed in the near
term (one or two years) based on avail-
able technology;

e Do not have to pursue full and
open competitions;

¢ Arenotonly R&D organizations, but also
have the ability to procure and field real
capabilities; and

o Have a close working relationship with
the warfighters that enables the rap-
id collection of feedback to improve
their offerings.

The Army is taking its RCO to a new level
by reorganizing it into a Program Executive
Office. There will be two program managers
under the new structure, one for rapid proto-
typing and one responsible for rapid acquisi-
tion.>® The rapid prototyping program manager
will support the cross-functional teams (CFTs)

and, logically, the new Futures Command. The
RCO also is working very closely with Army
program managers to ensure that the latter
benefits from the insights and data that the
former develops.

The successes of the SCO and RCOs provide
a template for reform of the services’ acquisi-
tion systems. In essence, they have proven that
there is an alternative approach to acquisition,
one that is agile, creative, willing to take risks,
and able to pull ideas from traditional defense
companies, large commercial ventures, start-
ups, government laboratories, and academia.

However, the work of both the SCO and
service-based rapid capability offices is more
about adaptation than innovation. They are
working to fill critical capability gaps largely
by repurposing or modifying existing sys-
tems. Their work does not require significant
changes in organizations or operating con-
cepts. Modernization—the transition to a new
generation of capabilities with possibly revo-
lutionary effects—is a more involved, complex,
and time-consuming activity.

The current difficulty of maintaining ade-
quate stockpiles of precision munitions is an
excellent example of the problems facing to-
day’s defense industrial base. The Air Force has
been rapidly depleting its stockpiles of smart
munitions in order to meet the demands of the
fight against ISIS. According to DOD’s Fiscal
Year 2017 Annual Industrial Capabilities Re-
port to Congress, this is a result of decades of
inconsistent funding, the lack of investment in
new designs reflecting changes in component
technologies, the loss of domestic suppliers,
and a growing dependence on foreign sources
for raw materials and components. The effects
of these various challenges could be nothing
short of catastrophic for the nation’s security:

The loss of this design and production
capability could result in costly delays,
unanticipated expense, and a significant
impact to many current and future missile
programs, damaging the readiness of the
Department [of Defense] and nega-
tively impacting a foundational national
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defense priority by placing the ballistic
missile production capability at risk.>”

In some instances, where foreign produc-
ers have the best products, it makes sense to
acquire designs, components, and even entire
platforms from foreign sources. This has been
the case with Active Protection Systems for ar-
mored vehicles, light attack aircraft, and the
Marine Corps’ Amphibious Combat Vehicle In-
crement 1.1. In the case of the F-35 Joint Strike
Fighter, eight foreign allies are part of the con-
sortium to develop and build the aircraft.

However, over the past half century, more
and more production of items that go into U.S.
defense goods comes from foreign countries,
including those that are our main competi-
tors. It is difficult for DOD even to track the
sourcing of many components that end up in
U.S. weapons systems. There have been numer-
ous reports of faulty and even fraudulent parts
from China showing up in U.S. military sys-
tems.*® Recently, the Pentagon banned the sale
or use on U.S. military bases of telecommunica-
tions devices made by the Chinese companies
Huawei and ZTE.*” Under Secretary of Defense
for Acquisition and Sustainment Ellen Lord
has warned that U.S. dependence on China for
materials and components that are essential
to high-end defense products is “quite alarm-
ing.” According to Lord, "We have an amazing
amount of dependency on China, and we are
sole sourced for rare earth minerals, energetics,
different things. This is a problem for us as we
move forward.”*°

Finally, the defense acquisition system and
companies engaged in defense-related produc-
tion and sustainment face a critical workforce
shortage. The secular decline in manufacturing
has resulted in a loss both of aerospace and de-
fense workers and of the skilled technicians and
artisans that produce the machines and tools
needed to construct next-generation weapons
systems. DOD’s Fiscal Year 2017 Annual Indus-
trial Capabilities Report to Congress identifies
weaknesses in the workforce as a serious threat
to the ability of the aerospace and defense in-
dustrial base to support military requirements:

A&D [aerospace and defense] companies
are being faced with a shortage of qual-
ified workers to meet current demands
as well as needing to integrate a younger
workforce with the “right skills, aptitude,
experience, and interest to step into the
jobs vacated by senior-level engineers
and skilled technicians” as they exit the
workforce.®t

The retirement of the Baby Boomer gener-
ation and the lack of sufficient opportunities
for technical education are also exacerbating
the workforce problem. “Throughout our de-
fense industrial base, talented workers in these
critically important trades are retiring and not
being replaced in sufficient numbers to sup-
port our defense needs,” according to White
House National Trade Council Director Peter
Navarro. “Shipyards, vehicle manufacturing
and aircraft facilities are particularly hard-hit.
Training the next generation of skilled trade
workers will be essential to our military’s fu-
ture success.”®?

An additional workforce issue is the back-
log in security clearances. The number of
engineers, scientists, and even procurement
officers awaiting clearances has grown expo-
nentially over the past several years. Major
defense programs are being hampered by the
inability to get critical technical personnel
cleared expeditiously. As one longtime observ-
er of the aerospace and defense industry has
observed, this shortfall also acts like a tax on
defense procurement:

The government is not keeping up with
the demand for clearances. As of last
month [April 20171, the National Back-
ground Investigations Bureau within the
Office of Personnel Management—which
performs 95% of federal background
checks—had accumulated a backlog of
570,000 applications. Delays in granting
initial Top Secret clearances are averaging
over 500 days. Average time required

to receive an initial Confidential/Secret
clearance, one of the least demanding in
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terms of required background checks, is
262 days.

These delays have been particularly hard
on industry, because it is difficult to
attract and retain talent when new em-
ployees may have to cool their heels for
a year or longer before beginning work
on classified programs. One big contrac-
tor reports that as of April, 72% of the
clearances it has requested since January
of 2016 were still awaiting initial clear-
ance determinations. Another contractor
reported 75% of requests for background
checks or periodic reinvestigations were
still pending after 18 months; 10% were
still pending after 24 months.

The hidden cost to taxpayers of these
long delays is huge. An engineer hired
at a defense contractor for $100,000
per year will cost the company $725 per
day in salary and benefits, which gets
added to overhead if they cannot work
on the project for which they were hired.
If the wait to receive an initial clearance
determination is 300 days, it will cost
the company $217,500—which then gets
billed to the government as a price of
doing business....

But the waste does not end there. When
clearances take a year or longer to
process, programs are delayed, workers
are under-employed, and holding on

to the people who are most in demand
becomes a challenge. Nobody rigorously
tracks what all this inefficiency costs the
government, but over time it is undoubt-
edly in the billions of dollars....%3

Modernization and Innovation

In discussing the 2018 National Defense
Strategy’s key messages, Secretary of Defense
Mattis has made a particular point of the need
to accelerate the pace at which weapons sys-
tems, military organizations, and concepts of
operations are evolved to meet future threats.

To meet this need, DOD “will transition to a
culture of performance and affordability that
operates at the speed of relevance” because
“[s]uccess does not go to the country that de-
velops a new technology first, but rather, to the
one that better integrates it and more swiftly
adapts its way of fighting.”**

This formulation stands the traditional
metrics of DOD’s acquisition system on its
head. Procurement programs must always
balance performance against affordability or
cost. The most noteworthy phrase used by the
Defense Secretary is “the speed of relevance.’
Every current senior DOD leader has stressed
the need to develop and deploy new capabili-
ties faster, first to fill capability gaps and then
to reestablish military superiority. The Secre-
tary of Defense recently provided a very clear
example of what he means by relevance and
why speed in modernizing U.S. military capa-
bilities is so vital:

>

| want to repeat here that we have no
God-given right to victory on the battle-
field. And in that regard, make no mistake
that our adversaries are right now making
concentrated efforts to erode our com-
petitive edge. You know it, | know it. We
can see it in the world around us. And

| would say, too, that by contesting our
supremacy in every domain, we can see it
working against us in aggregate....

So our air, naval, ground, and logistics
bases today are also under threat of
precision, all-weather, day/night guided
munition bombardment, which will com-
plicate our operations, and make pas-
sive and active base defense absolutely
critical in the future. So if we fail to adapt...
at the speed of relevance, then our forces,
military forces, our air force, will lose the
very technical and tactical advantage that
we've enjoyed since World War [1.5°

The other important part of Secretary Mat-
tis’s formulation is that new and advanced
weapons systems are not enough to ensure
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military superiority. Seeming to borrow from
the theory of RMAs, Mattis asserts that rees-
tablishment of meaningful military advantage
in future conflicts requires changes to organi-
zations and employment concepts.

But in order to allow the services to un-
dertake the required change in organizations,
operational concepts, and tactics, it is import-
ant to get new capabilities in the hands of the
warfighter speedily. There is general agree-
ment among defense experts that once soldiers,
sailors, and airmen are able to work with new
platforms and systems, they identify ways to
improve performance and employ these capa-
bilities. These ideas and suggestions from the
field often were not envisioned by the develop-
ers or those writing the requirements.

The approach to modernization laid out
by Secretary Mattis is orthogonal to the way
the existing acquisition system has pursued
modernization. The established acquisition
system has rightly been criticized as excruci-
atingly slow, risk-averse, unable to transition
new technologies from the R&D to fieldable
systems, overly focused on costs at the expense
of performance, and preferring process at the
expense of results. The belief that adversaries
are innovating more rapidly than the U.S. mil-
itary has therefore sent DOD on the hunt for
the magic elixir that will make its own acquisi-
tion system more agile and creative. The Office
of the Secretary of Defense and the services
are looking to cutting-edge commercial firms
both for advanced technologies with military
applications and as a source for the “spark”
of innovation.

The Pentagon is using the Defense Inno-
vation Unit Experimental to connect defense
organizations that have critical capability re-
quirements to private companies that offer
potential solutions. Not surprisingly, the site
for DIUX’s first office was Silicon Valley. DIUx
provides relatively small amounts of capital
in exchange for commercial products that
solve national defense problems. It current-
ly is focused on five areas in which the com-
mercial marketplace is leading in technology
innovation: artificial intelligence; autonomy;

information technology (IT); human systems;
and space.5®

DIUx has pioneered the use of other trans-
action authorities (OTAs) to access nontradi-
tional technology providers and speed the pro-
cess of awarding contracts. It also has created
Commercial Solutions Opening agreements.
DIUx solicits solutions to warfighters’ prob-
lems, ultimately awarding contracts for proto-
types based on OTA. A prototype contract can
reach $250 million, must use a nontraditional
defense contractor and have all of its partic-
ipants be small businesses, or have at least a
third of its total cost paid by parties other than
the government.%’

Seeking to replicate the DIUx model, the
Air Force stood up the Air Force innovation
incubator (AFWERX). AFWERX is exploring
ways to develop an entrepreneurial commer-
cial business base of companies that under-
stand national security problems and are able
to work with the Pentagon’s acquisition system
by running multiple programs and familiariz-
ing companies with national security problems
and how they can engage effectively with the
government. The AFWERX methodology also
includes so-called challenge events that bring
together small businesses, entrepreneurs, and
academia to provide innovative solutions to ur-
gent service requirements.®

The Office of Naval Research has taken a
similar approach by creating the Naval In-
novation Process Adoption (NIPA) to exploit
the opportunities created by new contracting
mechanisms to connect with small, innova-
tive companies and speed the development of
militarily relevant technologies.®” NIPA is em-
bracing Hacking for Defense (H4D), a program
designed by Steve Blank, an adjunct professor
at Stanford University, and retired Colonel
Pete Newell, former head of the Army’s Rapid
Equipping Force, of BMNT. H4D began at Stan-
ford University and is now operating at 10 ad-
ditional colleges and universities. It organizes
teams of students at major U.S. universities to
help solve difficult problems facing DOD. The
goal is to produce a “minimum viable prod-
uct.” Among the problems currently under
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investigation by H4D are detecting nuclear,
biological, and chemical weapons in tunnels;
identifying objects in U-2 high-resolution im-
agery; and battlefield energy self-sufficiency.”

One of the key barriers to innovation
and faster delivery of relevant new military
capabilities to the warfighter is the current
acquisition system’s requirements-driven
approach. It can take up to a decade for a ser-
vice to develop a fully validated requirement
for a new capability. Too often in the past, the
requirements developers did so without sig-
nificant input from technologists, industry,
or logisticians. As a senior corporate officer
at Alphabet Inc. observed during an Air Force
conference, the requirements-driven acqui-
sition process is “more than inefficient, it’s
become dangerous.””

Testifying before the Senate Armed Ser-
vices Committee in December 2017, Ellen Lord,
then Under Secretary of Defense for AT&L, un-
derscored the importance of reducing the up-
front time it took to award a contract for major
new procurement:

I have placed priority across the De-
fense Acquisition System on reducing
the time required to award contracts
once the requisite funds are authorized
and appropriated by Congress. Having
reviewed data measuring the typical lead
time following validation of a warfighter
requirement until awarding the resulting
major weapon systems contract, I've con-
cluded that we have the ability to reduce
this procurement lead time by as much
as 50 percent; significantly reducing our
costs while accelerating our timelines for
fielding major capability.”

Each of the military services is engaged in
an effort to respond to Secretary Mattis’s ini-
tiative by making its acquisition process both
faster and more relevant. The most radical re-
forms have been initiated by the Army. More
than the other services, the Army is in dire
need of modernization. As current Vice Chief
of Staff General James McConville recently

acknowledged, “we are at an inflection point

where we can no longer afford to defer mod-
ernizing our capabilities and developing new
ones without eroding competitive advantages

of our technology and weapon systems.””® For

this reason, the Army’s current modernization

efforts deserve particular attention.

Army Secretary Mark Esper and Chief of
Staff General Mark Milley have set ambitious
goals for a revamped acquisition system. Sec-
retary Esper has spoken of reducing the time
it takes to formulate requirements from an av-
erage of five years to just one. General Milley
wants new capabilities that are 10 times more
lethal than those they replace. Getting there, he
suggested in arecent speech, is as much about
attitude and culture as it is about technology:

I'm not interested in a linear progression
into the future. That will end up in defeat
on a future battlefield. If we think that if
we just draw a straight line into the future
and simply make incremental improve-
ments to current systems, then we'’re
blowing smoke up our collective fourth
point of contact...”

The leadership of the U.S. Army has locked
arms and is advancing like the proverbial pha-
lanx on a single objective: to make that ser-
vice’s acquisition system faster and more ef-
fective. Rather than take the usual incremental
approach to change, Army leaders are going big
and bold. Even if only a partial success, the re-
form effort could produce an Army acquisition
system that is speedier, more agile, less costly,
and more likely to produce better outcomes
than is possible under the current system.

As described by Army Secretary Esper in re-
cent testimony before the Senate Armed Ser-
vices Committee, the reform effort consists of
five interrelated initiatives:

o Establishing a Futures Command;
e Streamlining and improving ongoing

acquisition activities such as contracting,
sustainment, and testing;
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e Creating cross-functional teams focused
on rapidly defining requirements for pro-
grams that address the Army’s six mod-
ernization priorities;

o Refocusing science and technology priori-
ties and investment; and

e Changing oversight and decision-making
related to major acquisition programs.

The Army hopes that just by using CFTs it
can reduce the time needed to develop require-
ments “from up to 60 months to 12 months or
less.””> “The overall goal,” according to Secre-
tary Esper, “is to shorten the acquisition cycle
to between 5 and 7 years.””

But how fast can any acquisition system
be when asked to come up with cutting-edge
capabilities that can operate in any environ-
ment, survive combat, and last for decades?
The history of Army programs shows wide
variation in acquisition timelines. A review of
successful major acquisition programs over
the past half-century suggests that they take
aminimum of a decade and more often 15-20
years to go from concept development to ini-
tial operating capability (I0C).”” The history
of the Army’s vaunted Big Five modernization
programs—the Abrams tank, Bradley infantry
fighting vehicle, Blackhawk and Apache heli-
copters, and Patriot surface-to-air missile sys-
tem—illustrates the challenges facing Army ac-
quisition even after current reform initiatives
are implemented.

Army planners recognize that in an envi-
ronment short of national mobilization, true
modernization of their service will take time—
in reality, decades. In recent written testimony
before the Senate Armed Services Committee,
four senior Army leaders laid out a three-phase
modernization strategy:

In the near-term, the Army will invest in
capabilities that address critical gaps and
improve lethality to expand and maintain
overmatch against peer competitors. In
the mid-term, the Army will develop,

procure, and field next generation capabili-
ties to fight and win in Multi-Domain Battle.
In the far-term, we will build an Army for a
fundamentally different conflict environ-
ment—one that will require us to exercise
mission command across dispersed and
decentralized formations, leverage dis-
ruptive technologies at the small unit level,
and operate with and against autonomous
and artificial intelligence systems, all at an
accelerated speed of war.”®

The Army’s proposed acquisition reforms
are intended to eliminate the false starts and
bets on immature technologies that marred a
number of Army acquisition programs, but in
many cases, these errors allowed technologies
to mature and requirements to be refined. Pri-
or programs could have been executed more
efficiently but not necessarily much faster. The
reality is that fielding next-generation capabil-
ities inevitably takes a lot of time. The Army
has been working on most of its modernization
priorities for at least a decade. Even with the
use of CFTs and implementation of the other
reforms, it is unlikely that new capabilities will
be fielded in less than another decade.

Like the Army, the Air Force is putting a
great deal of emphasis on reforming the front
end of the acquisition process. Secretary of
the Air Force Heather Wilson has described
her service’s vision of acquisition reform
in testimony before the Senate Armed Ser-
vices Committee:

The acquisition enterprise is currently
optimized for industrial-age procurement
of large weapons systems with exten-
sive requirement development, military
specifications and resultant long acquisi-
tion timelines. We must shift to align with
modern industry practices in order to get
cost-effective capabilities from the lab to
the warfighter faster. We are changing
the culture in the Air Force to focus on
innovation, speed and risk acceptance
while meeting cost, schedule and perfor-
mance metrics.”?
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The Air Force is examining ways to improve
the process of formulating requirements in-
cluding by the increased use of prototyping
and experimentation. According to the head
of Air Force Materiel Command, General El-
len Pawlikowski:

We have to truly embrace this idea of
experimentation in prototyping. Recog-
nizing that we will spend money to build
things that we will never buy because we
will find out early it doesn’t do what we
really want.... Money spent on things that
we try and don’t adopt—that will be more
than recouped.®®

Given the centrality of software in all of its
platforms and systems, the Air Force is partic-
ularly concerned about changing the acquisi-
tion system to reflect the fast-paced evolution
of this vital technology. This challenge is made
all the more difficult by the reality that when
it comes to software, DOD cannot shape the
market. Unlike the market for fighter aircraft,
tanks, or nuclear-powered attack submarines,
when it comes to software, the Pentagon is
dependent on commercial providers. More-
over, the commercial market operates under
different rules with timelines and incentive
structures that are unlike many of those in the
traditional defense industrial base. As Secre-
tary Wilson has observed:

There are areas where the Air Force is still
struggling to be exceptionally good buy-
ers. Software is one. We need to improve
the development and deployment of
software-intensive national security and
business information technology systems.
As we move toward industry practices
and standards, the line[s] between devel-
opment, procurement, and sustainment
for software are blurred. Development
cycles of 3-5 years or longer do not align
with the pace of technological advance-
ment. They contribute to failures in soft-
ware-intensive programs and cause cost
and schedule overruns. We have initiated

pathfinder efforts and are working to im-
prove the speed of software development.
Likewise, we are continuing efforts with
Open Mission Systems architecture, and
initiatives with Defense Digital Services,
Air Force Digital Services, and Defense
Innovation Unit Experimental, in addition
to our organic development capabilities,
to improve software agility, development,
and performance.®

The Navy is pursuing multiple approaches
to making its acquisition system more agile
and innovative. It has established the Acceler-
ated Acquisition Board chaired by the service
chiefs and its Service Acquisition Executive. It
has created specialized approaches to accel-
erate the system’s response to urgent needs.
One of these is the Maritime Accelerated Ca-
pability Office (MACO), which is tasked with
addressing priority needs where a suitable
material solution has been identified and a
formal program can be established. In the ab-
sence of a clear material solution to a priority
need, the Navy will pursue a Rapid Prototyping,
Experimentation and Demonstration (RPED)
project.®?

The effort to encourage greater innovation
makes sense up to a point. Unfortunately, there
is a growing tendency for Pentagon officials
and defense experts alike to view innovation
and efficiency as increasingly the domains of
commercial companies and to minimize and
occasionally even disparage the U.S. defense
industry’s ability to produce cutting-edge ca-
pabilities. The reason for this is a growing ten-
dency among Pentagon officials and defense
experts to conflate advances in basic technol-
ogies with innovation in military capabilities.
While it is true that more new technology to-
day comes from commercial rather than gov-
ernment investment, innovation in high-end
defense products remains almost the exclusive
domain of defense companies.

The wars in Iraq and Afghanistan witnessed
averitable explosion of innovation, including
platforms and systems, tactics, techniques, and
procedures. This also is the same period when
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innovation by commercial companies was in-
creasing almost exponentially. In anumber of
instances, new military capabilities were based
on commercial innovations, but the creation of
entire suites of capabilities to counter IEDs or
provide real-time, multispectral tactical ISR
and to integrate them on a wide range of plat-
forms was due to the skills and even genius of
the public and private defense industrial bases.

Defense companies continue to demon-
strate a capacity for innovation that far out-
strips that of any commercial entity, not just in
the United States but globally. The case of the
F-35 Joint Strike Fighter illustrates this point.
According to DOD’s former Director of Cost
Assessment and Program Evaluation (CAPE),
Dr. Christine Fox, “from a CAPE perspective,
the JSF is not over-cost, it’s over-dreamed.”s?
While it is true that the plan for the JSF was
overly optimistic and underresourced, the
program has been remarkably successful in
meeting those dreams. Virtually everyone in
the military who has been involved with the
program over the years has declared it to be
a “game changer.”®* The F-35 demonstrates
that the defense industrial base can still make
dreams come true.

Admittedly, there is one technology area
that does pose a serious challenge for the ac-
quisition system: information technology. The
entire U.S. defense enterprise, from individ-
ual weapons systems to platforms, individual
units, and command and control elements to
supporting infrastructure, is becoming in-
creasingly information-centric. The result is
an orders-of-magnitude improvement in the
U.S. military’s ability to conduct the full range
of missions. Much of the technology underpin-
ning this revolution in military capabilities is
commercial in nature. Moreover, the breadth
and speed of innovation in commercial IT
completely confound the traditional defense
acquisition process.

This is even more the case when it comes
to cyber security. It is clear that entirely new
approaches to the acquisition of cyber capabil -
ities and the management of military networks
will be required if the Defense Department

is to have any hope of staying abreast of the

threat. If the U.S. military cannot successfully
defend its systems and networks against this

ever-changing threat, current efforts at inno-
vation, which are largely based on IT, will be

for naught.

Without question, commercial companies
of all types will have a greater role to play in
defense innovation during the coming decades
than they have had in the past, but the ability of
traditional U.S. defense companies to take the
products of commercial innovation and create
the systems, platforms, and capabilities that
ensure U.S. military dominance will continue
to be determinative.

Modernization and Procurement:
How to Buy as Important as What to Buy
Most of the military services’ reform efforts
have been focused on the front end of the ac-
quisition process: R&D, prototyping, and the
formulation of requirements. As part of its ef-
fort to stand up the new Futures Command, the
Army has focused to a great extent on where
to locate its new headquarters. The desire is
to imbed the command in an environment
of technological and commercial innovation
similar to Silicon Valley. The other services are
similarly focused on injecting innovation and
speed into the front-end or technology-devel-
opment portion of the acquisition process.
Even more time is consumed by the com-
plex and cumbersome processes of developing,
testing, and producing new capabilities. More-
over, because the military acquires platforms
and systems in relatively small quantities per
year, continuing the current approach means
that it will take decades to modernize the force
even once new capabilities are developed.
Although the Army talks about having
reached an inflection point and needing to
rapidly counter the loss of overmatch vis-a-
vis great-power competitors, recent program-
matic and budgetary decisions suggest that
when it comes to putting new capabilities in
the field, not much has changed. In fact, some
priority modernization programs actually ap-
pear to be moving more slowly than they were
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before being highlighted as essential to nation-
al security.

According to documents submitted in sup-
port of its fiscal year (FY) 2019 budget request,
the Army appears to be increasing the time it
will take to field the Future Vertical Lift (FVL)
replacement for current rotary-wing systems.%
Despite having spent years conducting re-
search and producing prototypes in FVL’s pre-
cursor program, the Joint Multi-Role Technol-
ogy Demonstrator, the Army still does not plan
to field the system before 2030.

Similarly, a year appears to have been added
to the development phase of the Long Range
Precision Fires (LRPF) program.®® The addi-
tional time will be used to assess the current
state of technology and conduct analyses of
key price drivers that could affect life-cycle
cost estimates and force the program down an
alternative path. Both of these factors suggest
that further delays in the LRPF program could
be coming.

For the Air Force, modernization is here
and now. The Air Force currently has major
modernization programs underway for virtu-
ally all of its aircraft fleets, the nuclear deter-
rent, space launch, and military satellites. As
Secretary Wilson noted in a speech at an Air
Force Association conference:

The average age of our aircraft is 28 years
old. We have to be able to evolve fast-

er, to respond faster than our potential
adversaries. We’ve got a bow wave of
modernization coming across the board
for the Air Force over the next 10 years—
it's bombers, it’s fighters, it’s tankers,

it's satellites, it’s helicopters and it’s our
nuclear deterrent.®”

The key to Air Force modernization is the
rate at which it can bring new capabilities on-
line. Unfortunately, current annual produc-
tion rates for the major platforms on which
the Air Force’s modernization plan relies are
too low. At 48 F-35As per year in FY 2019 and
54 per year in FY 2020-FY 2023, it will take
more than 30 years for the Air Force to reach

its acquisition goal of 1,700 Joint Strike Fight-
ers. The current acquisition target for the KC-
46A tanker is 15 aircraft per year. At this rate,
the target of 187 new tankers will not be real-
ized for 12 years. Even then, the Air Force will

have to keep flying more than 200 obsolescent

KC-135s.

The Air Force’s acquisition reform initia-
tives do not address the fundamental problem
of procurement numbers that are simply too
low. This reality led one eminent defense ex-
pert to warn that:

There’s nothing wrong with pursuing

the various leap-ahead ideas that the

Air Force has recently embraced in its
pursuit of future air dominance. But none
of the leap-ahead ideas is likely to come
to fruition anytime soon, including the
B-21 bomber. One lesson of the Reagan
buildup and similar spending surges in
the postwar period is that new programs
begun in the midst of a buildup tend to
falter for lack of funding or feasibility
long before they reach the force. It’s a lot
easier and faster to buy more of what is
already being produced.®®

For the Navy, there is an inherent tension
between the desire to be more innovative, to
invest in advanced technologies, and the need
to increase the overall size of the fleet. It has
long been recognized that the Navy is too small
to fulfill all of its missions. Now a larger Navy
is the law of the land. Section 1025 of the 2018
NDAA states, “It shall be the policy of the Unit-
ed States to have available, as soon as practica-
ble, not fewer than 355 battle force ships....”%

The key words in the NDAA are “as soon as
practicable.” It takes years to build a warship.
It also takes lots of money. Then there is the
ability of the industrial base, including ship-
yards but also all of the mid-sized and small-
er companies, to expand to meet the demand
for more warships. The Navy plans to spend
billions to upgrade the four public shipyards
so that they can build additional warships and
improve maintenance activities.?® Finally, of
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course, the size and quality of the workforce
that builds the ships and their systems are cru-
cial. Ensuring a continuing, predictable flow of
work allows shipbuilders and their suppliers
to improve the management and training of
their workforces.

One proven way to make procurement of
new warships more rapid while simultaneous-
ly lowering their cost is to buy them in bulk.
The Navy currently purchases several of its
most important platforms in groups, either as
multiyear procurements or as block buys. The
longest-running and most successful example
of this approach is for the Virginia-class nucle-
ar-powered fast attack submarine (SSN), which
is now on its third multiyear procurement.”
The Navy is preparing to issue its second mul-
tiyear procurement for the DDG-51 Arleigh
Burke-class destroyer. The second multiyear,
for as many as 10 advanced Flight III Arleigh
Burkes, is expected to yield savings of up to $1.8
billion across the planned buy.?? Block-buy
contracts that encompass two providers with
different designs are also being used to procure
the Littoral Combat Ship (LCS).

Achieving the goal of a 12-aircraft carrier
force as part of a 355-ship Navy means short-
ening the interval between the start of construc-
tion, currently five years, as well as finding ways
to reduce their cost.”® The acquisition strategy
that has been employed successfully to procure
surface combatants and submarines could also
be applied to buying aircraft carriers. The Navy
bought the first two Ford-class carriers, CVNs
78 and 79, as single ships. Initiating a block-buy
procurement for the next several ships could
help to reduce the interval between construc-
tion starts, shorten the overall length of time
needed to complete construction, and save
money. The only shipyard in the nation that can
build nuclear-powered aircraft carriers, New-
port News, believes that it could save $1.5 bil-
lion on a three-ship block buy and shorten the
average construction time by up to two years.**

There is a recognition by the Pentagon
that it must address industrial base issues
in order to modernize. According to senior
Army officials:

The past trends of constrained resources
in the Army’s modernization account
have led to significant challenges for the
Defense Industrial Base (DIB), especial-
ly for companies that cannot leverage
commercial sales and for small compa-
nies that must diversify quickly to remain
viable. When developing our equipment
modernization strategy, we have care-
fully assessed risk across all portfolios

to ensure balanced development of new
capabilities, incremental upgrades to ex-
isting systems, and protection of critical
capabilities in the commercial and organic
elements of the DIB.%®

Weaknesses in the defense industrial base
are only one of the challenges confronting mil-
itary modernization. All of the services raise
the challenge of moving good ideas from de-
velopment to procurement. This transition is
often referred to as “the valley of death.” The
DOD R&D establishment annually pursues
hundreds of projects. Only a handful ever be-
come programs of record.

Toward a 21st Century
Defense Industrial Base

The Department of Defense needs a new
model for the defense industrial base. In
World War I1, we created industrial enterprises
modeled on the public arsenals and shipyards.
During the Cold War, we encouraged the de-
velopment of defense conglomerates. Over the
past two decades, DOD managed the DIB’s de-
cline by supporting the development of a small
number of relatively specialized defense giants.
Today, the Pentagon needs an acquisition sys-
tem that allows it to innovate rapidly in new
areas, including those where commercial com-
panies are leading, and manage large defense
programs with very long life cycles.

The Department of Defense is in love with
the idea of getting cutting-edge commercial
companies to become part of a new defense
industrial base. During the Obama Adminis-
tration, the Pentagon pursued an acquisition
reform initiative called Better Buying Power
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(BBP). One of its key tenets was the need to
leverage commercial technologies to achieve
dominant capabilities while controlling
life-cycle costs. In pursuit of the innovative
spirit, former Defense Secretary Ashton Carter
made a pilgrimage to Silicon Valley where he
gushed about the IT sector’s ability to achieve
“boundless transformation, progress, oppor-
tunity and prosperity” while simultaneous-
ly making “many things easier, cheaper and
safer.”?°
In recent years, Congress has sought to
inject greater flexibility and speed into the
acquisition system. The FY 2016 NDAA in-
cluded a set of reforms focused on improving
the system’s efficiency and agility. DOD is now
allowed to use rapid acquisition authority to
meet urgent operation needs identified by
the warfighter or to acquire critical national
security capabilities. The FY 2016 NDAA also
directed DOD to develop a rapid acquisition
strategy for so-called middle-tier programs
intended for completion in two to five years.*”
In 2017, Congress gave DOD additional
flexibility with respect to acquisitions. The
FY 2017 NDAA expands on earlier acquisition
reform efforts. It explicitly establishes the au-
thority for prototype projects in response to a
high-priority warfighter need resulting from a
capability gap. It also permits DOD to initiate
a prototype project when an opportunity ex-
ists to use commercial technology to develop
new components for major weapon systems so
long as the technology is expected to be ma-
ture enough to prototype within three years
and there is an opportunity to reduce sustain-
ment costs.”®
What is being created today is a bifurcated
defense acquisition system. One part of it cen-
ters on small, special organizations such as the
Rapid Equipping Force, DIUx, SCO, RCO, and
CFTs and employs alternative contracting ap-
proaches, accounting standards, and funding
mechanisms. The primary goals of this acqui-
sition “sub-system” are the rapid identification
of promising technologies, exploration of their
application for military purposes, and devel-
opment of prototypes that can serve as the

basis for a program of record. This sub-system

seeks to tap into the entrepreneurial character

of commercial companies, particularly small

and start-up businesses. Its features include

the willingness to take risks, acceptance of fail-
ure, ability to connect nontraditional sources

of ideas, and capacity to bring new products

and processes to market expeditiously.

The other part of the acquisition system,
representing the overwhelming number of pro-
grams and the vast preponderance of expendi-
tures, operates according to a set of complex,
fairly restrictive rules set down in the Defense
Federal Acquisition Regulations. This system
is often accused of being risk averse. While
this is true to an extent, its cautious behavior
with respect to new and unproven technolo-
gies also reflects the reality that standards for
the performance and sustainment of military
equipment are of necessity much more strin-
gent than those for commercial systems. More-
over, the Pentagon’s fleets of aircraft, vehicles,
and ships are required to operate under more
stressful conditions and to be serviceable far
longer than is the case with respect to almost
any commercial equivalents.

The notion that DOD can convert its ac-
quisition system to mirror the behavior of
the commercial marketplace is largely with-
out merit. At its heart, the difference between
the agility and risk-taking culture of a Silicon
Valley and the more deliberate, long-term per-
spective of the defense acquisition system also
exists in the commercial world. It is the differ-
ence between the attitude, values, and behavior
of so-called entrepreneurs at the head of small,
start-up companies and the leadership of large,
complex, and established businesses. The for-
mer are focused on creation; the latter, on pro-
duction and maintenance. The entrepreneur-
ial spirit driving Tesla would be misplaced in a
company like General Motors. This is largely
the reason why major commercial companies
pursue innovation through acquisitions of or
partnerships with smaller cutting-edge firms.

An outstanding response to this unrequited
love that defense officials have for commercial
companies was provided by Wes Bush, Chief
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Operating Officer of Northrop Grumman, one

of our leading defense companies. In a speech

at the Center for Strategic and International

Studies, Bush warned that “commercial solu-
tions—while an important ingredient [in]

much of what gets done—in and of themselves

are not the answer for our national security
and our technological superiority and there-
fore should not be used as an excuse for further
reductions in R&D.”?°

Bush went on to point out that because
commercial technologies are available to all,
including U.S. adversaries, they will not pro-
vide any unique advantages to the U.S. military.
Military systems, regardless of the degree to
which they rely on commercial technologies,
address a unique class of requirements and
demand the application of the special skills
and knowledge possessed by long-established
defense companies.

Defense companies have demonstrated
what can be achieved with rapid and innova-
tive product development when not under the
system’s thumb.

So far, the discussion regarding leveraging
advances in the commercial sector to sup-
port DOD has focused almost exclusively on
developing technologies and producing new
capabilities, but there are two fundamental
acquisition challenges. One is to acquire dom-
inant capabilities, and the other is to control
sustainment and life-cycle costs. It is in the
ability to control costs that commercial com-
panies have the most to offer DOD. The revolu-
tion in supply chain management, epitomized
by the concept of just-in-time manufacturing
and delivery, has been every bit as transfor-
mational globally as has the invention of the
smartphone. Moreover, the Pentagon can avail
itself of the advantages of importing best-of-
breed commercial supply chain management
and sustainment practices more readily than it
can adapt commercial technologies to achieve
dominant military capabilities.

The Pentagon spends some $200 billion an-
nually on logistics and sustainment. When one
adds to this number those support and train-
ing functions such as military communications

and pilot training that countries like the UK.
have privatized, the number could be as high as

$300 billion, or nearly three times the current

procurement budget. If DOD wants real budget

savings and improved warfighting outcomes,
it needs to adopt proven commercial-derived

logistics and sustainment practices. Where it

has done so, costs have gone down and aircraft

availability has increased. Similarly, commer-
cial logistics providers have spent more than a

decade providing affordable logistics support

to U.S forces in Iraq and Afghanistan. Privatiz-
ing non-core military functions could save tens

ofbillions of dollars and free hundreds of thou-
sands of uniformed personnel and government

civilians for more important tasks.

Acquisition officials are trying to figure out
how to get commercial companies to be part
of the acquisition system and behave like tra-
ditional defense firms. This approach is not
likely to be successful. However, one way to
fulfill this wish is to allow traditional defense
companies to serve as middlemen between the
commercial vendors and DOD. Long-standing
defense companies have all of the right con-
tracting, accounting, and reporting systems
in place.

DOD has resisted the widespread use of
commercial best practices in logistics and sus-
tainment because it means giving up some con-
trol of resources, people, and even equipment.
What Pentagon officials, particularly program
managers, have to realize is that the key to suc-
cessful cost reduction is giving up control of
much of the process and relying instead on the
incentives of a free market-oriented approach
with properly written contracts to drive the de-
sired behavior by the private sector.

A proven way to reduce sustainment costs
is by applying commercial best practices to
defense acquisition and sustainment. One of
these best practices when it comes to man-
aging the maintenance, repair, and overhaul
of major weapons systems and platforms is
performance-based logistics (PBL). Unlike
traditional fee-for-service or time-and-mate-
rials contracts, PBL works by specifying out-
comes, not activities. The contractor commits
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to meeting a specified level of performance,
such as the percentage of a fleet of vehicles
or aircraft available for operations, for a price
that is usually below what the government was
paying previously.

DOD has had some notable successes with
PBL-based sustainment contracts. They are
particularly useful in the management of air-
craft fleets. There are PBL contracts in place
to help support the C-17 Globemaster, MV-22
Osprey, CH-47 Chinook, AH-44 Apache, and
MH-60R Seahawk.°

A similar situation is developing in the area
of networking and software. Increasingly, the
commercial world is focused on cloud comput-
ing and fee-for-service delivery of capabilities.
This approach allows for the rapid advance-
ment of applications, high-speed access to data,
effective security, and reduced costs.

The federal government is beginning the
transition to the new approach to manag-
ing its network and computing needs. The 17
members of the Intelligence Community (IC)
are benefitting from a new contract with the
private sector for cloud services managed by
the CIA and NSA. This is essentially a public
cloud on private property, a government fa-
cility built to IC security standards.’®® DOD
is considering a number of large contracts
with commercial cloud providers, such as the
Defense Enterprise Office Solutions (DEOS)
cloud-based e-mail and messaging contract
and the Joint Enterprise Defense Infrastruc-
ture (JEDI), which is intended to support
core DOD services, data management, and
advanced analytics.'%?

There is a simple truth to all defense con-
tracting: Private companies require appro-
priate incentives for innovating or improving
production processes. Investments in R&D
and infrastructure are costs that a company, at
a minimum, must believe it can recoup once
its invention hits the market. If a company is
really lucky, it might even make a profit from
its efforts.

The constraints of profits imposed on
government contracts is a major barrier to
commercial firms doing business with the

Pentagon. For many high-tech commercial
companies, particularly those involved in IT
and software, pretax profits can be twice what
is earned in the aerospace and defense sector.!%
By many standard measures, private compa-
nies have little incentive to do business with
the Defense Department.

Every company that innovates, from the

“lowly” inventor of an app for a smartphone to
biotechnology and pharmaceutical companies
looking for the next breakthrough drug and the
makers of vehicles, ships, airplanes, and satel-
lites, invest in new products or processes for
one reason only: to make money. Wall Street
severely punishes publicly held companies
that behave in any other way.

Then there is the practice of structuring
contracts based on the standard of the Low-
est Price Technically Acceptable (LPTA) pro-
posal.’®* Companies bidding on LPTA-type
contracts have to demonstrate only the min-
imum level of proficiency. Providing a better
product and high-quality service or proposing
amore innovative solution does not increase
a bidder’s chance of success. In fact, any in-
vestments made to attract highly qualified
personnel or expenditures made to develop
a new solution increase costs for the vender,
and thus for the product offered, and reduce
the chances of winning.

The combination of declining defense bud-
gets and increasing regulation and oversight
has had a suffocating effect on the propensity
of defense and aerospace companies to spend
on R&D or infrastructure. Without procure-
ments (in other words, purchases by the gov-
ernment), companies have struggled just to
recover their costs and earn profits. It makes
no sense for them to invest more in R&D when
there is no prospect of increased revenues. As
the head of a major profit and loss center for
one of the largest U.S. defense companies made
clear, “I cannot convince my senior manage-
ment to invest any of our money without the
clear prospect of a procurement program at
the end of the day and incoming revenues.”'%

The good news is that recent commitments
by the federal government to spend more on
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defense, driven especially by Secretary Mattis’s

2018 National Defense Strategy that emphasiz-
es the reemergence of great-power competi-
tion, has led defense companies once again to

spend their own money on R&D and capital

improvements. In a recent series of earnings

calls and discussions with Wall Street analysts,
anumber of defense firms announced that they
were increasing their spending on R&D, facili-
ties, and manufacturing capacity. In most cases,
these firms are spending their own resources

before higher defense budgets have material-
ized or contracts have been won.'*¢

There are two reasons for this. The more ob-
vious one is the Trump Administration’s com-
mitment to increase defense spending. While
much of this increase inevitably will be used to
improve readiness and even increase the size
of the military, DOD has made it clear that it
intends to buy more ships, aircraft, vehicles,
missiles, and munitions.

An equally significant reason for defense
companies to commit more resources to this
effort is the apparent change in DOD’s atti-
tude toward the defense industry. In particu-
lar, there is a willingness to treat industry as a
partner rather than as an adversary and to in-
centivize increased investment in innovation
and manufacturing by increasing procurement.

“If we can give industry some reassurance that
there will be a contract on the other end, that
there are dollars committed behind it, then I
think you will see a lot more industry putting
their dollars into the game and getting us there
quickly,” observed Army Secretary Esper re-
cently. “What we are trying to do is improve
collaboration with industry. That is how we see
it moving forward.”*”

The Pentagon’s top acquisition official, El-
len Lord, has proposed incentivizing indus-
try to respond to proposals in 60 days or less
and to reduce by half the time it takes for the
government to review proposals and award
a contract.'®® Since time really is money for
these companies, a speedier contracting pro-
cess matters.

Anotherroadblock to DOD’s ability to access
commercial technologies is the government’s

treatment of intellectual property (IP). There

haslongbeen tension between the government

and private companies over the former’s de-
sire to acquire the rights to the latter’s IP. At

issue are the government’s right to IP that is

produced solely with private funds, the extent

to which a contract with a defense prime al-
lows the government access to the IP of sub-
contractors, and the ability of the government

to protect that IP from competitors.*®

DOD leaders have acknowledged that the
way the Pentagon addresses the IP concerns of
all companies involves serious difficulties. Ac-
cording to Assistant Secretary of the Army for
Acquisition, Logistics and Technology Bruce
Jette, the Army needs both to find new ways
to conduct fair and open competitions that do
not force companies to expose their best ideas
to potential competitors and to ensure that it
is clear who owns which IP."°

A 21st century U.S. defense industrial base
must also be international. The pace of global-
ization in the aerospace and defense industry
is quickening. In part, this reflects the great
expense involved in many large aerospace pro-
grams. The Eurofighter and JSF programs are
examples of countries pooling their resourc-
es and sharing the work involved in building
new fighter aircraft. Russiais believed to have
joined with India in developing the T-50, a
stealthy competitor for the F-22 fighter.

In part, this also reflects the reality that
many foreign countries, particularly U.S. allies
in Europe and Asia, now possess critical design
skills, production capabilities, and products.
For example, several of the teams competing
for the new Air Force trainer are offering a for-
eign-designed or foreign-made airframe. The
two teams that competed for the Marine Corps’
Amphibious Combat Vehicle 1.1 were providing
avehicle made overseas. U.S. Army tanks are
being equipped with an Israeli-made active
protection system. In many areas, including
night vision systems, naval radar, sonar, air-
to-air missiles, and even space systems, for-
eign companies’ technologies and products
are equal to or better than those provided by
U.S. companies.
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The fundamental challenge to military
modernization in the 21st century is the need
to change DOD’s acquisition culture in order to
incentivize both government and the private
sector. Without a major change in DOD’s own
culture, the effort to make the acquisition sys-
tem more efficient is more likely than not to
enhance inefficiency. In particular, it will al-
most certainly engender a more combative re-
lationship between DOD and the private sector.

The defense industry has repeatedly shown
that it is willing to adapt to meet changes in
the way the Pentagon decides to conduct it-
self. Whether it is fixed-price versus cost-plus
contracts,™ the use of commercial items, basic
ordering agreements, small-business and mi-
nority set-aside, performance-based logistics,
contractor logistics support arrangements, or
systems engineering and technical assistance
support, the private sector has responded to
every invention and notion that the bureau-
crats have devised and has continued to sup-
port the warfighters.

Conclusion

The U.S. military’s ability to defeat its op-
ponents in battle depends largely, though not
exclusively, on the equipment, weapons, and
supporting capabilities that it possesses. In

turn, these depend on an industrial base that

is viable and healthy enough to produce them

and the relative effectiveness of new capabil-
ities that spring from competition in design.
All of this implies some level of competitive

redundancy among manufacturers that can

come only from a defense funding stream

that is large enough and consistent enough to

keep companies that produce the wherewithal

of America’s military power in business. To be

clear: This is not some form of corporate wel-
fare. It is an investment in the nation’s funda-
mental security.

Modernization requires the ability of the
military to keep place with the technological
evolution of the battlefield. A force able to
modernize in turn requires an industrial base
healthy and diverse enough to develop and ap-
ply emerging technologies that are relevant to
war. Failure in either area—a weak, moribund
defense industrial base or obsolete forces—
means failure in war and the fatal compromise
of the nation’s security. Conversely, a healthy
and effective force, made possible by a healthy
and relevant industrial base, means a secure
and prosperous country.

The latter is clearly better than the former,
and the country would be wise to view defense
expenditures accordingly.
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Logistics: The Lifeblood of Military Power
John E. Wissler, Lieutenant General, USMC (Ret.)

The end for which a soldier is recruited,
clothed, armed, and trained, the whole
objective of his sleeping, eating, drinking, and
marching is simply that he should fight at the
right place and the right time.
—Major-General Carl von Clausewitz, On War

he term “logistics” was not commonly used
until shortly before World War II, but the
concept and understanding of logistics have
been around since the earliest days of warfare.
In Clausewitz’s words, getting the force to the
“fight at the right place and the right time™* is
the true essence of military logistics.

The Merriam-Webster online dictionary
defines logistics as “the aspect of military sci-
ence dealing with the procurement, mainte-
nance, and transportation of military materiel,
facilities, and personnel.”? The Joint Chiefs of
Staft’s Logistics elaborates on this definition
and quotes Rear Admiral Henry E. Eccles’s
1959 statement that “Logistics is the bridge
between the economy of the Nation and the
tactical operations of its combat forces. Ob-
viously then, the logistics system must be in
harmony, both with the economic system of
the Nation and with the tactical concepts and
environment of the combat forces.”?

This simple two-sentence statement ef-
fectively captures both the complexity and
far-reaching implications of military logistics.
From the farthest tactical edge to the econom-
ic system of the nation, military logistics has
far-reaching implications for the nation and
the military element of national power and

therefore affects every aspect of organizing,
training, equipping, deploying, and employing
the force.

Logistics is perhaps the most complex
and interrelated capability provided by to-
day’s military. Unfortunately, to those unfa-
miliar with its intellectual and technological
breadth, depth, and complexity, it can be con-
sidered an assumed capability—something
that simply happens—or, worse yet, a “back
office” function that is not connected to war-
fighting capability.

The success of military logistics during the
past 16-plus years of overseas combat opera-
tions is partly to blame for anyone’s assump-
tion that continued logistical success in the
ever-changing national security environment
is a given across the entirety of the military lo-
gistics enterprise. This dangerous assumption
tends to exclude logistics from the conversa-
tion regarding the nation’s current and future
warfighting needs. As a result, the logistics en-
terprise is rarely debated outside the logistics
profession with the same intensity as other
more publicized warfighting needs, especially
the need to regain our military technological
advantage over major competitors like China
and Russia, are debated. Failure to understand
the implications of nof modernizing logistics
in a time of great technological change poten-
tially spells doom for the success of the mod-
ernized force.

In addition to ensuring that modernized lo-
gistics capabilities are appreciated as central
to regaining our military advantage, logistics
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capabilities must be considered in the ongoing
discussion of solutions to overcome the cur-
rent readiness shortfalls of today’s military.
Logistics is nearly absent from the recent tes-
timonies by military leaders, members of con-
gress, and industry.* While all of the testimo-
nies highlight the need to modernize the U.S.
military in order to regain our technological
advantage, few specifically highlight the need
for modernized logistics capabilities.

Alan Estevez, former Principal Deputy
Under Secretary of Defense for Acquisition,
Technology and Logistics and a career Depart-
ment of Defense Senior Executive Service lo-
gistics leader, recently stated, “Logistics isn’t
rocket science...it’s much harder!” Logistics
is fundamental to the readiness of the entire
Joint force—those at home, deployed in oper-
ational settings, and permanently stationed
abroad—given that it must operate around the
world and across every domain of activity in
spite of enemy efforts to frustrate its opera-
tions. Consequently, it is far more complex
than even the most sophisticated global busi-
ness enterprises.

The Logistics Enterprise
You will not find it difficult to prove that battles,
campaigns, and even wars have been won or
lost primarily because of logistics.

—General Dwight D. Eisenhower

Logistics touches every aspect of military
strength and is the sum of the capabilities
brought to bear by all of the U.S. military ser-
vices and those of a wide array of international
partners.°

The core functions within logistics are sup-
ply, maintenance, deployment and distribution,
health services, logistic services, engineering,
and operational contract support (OCS).”
Logistics includes planning and executing
the movement and support of forces as well
as those aspects of military operations that
deal with:

e The acquisition, storage, distribution, use,
maintenance, and disposal of materiel;

Medical services including patient
movement, evacuation, and hospitaliza-
tion for U.S. and partner personnel as
well as indigenous personnel affected
by operations;

o Facilities and infrastructure acquisition,
construction, use, and disposition;

e Provision of food, water, and operational
hygiene and sanitation support;

e Operational contract support including
contract management;

o Infrastructure assessment, repairs,
and maintenance;

e Common-user logistics support to other
U.S. government entities, intergovern-
mental and nongovernmental organiza-
tions, and other nations;

o Establishing and sustaining large-scale
and enduring detention compounds;

¢ Planning, coordinating, and integrat-
ing host-nation support from over-
seas partners;

e Disposal operations that deal with the
removal and remediation of waste and
unusable military property;

o In-transit visibility of sustainment and
asset visibility of all major military end
items; and

¢ Engineering support including horizon-
tal and vertical construction of ports,
airfields, and other military support
infrastructure.®

Thus, military logistics’ defining attributes—
agility, survivability, responsiveness, and effec-
tiveness—are measured by the breadth and
depth of these core functions, which affect
the military from force generation to training
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to the readiness of units stationed at home
and abroad.

Logistics is the oxygen that allows military
muscle to function, grow, and strengthen. Just
as DNA represents “the fundamental and dis-
tinctive characteristics or qualities of someone
or something,” logistics planning and modern-
ization define the distinctive characteristics or
qualities of the military force and ultimately
provide the military commander the freedom
of action, endurance, and ability to extend op-
erational reach that are necessary to achieve
success. Logistics is the foundation for the
success of military operations from entry-level
training to the most complex operations across
the spectrum of conflict. From providing the
facilities that house the members of the force
and the ranges where they train, to sustaining
the equipment warriors operate and wear, to
providing fuel and ammunition in operations
and training, the interconnectedness of lo-
gistics inextricably links logistics to military
combat power.

U.S. Transportation Command (US-
TRANSCOM) provides daily examples of
what it takes to keep U.S. forces and their
sustainment moving around the world. US-
TRANSCOM conducts more than 1,900 air
missions during an average week and has 25
ships underway and 10,000 ground shipments
operating in 75 percent of the world’s coun-
tries. It does this with a total wartime person-
nel capability of 45,945 active-duty soldiers,
sailors, airmen, Marines, and Coast Guards-
men; 73,058 Reserve and Guard personnel; and
19,104 DOD civilian personnel—numbers that
do not include the significant contributions of
USTRANSCOM’s commercial partners or the
contributions of foreign entities.'®

Utilizing its people, trucks, trains, railcars,
aircraft, ships, information systems, and dis-
tribution infrastructure, as well as commercial
partners’ 1,203 aircraft in the Civil Reserve
Air Fleet (CRAF) and 379 vessels in the Vol-
untary Intermodal Sealift Agreement (VISA),
USTRANSCOM provides the U.S. military
with highly responsive strategic mobility." Its
handoff to service logistics personnel around

the globe creates a distribution pipeline that
moves critical sustainment from the factory
to the tactical edge of U.S. military operations.

In coordination with USTRANSCOM’s dis-
tribution functions, the actions of the Defense
Logistics Agency (DLA) as supplier for the mil-
itary are equally staggering in scope and scale.
During fiscal year (FY) 2017, DLA provided
more than $35 billion in goods and services,
coordinating the actions of 25,000 military,
civilian, and contract personnel who provid-
ed food, clothing, fuel, repair parts, and other
items across nine supply chains distributing
approximately 5 million distinct consumable,
expendable, and reparable items. DLA’s activ-
ity is spread across 48 U.S. states and in 28 dif-
ferent countries.'?

These are far from “back office” functions
and are truly what sustain the force and sup-
port its warfighting readiness. The criticality
of logistics is not a new phenomenon, howev-
er; logistics has a significantly more complex
nature today because of its integration across
air, land, sea, space, and the information and
cyber environments.

The Timelessness and Ever-Changing
Nature of Logistics
Amateurs think about tactics, but
professionals think about logistics.

—General Robert H. Barrow, USMC

Alexander the Great noted with dark hu-
mor the importance and complexity of logis-
tics during his campaigns of conquest nearly
2,400 years ago: “My logisticians are a humor-
less lot...they know if my campaign fails, they
are the first ones I will slay.”® Alexander’s abil-
ity to move a force from Greece to India and
back, conquering adversaries in Europe, Africa,
the Middle East, and Central Asia and leaving
functioning outposts along the way, attests to
his logistical prowess.

In the modern era, the appreciation of lo-
gistics by Admiral Ernest J. King, Commander
in Chief of the United States Fleet and Chief
of Naval Operations during World War 11, is
equally telling: “I don’t know what the hell this
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‘logistics’ is that [General George C.] Marshall

is always talking about, but I want some of it.”**
Similarly, in his timeless treatise on warfight-
ing, Defeat into Victory, British Field Marshal
Viscount Slim commented that building his
theater’s logistical infrastructure and supply
reserves and maintaining his army’s health
were two of the three “foundations of victory”
in his campaign in Burma and India. The third
foundation, the morale of his troops, was di-
rectly affected by the first two."® Slim’s ability
to innovate in planning, organizing, and sus-
taining his logistics enterprise was critical to
his logistics success.

These historically rooted truths of the
centrality of logistics to success in war are re-
flected in the 2018 National Defense Strategy
(NDS) in which Secretary of Defense James
Mattis notes the criticality of logistical prepa-
ration to the resilience and agility of U.S. forces
in any setting. For the U.S. to be able to sus-
tain effective combat operations in the modern
era, it must “prioritize prepositioned forward
stocks and munitions, strategic mobility assets,
partner and allied support, as well as non-com-
mercially dependent distributed logistics and
maintenance to ensure logistics sustainment
while under persistent multi-domain attack.”°

Demands of Today and Tomorrow

Logistics is critical not only to employing
the force, but also (and perhaps even more im-
portantly) to building the everyday readiness
of the force. At the tactical level, one need only
look at the various elements of readiness re-
porting reviewed by senior leaders to discern
that the fundamentals of logistics directly af-
fect the majority of elements that define read-
iness across the services—personnel, equip-
ment, and supply readiness—which in turn
directly affect the ability of the services to meet
the recurring needs of ongoing deployments
and generate the forces needed for war.

For example, Secretary of Defense Mat-
tis’s recently announced intention to reduce
non-deployable personnel is one aspect of
force readiness that is affected by the health
services component of logistics.'” Large

numbers of non-deployable personnel reduce

the available strength of military units, and

without the full complement of personnel,
teams cannot be trained effectively, whether

they are ground units, ship’s crews, or aviation

formations. Personnel readiness is also affect-
ed by other logistics-related issues such as the

lack of training throughput caused by insuffi-
cient, inadequate, or nonfunctional training fa-
cilities or the disruption caused by manpower

transitions across the force that limit the avail-
ability of ready personnel.

Equipment readiness is another area of con-
cern. Military units cannot perform their mis-
sion without the equipment needed to do so.
Availability and delivery of parts and spare com-
ponents, maintenance capability and the capac-
ity to surge increased maintenance volume on
short notice, the ability to contract additional
support when necessary—all of these logistical
elements are essential to military effectiveness.

Within logistics, the supply function is
critical to equipment readiness. Simply stat-
ed, supply readiness is the ability to have the
right types and amount of equipment available
for a ground unit, a ship, or an aviation unit.
Perhaps not so obvious is the interconnected-
ness of supply readiness to all other aspects of
unit readiness. Without the right equipment,
units cannot train to the full complement of
their mission sets. Lacking something as sim-
ple as power generation capability on a ship, on
the ground, or on an aircraft can prevent a unit
from establishing the command and control
capabilities that are vital to modern warfight-
ing. As cyber and electronic warfare capabili-
ties are introduced to the forward edge of the
battlespace, individual capabilities represent-
ed by on-hand quantities of various technolo-
gies and trained personnel will truly define a
unit’s ability to execute the mission-essential
tasks demanded in the complex warfighting
environment of a peer adversary.

Supply readiness has been the subject of
various testimonies to Congress regarding the
readiness of the force on land, in the air, or on
the sea. Shipyard capacities and the impact
of deferred maintenance due to shortages of
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parts in the Air Force, Army, and Marine Corps
have been highlighted as factors in the need for
improved force readiness.'®

The impact of logistics beyond readiness
grows exponentially when taken in the context
of the larger complexities of strategic logistics
capabilities such as national and international
highway, rail, port, and sealift capacities. Re-
ductions in the size and capability of the indus-
trial base, limitations on our national sealift ca-
pacity, and aging of the infrastructure needed
to move personnel, weapons systems, ammu-
nition, and fuel all directly challenge the ability
of the United States to project military power.

Port facilities capable of handling critical
munitions movements are critical to force de-
ployment and sustainment. The U.S. has only
23 designated Strategic Seaports—17 commer-
cially operated and six under military control—
that make it possible to sustain overseas forces
daily and keep them sustained during wartime.
Airlift, composed of the Civil Reserve air and
cargo fleets' and thus a critical capability
that directly affects our ability to move large
portions of our force and their associated sus-
tainment to points of crisis around the globe,
is similarly limited.

At first glance, the challenges of military lo-
gistics may appear to be the same as, or at least
very similar to, those experienced by FEDEX,
Walmart, Amazon, DHL, or any other major
supply chain operation supporting vast num-
bers of customers both internationally and
across the United States. On deeper inspection,
however, the differences are profound.

o Military logistics involves the interaction
of military and government entities with
private, commercial, foreign, and multina-
tional organizations worldwide.

e Unlike commercial companies with global
distribution operations, the military faces
conflicts that usually erupt with very little
warning and immediately create enor-
mous demands for support akin to the
Christmas rush, the Black Friday crush,
and Cyber Monday rolled into one.

o Unlike commercial firms that can prepare
by the calendar, the military must operate
without knowing when the date of each
event occurs and still have the ability to
respond to a sudden change in the “latest
hot item” within hours, if not minutes.

e Military forces must receive such support
regardless of how limited or intermittent
their access to the Internet may be, and
supporting logistics forces must meet the
demand while an enemy is trying to kill
the customers, both at home and in the
parking lot, and is destroying the delivery
fleet at every opportunity.

To say the least, the challenges of military
logistics are unique. Although many of indus-
try’s best practices and technologies are rel-
evant and even vital to the modernization of
military logistics, the agility, survivability, re-
sponsiveness, and effectiveness of military lo-
gistics require another level of integrated inno-
vation in technology and operational concepts.

The Challenge

To appreciate the challenge confronting
America’s logistical capabilities, imagine having
to execute a future operation similar in scale to
the major deployment of U.S. combat power to
Kuwait in preparation for Operation Iraqi Free-
dom (OIF) in March 2003. Now imagine doing
this in an environment devoid of modern in-
frastructure in a manner that defeats an adver-
sary’s desire to prevent our use of air, land, sea,
space, and cyberspace to project military power,
all in consonance within the complex interrela-
tionships and intricacies that support current
collective defense arrangements. Imagine fur-
ther that this must be accomplished against a
force that has near-parity with our technologi-
cal capabilities and the ability to engage us from
fixed, friendly facilities with engagement timed
on their terms.

While significant force-protection require-
ments affected the deployment of military ca-
pability to Kuwait for combat operations in
Iraq, the U.S. and partner-nation forces did not
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have to “fight their way to the fight” in Kuwait.
Additionally, U.S. and partner-nation forces

had significant time to deploy military capa-
bility, ultimately using a single point of entry
with mature facilities and infrastructure and

Internet access.

In preparation for combat operations in
Iraq, logisticians had six months to deploy
the force and its associated sustainment. U.S.
forces initiated the deployment with Military
Sealift Command (MSC), a USTRANSCOM
subordinate command, prepositioning assets
moving to Kuwait beginning in October 2002,
with the off-load of increased military capabil-
ity beginning in earnest in January 2003 and
wrapping up in April 2003, completing the six-
month force buildup.

Six months may seem a long time, but the
volume of activity was immense. According to
one account:

In January 2003, MSC began the build-up
for what would become Operation Iragi
Freedom. In January 2003 momentum
was really gaining and APS-3 down-
loaded several ships of equipment into
theater. In late March 2003 MSC reached
a peak of 167 ships in the “Steel Bridge of
Democracy”, carrying “the torch of free-
dom to the Iragi people” in the words of
Rear Admiral D. L. Brewer Ill, Commander,
Military Sealift Command.

The span of that bridge was literally a

ship every 72 miles from the US to Kuwait.
That was more than 78 percent of the to-
tal MSC active fleet of 214 ships that day—
ships dedicated to supporting the US
forces.... The mix of ships encompassed
all four of MSC'’s programs, and included
the U.S. Maritime Administration’s Ready
Reserve Force, and more than four times
the normal daily number of commercial
ships. Twenty-five of 33 Naval Fleet Aux-
iliary Force ships were providing combat
logistics for the carrier strike groups and
amphibious strike groups involved in Op-
eration Iragi Freedom. Three of 25 Special

Mission ships were directly supporting
Navy combatants with telemetric, hydro-
graphic and acoustic data....

During the height of Operation Iraqgi Free-
dom, MSC had 167 of its 214 active ships
directly supporting the war. Of these
ships, 26 were operated by federally
employed mariners and 141, or 84 per-
cent, were crewed by merchant mariners
employed by commercial companies
under contract with MSC. Of the 141 ships,
127 ships were carrying combat equip-
ment and cargo from the U.S. or Europe
into the theater of operations or were en
route to load cargo for the operation.?®

The same account further reflects that from
January 2003 through the end of April 2003,
MSC delivered more than 21 million square
feet of warfighting equipment and supplies,
260 million gallons of fuel, and 95,000 tons of
ammunition to the Persian Gulf area for the
Army, Marine Corps, Air Force, and Navy war-
fighters involved in Operation Iraqi Freedom.
More than 90 percent of the military cargo
to support OIF was delivered by MSC ships.
While 10 percent of the cargo was delivered by
other means, primarily aircraft, understanding
the magnitude and significance of sea-based
sustainment is critical to understanding what
it takes to deploy and employ the U.S. military.

At the same time, Naval Fleet Auxiliary
Force oilers pumped more than 117 million
gallons of fuel to Navy combat ships for bun-
kering and aircraft fuel. Of the 42 ships in the
Prepositioning Program, 33 were underway
or had already off-loaded gear for warfighting
forces in the Persian Gulf area.

In the MSC Sealift Program, 106 of 115
ships, including government-owned surge
sealift ships, Maritime Administration Ready
Reserve Fleet ships, and chartered commercial
ships, were carrying equipment and supplies
for the Army’s 3rd and 4th Infantry Divisions,
82nd and 101st Airborne Divisions, and V
Corps and the Marine Corps’ I and IT Marine
Expeditionary Forces. Additionally, two of
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the three Maritime Prepositioning squadrons

supporting the U.S. Marine Corps were un-
loaded at the Ash Shuayba Port in Kuwait. By

late April 2003, more than 150 MSC ships had

off-loaded in Kuwaiti ports.*

It should be noted, however, that in the
years since these tremendous accomplish-
ments, the size of the force available to execute
these missions has shrunk considerably.

Admiral Brewer put these accomplishments
into context: “The amount of cargo we deliv-
ered could fill all 119 Division 1-A college foot-
ball fields three times over.”?? Specifically:

From November 2002 to May 2003, near-
ly 85,000 pieces of cargo and 4,000 con-
tainers of ammunition, requiring 16 million
square feet of cargo space, were loaded
aboard MSC ships under MSC Atlantic’s
operational control. This was enough
military cargo to fill the deck space of 58
Nimitz class aircraft carriers.

These figures comprised equipment load-
ed in Texas, Georgia and Florida for the
U.S. Army’s 3rd and 4th Infantry Divisions
and 101st Airborne Division, which in-
cluded thousands of Abrams main battle
tanks, Bradley fighting vehicles, humvees
and helicopters....

In February, MSC Pacific provided direct
support in the activation of 10 MSC cargo
ships at various West Coast ports. They
also coordinated the loading of anoth-

er 10 MSC ships at Tacoma, Wash., and
San Diego, Calif,, which resulted in the
movement of over 1 million square feet
of military equipment for the U.S. Marine
Corps Ist Marine Expeditionary Force and
the U.S. Army’s 101st Airborne Division....

MSC normally operates 120 civil-
ian-crewed, non-combatant ships for a
variety of missions around the world. The
number of ships expanded to about 214
in mid-March as additional ships were
activated from reduced operating status

or chartered for the command’s support
of U.S. forces in OIF.22

While the immensity of this undertaking is
staggering, it pales in comparison to the require-
ment laid out for the future military force in the
National Defense Strategy (NDS). The future
fight will require significantly greater respon-
siveness and diversity in the face of a greater
threat. The NDS requires a military that will “be
able to strike diverse targets inside adversary air
and missile defense networks to destroy mobile
power-projection platforms. This will include
capabilities to enhance close combat lethality in
complex terrain.”?* With regard to mobility and
resilience, our military will be required to field

“ground, air, sea, and space forces that can deploy,
survive, operate, maneuver, and regenerate in all
domains while under attack. Transitioning from
large, centralized, unhardened infrastructure
to smaller, dispersed, resilient, adaptive basing
that includes active and passive defenses will
also be prioritized.”*

These challenges become infinitely harder
when considering the vastness of the Pacific
or the intricacies of meeting challenges across
the depth and breadth of Europe. The force of
tomorrow must be ready to defeat a peer com-
petitor in a broad battlespace that requires se-
curity for each logistics movement, the ability
to off-load across various widely distributed
locations, with minimal infrastructure, and in
acommunications-degraded environment.

The ability to meet the NDS requirements
requires a significantly more agile force. It
must be able to dictate the time and tempo of
its buildup and control the massive capabilities
of the U.S. military. It must coordinate with al-
lies and partners to place combined force ca-
pabilities against the adversary’s weakness and
develop and sustain a broad array of overseas
advanced bases that will change frequently and
provide the responsiveness and effectiveness
needed to prevail despite enemy efforts to pre-
vent U.S. forces from getting to or operating
within the theater of combat. The U.S. military
has not had to “fight its way to the fight” since
World War I1. Equally absent since that time
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has been the need to apply combat power to
preserve logistics capabilities.

Given the evolution of competitors’ abilities
to threaten the logistical underpinnings of U.S.
combat power, force logistics planning now re-
quires innovation in both technology and oper-
ational concepts. In a time of constrained fiscal
resources, this means doing differently with
less. There is no option to fail, and there is no
hope of unlimited resources. The combination
of innovation and new technology is therefore
critical to maintaining the competitive logis-
tical advantage that U.S. forces have enjoyed
since World War I1.

The NDS focuses on investments needed to
improve the ability of forces deployed abroad
to maneuver against an enemy and ensure
that the posture of those forces (how they are
arrayed in theater) has resilience (the ability
to sustain losses and remain effective). Not
explicitly addressed in the NDS but funda-
mentally implied is the equally daunting chal-
lenge of winning the “home games” by having
the critical military-industry partnerships
and dedicated infrastructure that serve as the
preparation and launching pads for our forces.

The shrinking military-industrial base
that provides the wherewithal of national
power faces significant challenges because
of unpredictable budgets and inconsistent
program funding. During World War II, from
1939 t0 1945, the United States delivered 1,089
warfighting ships to the fleet that today would
be classified as battle force ships. These 1,089
ships included 32 carriers, 10 battleships, 62
cruisers, 442 destroyers, and 563 frigates and
destroyer escorts.?s Compare this to the Navy’s
Report to Congress on the Annual Long-Range
Plan for Construction of Naval Vessels for Fiscal
Year 2019, which proposes the construction of
54 battle force ships during the five years from
2019 to 2024.%

It should be noted that the current ship-
building plan projects 11 more battle force
ships than were projected in the 2017 plan.
This trend is very similar across the industrial
capacity capabilities that produce aircraft and
major land-component warfighting systems.

While procurement is not exclusively a func-
tion of logistics, the country’s industrial capac-
ity affects the availability of spare parts, the
availability of technical support for contract
maintenance, and the ability to replace war-
fighting platforms that are well beyond their
service life, be they ships, aircraft, or major
land-component systems (tanks, artillery, re-
connaissance vehicles, personnel carriers, ra-
dars, ground vehicles, etc.).

When the instability of funding that results
from continuing resolutions and an inability
to pass budgets on time is added to these chal-
lenges, one can see that the problems con-
fronting the industrial base are magnified at
a time when they most need to be reduced so
that our ability to supply the force is respon-
sive and resilient. Perhaps counterintuitively,
a constrained ability to build “new iron” (ships,
aircraft, and major ground weapons systems)
actually increases the logistical burden and
budget because the cost of maintaining older
systems necessarily increases.

The problem is made worse by the com-
plexity of dealing with both old and new tech-
nologies in a single logistics enterprise. Add
to these challenges the reduction of skilled
manpower in the active and reserve forces, the
increased difficulty of retaining seasoned mil-
itary personnel, and a decreasing number of
civilian and contractor artisans in the logistics
workforce, and the need for modernizing the
logistics force, from training to developing new
concepts, becomes even more obvious.

Modernizing “home game” infrastructure
must also include improved, state-of-the-art
ranges and maintenance facilities, which are
critical to supporting the readiness of new
platforms that are being acquired in every ser-
vice. Such facilities must also be made resilient
in the face of cyber challenges, now a common
feature of modern conflict. Integrating simula-
tors and virtual reality capabilities into range
design will also help to reduce the logistical
impact of home-station training and generate
much-needed efficiencies in major range train-
ing opportunities while also improving overall
warfighting readiness.
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Success Now and in the Future

New principles must be embraced to achieve

the requirements for successful logistics capa-
bilities in support of operational commanders
and the National Defense Strategy. Many have
written on the challenges of logistics in the 21st
century, but Lieutenant General Michael Dana,
Marine Corps Deputy Commandant for Instal-
lations and Logistics, has captured the require-
ment succinctly in his term “hybrid logistics,”
which he defines as the era “where ‘old’ meets
‘new.”? This is a period in logistics operations in
which the combination of old and new technolo-
gy and innovative concepts will provide precise
logistics support to a widely distributed force
instead of alarge logistics footprint that delivers
through a central hub.

The hybrid logistics attributes that Dana
describes are a mixture of legacy and evolving
technologies. They are delivered from the sea
by means of modern connectors, platforms,
processes, and concepts with the flexibility to
enable multi-domain fires and maneuver. They
are innovative in thought and practice, with a
command and control architecture that is im-
munized against cyber and electronic warfare
threats, and data-driven through predictive
analytics. They also are applicable across the
entire U.S. military from the strategic level to
the tactical level. Ultimately, the effectiveness
of any logistics capability is determined at the
tactical level, but sustained success at the tac-
tical level requires effectiveness further up-
stream at the operational and strategic levels.

Success at the operational level requires the
integration of logistics capabilities contribut-
ed by all entities involved in military affairs, to
include service, coalition-partner, interagen-
cy, governmental, private/commercial, and
host-nation capabilities. The operational in-
tegration of these various capabilities provides
the linkage between the tactical and strategic
levels: a means to leverage the “Arsenal of De-
mocracy”® in the hands of the men and women
who serve in harm’s way around the globe.

In assessing the true value of logistics, how-
ever, one needs to distinguish between efficien-
cy and effectiveness, even though the former

certainly affects the latter. Effectiveness is ul-
timately what matters at the tactical edge. Ef-
ficiencies should be pursued to free resources
for use elsewhere, but those efficiencies must
never be taken at the expense of the soldiers,
sailors, airmen, or Marines who have been
committed to battle. Many logistical challeng-
es will remain unchanged in the near future be-
cause of the sheer physics of distributing am-
munition and bulk liquids and the requirement
to move major ground warfighting equipment
and personnel. Nevertheless, changes that
positively influence the agility, survivability,
responsiveness, and effectiveness of logistics
systems can and must be made.

Change must be made that ensures logistics
agility by designing procedures and acquiring
systems that adjust to changing requirements
across a widely distributed force constantly
and with domain-wide visibility, highlighting
the needs, resources, and capabilities of the
force. An understanding of the changing re-
quirements must be achieved in the absence
of direct input from the supported force
through predictive capabilities that are en-
abled through improved artificial intelligence
and machine learning capabilities.

Future logistics command and control sys-
tems can ensure agility by operating despite
an enemy’s efforts to disrupt communications
through cyber and electronic warfare. This can
be done by developing the means to transfer
logistics data systems seamlessly from digi-
tal-based processes to analog-based processes
and back. This requires both technological and
training/conceptual change across the force,
not exclusively in the logistics enterprise.

The use of unmanned platforms will be crit-
ical to the future of agile logistics. Unmanned
platforms that support ground distribution will
complement unmanned aerial platforms that
deliver vital sustainment to widely distributed
forces. In addition, unmanned platforms that
can evacuate the injured from the point of injury
without sacrificing high-cost combat platforms
and additional combat capability will be critical
in the dispersed battlefield. Every facet of military
logistics must embrace unmanned platforms, from
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unmanned sea-based ship-to-shore connectors
to platforms for the refueling of ships to the use
of unmanned platforms for aerial refueling.

Logistics survivability upgrades can achieve
reduced targetability of the logistics force
through development of manageable electron-
ic signatures, a reduced logistics footprint, and
improved distribution with reduced static in-
ventory. Static inventory is distribution mov-
ing at zero miles per hour, and anything that
is static on the modern battlefield has little
chance of remaining survivable.

The ability to make the force more sur-
vivable requires both technological improve-
ments that reduce the need for large footprints
in bulk liquids and ammunition and refocused
training and logistics concepts. Technologies
such as additive manufacturing, improved
man-machine interfaces, and advanced ro-
botics will contribute significantly to improved
survivability. Ultimately, change must ensure
both speed and reliability of logistics systems
that build trust from the tactical level to the
strategic level. Improvements in munitions
and energy systems will directly improve the
speed and reliability of the force and, thus, its
logistical survivability and effectiveness.

Responsiveness can be improved by lever-
aging industrial-base support from the point
of manufacture to the tactical edge forces. Im-
proved responsiveness through domain-wide
visibility and predictive logistics capabilities
driven by improved artificial intelligence ca-
pabilities will provide sustainment based on
finely tuned metrics that eliminate the need to
request support. In short, we need to have the
ability to autonomously anticipate the needs
of the commander, not simply respond faster
to bottom-up needs identification.

Improvements in logistics effectiveness
require improved integrated capabilities and
authorities that allow logistics challenges to be
resolved at the lowest levels, leveraging shared
awareness, and focused on effectiveness.
The ability to measure effectiveness against

efficient performance is critical. This focus on

effectiveness will prioritize the force’s critical

logistics needs by evaluating all requirements

against mission success and differentiating the

critical requirements from the multitude of in-
puts: in essence, providing the nail at the right

time and place that prevents having to build a

complete inventory of shoes, horses, and riders

in order to win the battle.*°

Conclusion

Logistics is critical to success on the battle-
field. To remain a vital contributor to military
success, logistics must adapt continuously so
that it bridges old systems and capabilities
while embracing new technologies and con-
cepts. In addition, the success of every new
system and concept, every new technology
and military organization, must be evaluated
against the commensurate evolution and rev-
olution in logistics sustainability.

While not a new consideration in design-
ing a force for tomorrow that remains rele-
vant today, the development of integrated,
agile, technologically advanced, and effective
logistics systems that drive efficiencies into
every corner of the military is increasingly
essential in today’s dynamic, fast-paced, and
ever-changing national security environment.
The shift in our military focus to competing in
an era of great-power competition demands
an even greater understanding of logistics and
highlights the breadth of the requirement to
support the entirety of the force in innovative
ways, from training in the United States to de-
ploying far from home.

Whether the unit engaging the enemy is in
the air, on land, at sea, or in space or cyberspace,
it must embrace innovation in logistics that not
only integrates new technology, but also inno-
vates in the “hybrid” environment of old and
new in order to retain our military’s true advan-
tage as the world’s only force that can “prevail in
conflict and preserve peace through strength,”
both today and well into the future.
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