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NIST Is a Standard-Setting Agency, Not a Regulator

Paul Rosenzweig

ongressional House Republicans have intro-

duced aproposal to make the National Institutes
for Standards and Technology (NIST) responsible
for cybersecurity audits across the government.!
The ideais flawed in many respects—most especially
because asking NIST to do an audit is asking them
to do something they simply have never done before.
Congress should look for a different organization to
take the lead, such as the Department of Homeland
Security (DHS).

Cybersecurity in the Federal Government

First, the obvious: The federal government does
a poor job at cybersecurity. After the 2015 Office
of Personnel Management (OPM) breach, nobody
should doubt that our federal systems are no more
secure than those in the private sector.?

Thatis precisely why the Trump Administration’s
executive order on cybersecurity?® calls for each fed-
eral agency to conduct a risk-mitigation assessment
of its own cybersecurity. And in doing so, the federal
agencies have rightly been told to look to the NIST
Cybersecurity Framework* to determine how well
they are doing.

The NIST Framework was first produced in 2014
and was the product of a year-long standard-setting
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and evaluation process that wasled by NIST scientists,
but which incorporated inputinto the best practices for

cybersecurity from all across government and the pri-
vate sector. It established a baseline of practices rang-
ing from the technical (how best to install firewalls) to

the administrative (how best to account for all devices

on your network). The Framework, which undergoes

periodicrevision, sets aminimum consensus-level bar

for cybersecurity throughout America. It is far from

perfect—but it is an excellent tool by which to measure

an enterprise’s cybersecurity preparedness, and the

Trump Executive Order was right to look to the NIST

Framework for a broad-based federal standard.

Indeed, the process for assessing the nation’s
security seems to be moving forward as one would
anticipate. In the immediate aftermath of the exec-
utive order, NIST posted draft guidance for federal
agencies advising them on how they could align the
cybersecurity framework with their current man-
dates under the Federal Information Security Man-
agement Act and assess their security posture. That
document was closed to public comments on June
30 and will be published shortly.

As contemplated by the Trump Executive Order,
once federal agencies have conducted a self-assess-
ment, that assessment will, in turn, be reviewed by
the Department of Homeland Security and the Office
of Management and Budget (OMB, which is respon-
sible for much of the federal IT structure). They will

“jointly assess each agency’s risk management report
to determine whether the risk mitigation and accep-
tance choices set forth in the reports are appropri-
ate and sufficient to manage the cybersecurity risk
to the executive branch enterprise in the aggregate
(the determination).”
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NIST, by contrast, has never done an audit in
cybersecurity and is traditionally thought of as a
cooperative, standard-setting agency. Think of them
as an independent body of scientific experts who are
responsible for a fact-based assessment of a technical
or scientific problem. As a result, NIST has histori-
cally advised agencies on cybersecurity. But audits
for compliance are typically done by the Government
Accountability Office and agency inspectors general—
now with another independent review by DHS and
OMB.

NIST Audit Proposal Goes Astray

The Republicans on the Science Committee in
the House of Representatives are not content with
this state of affairs. They introduced a bill, the NIST
Cybersecurity Framework Assessment and Auditing
Act, that would task NIST with auditing and verify-
ing that agencies have proper cyber protections in
place and reporting on laggards. The bill passed® out
of the House Science Committee in March but has
yet to come to the floor and does not have a Senate
equivalent.

There are several serious problems with this
proposal.

First and foremost, the bill asks NIST to do a job
for which it is not equipped. NIST is a standard-
setting agency that has no operational experience
at all. Having no audit experience and no staff of
that sort, asking NIST to conduct detailed audits is
simply using the wrong tool for a task. It also mud-
dies NIST’s position of auditing compliance with
the same standards that it has taken a part in devel-
oping. Putting NIST in the position of auditing an
organization’s compliance with NIST standards

could place NIST in an irreconcilable conflict of
interest, if, for example, someone plausibly argued
that they had mistakenly chosen an improper or
wrong standard.

Second, giving NIST an oversight role of any sort
would erode its current standing as a neutral, techni-
cal arbiter and standard setter. Today, federal agen-
cies and private-sector actors are comfortable with a
process of standard setting in which NIST convenes
and coordinates but does not adjudicate compliance.
That model works well—both in the cybersecurity
realm and in a host of other areas in which NIST is
responsible for identifying the “right” answer. Imag-
ine how much more reluctant stakeholders will
be to share candid assessments with NIST if they
anticipated that the next step in the process would
be NIST’s assessment of them against those candid
assessments. This proposal would chill cooperation
between NIST and those to be audited by NIST.

Finally, this would further diffuse and disaggre-
gate congressional oversight of the critical issue of
cybersecurity. Rather than having yet another agen-
cy, with yet another congressional overseer, involved
in the problem, Congress should be moving in the
opposite direction to consolidate its review as a way
of asserting better direction and control of the gov-
ernment’s response.

In addition, NIST itself has concerns. In late June
of this year, members of NIST’s Information Security
and Privacy Advisory Board expressed their serious
concern® about changing the agency’s mission. They
argued, convincingly, that it would likely degrade
NIST’s ability to perform its core duties.

Supporters will argue that somebody needs to
be doing these audits on a government-wide basis
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and that agency inspectors general are too diffuse
a group for the task. While this concern has some
merit, the right response is to identify an appropri-
ate operational agency for the responsibility. With-
out prejudging a final answer, the natural home for
such a task would be at DHS—strongly assisted by
NIST expertise, but with its own organic capacity to
conduct cyber assessments.

Getting Cyber Roles and Responsibilities
Right

Rather than making NIST pick up a completely
new responsibility for auditing government cyber
practices, Congress should:

= Empower review of government cyberse-
curity. Other agencies, such as DHS, would be
better suited for monitoring government cyber-
security. DHS is already responsible for protect-
ing the “.gov” domain and was tasked by Presi-
dent Trump’s cyber executive order to review the
cybersecurity assessments conducted by each
government agency. Congress should ensure that
whichever organization takes on this responsibil-

ity has the capabilities and legal authority neces-
sary to effectively monitor government cyberse-
curity practices.

= Keep congressional oversight of cybersecuri-
ty focused. Principal oversight of cybersecurity
issues should not be further fragmented. Doing
so would increase the confusion among cyberse-
curity agencies with inconsistent guidance from
Congress.

Improving Government Cybersecurity

The problem is real: Federal cybersecurity is
not as good as it should be. And there is a real, sub-
stantial need for a government-wide assessment of
the problem and a government-wide action plan for
reducing the threat. The House Science Committee
is to be commended for identifying the problem—as
is the Trump Administration. NIST, however, is the
wrong tool for the job.

—Paul Rosenzweig is Visiting Fellow in the
Kathryn and Shelby Cullom Davis Institute for
National Security and Foreign Policy, at The Heritage
Foundation.




